Premier Journal
of Computer Science

W Premier Science

G OPEN ACCESS

This is an open access article
distributed under the terms

of the Creative Commons
Attribution License, which
permits unrestricted use,
distribution, and reproduction
in any medium, provided the
original author and source are
credited.

Air University, Islamabad,
Pakistan

Correspondence to:
Wagas Ahmed,
wagaskhattak99@gmail.com

Additional material is published
online only. To view please visit
the journal online.

Cite this as: Ahmed W. Trends

and Challenges in Securing Cloud
Computing Environments: An
Overview of Current Techniques.
Premier Journal of Computer Science
2024;1:100004

DOI: https://doi.org/10.70389/
PJCS.100004

Received: 20 November 2024
Revised: 28 November 2024
Accepted: 30 November 2024
Published: 19 December 2024

Ethical approval: N/a
Consent: N/a

Funding: No industry funding
Conflicts of interest: N/a
Author contribution:

Wagas Ahmed —
Conceptualization, Writing —
original draft, review and editing
Guarantor: Wagas Ahmed
Provenance and peer-review:
Commissioned and externally
peer-reviewed

Data availability statement: N/a

PREMIER JOURNAL OF COMPUTER SCIENCE

REVIEW

Trends and Challenges in Securing Cloud Computing Environments:
An Overview of Current Techniques

Wagas Ahmed

ABSTRACT

Cloud computing has changed the way organizations
manage their data and applications. It is highly scal-
able and cost-efficient. Nevertheless, the widespread
adoption of cloud services poses significant security
challenges in the face of emerging threats, complex-
ities of shared responsibility, and compliance. This
study considers current trends in cloud security, from
adopting Zero Trust architecture to integrating artificial
intelligence and machine learning for advanced threat
detection. It discusses the essential techniques—in-
cluding encryption, access controls, and cloud-related
standards—that are being utilized to address vulner-
abilities and shield multi-tenant environments. The
research highlights the need for a multi-layered ap-
proach to security, proper responsibility demarcation,
and technological advancement. However, there are
still areas for further research, especially in adversar-
ial attacks and defining robust security for hybrid and
multi-cloud configurations. The research suggested im-
proved collaboration among stakeholders along with
investment in privacy-preserving technologies. This
study highlights the importance of continuous innova-
tion and proactive action in securing the dynamic cloud
environment.

Keywords: Cloud security, Zero trust architecture, Ai
and machine learning, Multi-cloud environments, Data
protection techniques

Introduction

Background

Cloud has become the most worthwhile IT adoption
and is expected to grow bigger in all industries. Cloud
does not affect only the IT industry, but it is also a rev-
olutionary idea in other industries around the world.
There is an increasing demand for cloud services from
various industries; hence, technical giants like Google,
Microsoft, and Amazon Web Services are working hand
in hand to revolutionize the future of large enterprises.'
More than 90% of global enterprises worldwide today
claim to use cloud as part of their business.” Financial
services companies are the most likely to run in a multi-
cloud environment. According to the report, 84% of
companies report that their environment uses multiple
platforms.’ Manufacturing companies have some of the
most skilled cloud engineers, with 66% of technolo-
gists reporting significant experience using one or more
cloud platforms. 77% of manufacturing companies use
multiple cloud platforms primarily to leverage “best of
breed” cloud-native services and improve resiliency.’
They are also quick to adopt new cloud services. 90%
of companies adopt new cloud services before, or as
soon as, best practices are established. The technology

industry is more than twice as likely to have brand-new
cloud talent than other industries surveyed.’

The cloud computing market size is estimated at
USD 0.68 trillion in 2024 and is expected to reach USD
1.44 trillion by 2029, growing at a CAGR of 16.40%
during the forecast period (2024-2029). However,
this rapid adoption also introduces challenges, partic-
ularly in ensuring the security and integrity of cloud
environments, which are increasingly targeted by
sophisticated cyberattacks (Figure 1).°

Despite these challenges, cloud computing contin-
ues to evolve, with organizations increasingly adopt-
ing hybrid and multi-cloud strategies to optimize
performance and reduce risks.® Understanding these
trends and challenges is crucial for securing cloud
environments and enabling their sustainable growth.

Importance of Security
With the increasing adoption of cloud computing, the
secure nature of cloud environments has become an
important requirement for organizations. Cloud com-
puting, by design, is inherently vulnerable; since it
generally stores data and uses the Internet to access it,
cybercriminals can seize such vulnerabilities to jeop-
ardize the confidentiality, integrity, and availability of
data.” Multi-tenancy compounds these vulnerabilities
as multiple users share the same cloud infrastructure,
hence expanding the attack surface.®

According to the IBM Cost of a Data Breach report,
the global average cost of a data breach stands at USD
4.88 million; however, the impact varies significantly
from region to region. For example, the average cost of
a data breach in the United States is USD 9.3 6 million,
nearly four times higher than it is in India at about USD
2.35 million.” In the event of a data breach in an orga-
nization, leaking of critical business data—including
customer information, financial transactions, intellec-
tual property, and confidential correspondences—can
be disastrous to the organization. Securing systems
and data with multi-layered protection lies at the core
of cloud security.

Research Objectives
The following are the research objectives of the pro-
posed research study.

a. To analyze current trends in cloud computing
security, focusing on emerging threats and vul-
nerabilities affecting cloud environments.

b. To evaluate existing techniques and frame-
works to secure cloud computing environments,
including encryption, access control, intrusion
detection systems, and threat intelligence.
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c. To identify the challenges and gaps in current
cloud security measures and propose future
directions for improving the protection of cloud
environments.

Scope

This article focuses on the existing trends, techniques,
and challenges in securing cloud environments.
It would particularly focus on emerging threats,
advanced security frameworks, and the role of technol-
ogies such as artificial intelligence (AI) and Zero Trust
architecture (ZTA) while considering shared responsi-
bility and compliance coupled with multi-tenant secu-
rity concerns.

Current Trends in Cloud Security

Emerging Threats and Vulnerabilities
Cloud computing has rapidly spread and, therefore,
rapidly introduces a dynamic and ever-changing threat
environment, paving the way for vulnerabilities that
challenge the traditional frameworks in place to secure
them. Such vulnerabilities are brought about by the
rapidly growing complexity of cloud infrastructures,
the diversity in users, and the integration of emerging
technologies such as Al and IoT."

The most common vulnerability of cloud computing
is misconfiguration, accounting for the largest proportion

of data breaches. Configuration mistakes, such as inse-
cure buckets for storage or weak access controls, occur
due to inadequate knowledge of cloud security tools
or a failure to apply best practices. Studies show that
88% of cloud environment breaches result from such
mistakes; hence, there is a need for better scrutiny and
training in cloud security.'""* A well-known example
of this weakness is the Capital One data breach in
2019, in which a misconfigured web application fire-
wall allowed an attacker to exploit a vulnerability and
access over 100 million customers’ sensitive data.”’

Insider threats also represent a significant challenge
in cloud environments, especially where shared access
to resources is expected. The lack of robust monitor-
ing and identity management policies exacerbates the
risks associated with insider threats, making it imper-
ative for organizations to implement stringent access
controls and activity logging."

Ransomware and malware attacks contribute to
additional risks associated with cloud computing.
Attackers encrypt or exfiltrate data by exploiting vul-
nerabilities, demanding a ransom for its release. Ran-
somware attacks in cloud systems experienced a 105%
surge in 2023, with attackers targeting backup reposi-
tories and cloud storage services often.*

The cloud environment with a multi-tenant model
that allows several customers to utilize the same
infrastructure is more susceptible to data leakage
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and cross-tenanted attacks. Security breaches in one
tenant’s environment can potentially impact other ten-
ants, hence increasing the risks of operation in shared
infrastructures.” Supply chain vulnerabilities in the
cloud environment have also emerged as a growing
source of concern, as attackers use third-party depen-
dencies and integrations for their exploitations. The
SolarWinds breach in 2020 is a stark example in which
the compromised software updates were used to infil-
trate cloud networks globally.*®

Emerging technologies such as Al and IoT intro-
duce new security challenges in cloud environments.
Al systems are prone to adversarial attacks that could
corrupt data or manipulate machine learning models,
thus producing biased or faulty decision-making pro-
cesses."” Similarly, IoT devices often lack robust secu-
rity measures, making them easy targets for attackers
seeking entry points into cloud systems.'®

Adoption of Zero Trust Models
Zero Trust cloud security adopts the principle that no
one should be trusted—whether it is a user, a device,
a system, or an action, regardless of whether it is on
an entity’s network. This approach lowers the risk of
breaches and other cyber threats by limiting access to
sensitive information and resources against the user
role, or the security posture of the device from where
it is accessed, based on contextual factors (Figure 2).%°
The advent of the cloud, however, means that data
and applications are distributed across multiple ser-
vices and locations, which makes it difficult to main-
tain uniform security. 91% of organizations around the
world have adopted a new security strategy. They have
opted for the adoption of advanced technologies such
as Zero Trust solutions, Al-driven threat detection, and
enhanced data encryption protocols to better protect
their data and assets against evolving cyber threats.”*
Therefore, identity and access management is a core
element of a Zero Trust model. Commonly employed
techniques include multi-factor authentication (MFA),

/ aws
// - /; Azure \\
\\\ ,3 / Cloud Workioads

behavioral analytics, and least privilege access that
enforce Zero Trust. For instance, with MFA, organiza-
tions will authenticate users with adequate factors,
such as passwords and biometric scans, making it
significantly harder for attackers to gain access.” Fur-
thermore, least-privilege access controls the number
of rights that are required by users and applications to
perform duties to ensure that damage from a compro-
mised account is minimized.”

Zero Trust integrated into a cloud environment is
demonstrated to improve security as well as the opera-
tional efficiency of an organization. It allows for more
granular access control, meaning their attack surface
is minimized, and once a breach does occur, it is dif-
ficult for the attacker to move laterally within the net-
work.** Forrester lists that among organizations with
Zero Trust model implementations, 64% reported a
significant improvement in their security posture due
to the model implementation.”

Zero Trust also comes with its own set of challenges.
The deployment of such a model involves a deep trans-
formation in IT infrastructure, workflows, and security
practices. According to Kang et al,”® implementing
Zero Trust is resource-intensive and can be difficult
for organizations that have already developed
legacy systems and traditional security models. Zero
Trust models also use micro-segmentation to isolate
workloads, limiting the spread of attacks. Despite its
benefits, adopting Zero Trust requires significant invest-
ment in infrastructure and training, which can pose
challenges for smaller organizations.

Integration of Al and ML
The potential exists in Al and ML for actual real-time
threat detection, automated response, and continuous
adaptation to evolving security challenges (Figure 3).%
One of the main applications of Al and ML in cloud
security is anomaly detection. Patterns in cloud usage
data, which include user behavior, network traffic,
and the utilization of resources, can be analyzed by

Cloud-native applications
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Fig 2 | Why the Cloud Zero Trust model?19 Zero Trust came about as the security model eliminating implicit trust in any connection: internal or external.
The figure indicates that Zero Trust model integrates cloud applications to reduce cyber threats
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Fig 3 | Integration of Al and ML in cloud security27 Al and ML have emerged as powerful
tools in this context, offering

machine learning algorithms to identify any deviation
that could describe a potential threat.”” Deep learning
models can identify zero-day threats based on devia-
tions from baseline behavior without predefined sig-
natures. Their effectiveness, however, is only as good
as the quality and diversity of training data. Poor or
biased data leads to false positives: security teams get
bogged down by too many unnecessary alerts or false
negatives, where threats go unnoticed.”

Another highly advancing feature is Al-powered
threat intelligence. Based on various data analyses,
monitoring dark web activities, and global threat feeds,
Al-powered systems predict the potential threats and
block them before they impact cloud systems. This pre-
dictive ability greatly enhances the security postures
of organizations and allows them to respond to threats
faster than ever before.”

Further, Al and ML contribute to automated incident
response in cloud environments. These technologies
help systems respond to identified threats autono-
mously while isolating affected resources, blocking
malicious IP addresses, or revoking compromised
credentials. Such automation minimizes human inter-
vention, reduces response times, and swiftly mitigates
threats.”

In addition, Al and ML in cloud security also lead
to problems. These technologies entirely depend
on a quality dataset for training and performance
improvement. Low-quality or biased data could eas-
ily generate false positives or negatives, affecting
the security systems’ credibility. Integrating AI/ML
with Zero Trust models further enhances security by

automating identity verification and continuously
assessing user and device behavior, creating a layered
defense against sophisticated threats.*

Techniques for Securing Cloud Environments

Data Protection Techniques
Data protection forms an integral part of cloud security.
It guards against unauthorized access, data breaches,
and loss. Techniques that are usually employed in
securing sensitive information include encryption,
tokenization, as well as data masking. Encryption con-
verts data into unreadable forms while it is either at rest
or in motion to ensure that it is accessible only through
the correct decryption keys. Advanced encryption
standards, such as AES-256, are commonly employed
in cloud environments to protect sensitive data.’> The
management of encryption keys introduces significant
complexity; compromised keys can render even the
most secure systems vulnerable. Furthermore, encryp-
tion is computationally intensive, which can impact
performance in large-scale cloud operations.’
Tokenization substitutes sensitive data with
non-sensitive tokens that can be processed without
actually exposing information. This is useful for com-
plying with data privacy regulation laws such as GDPR
and PCI DSS. Data masking, however, involves chang-
ing data in a form that makes sensitive information in it
nonsensitive; thus, organizations are allowed to use it
in testing or development without risking exposure.”

Access Control Mechanisms
The access control mechanisms are fundamental to the
limitation of unauthorized access to cloud resources
and data. Two models commonly used are (1) role-
based access control, in which the assignment of
permissions is done based on a user’s role, and any
individual can only access the resources needed for
his or her role, and (2) attribute-based access control,
which is more granular—as it reviews attributes in
terms of user location, device type, and time of access
to be granted permission—and much more flexible.*
The implementation of MFA further strengthens
access controls by requiring multiple credentials for
user authentication. Combining passwords, biomet-
ric data, and physical tokens ensures that even if one
factor is compromised, unauthorized access remains
difficult.”

Threat Detection and Response

Advanced threat detection and response mechanisms
are a must to handle and mitigate threats in cloud envi-
ronments. IDS and IPS are applied in various ways to
track the indication of malicious activity in network
traffic. Machine learning algorithms are increasingly
used in these systems for enhanced detection accuracy
as well as to identify unknown threats.>® EDR solutions
extend security to devices that access cloud systems by
providing visibility into potential threats and allowing
for automated responses to contain breaches. Security
information and event management platforms further
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enhance threat detection capabilities by collecting
and analyzing logs and events from multiple sources
and providing a centralized view of the security land-
scape.”’

This proactive threat hunting complements these
automated systems by employing human analysts to
seek out threats that may elude detection. The strat-
egy makes use of experience and intelligence gathered
through global threat databases to uncover and neu-
tralize advanced attacks.*®

Cloud-Specific Standards and Compliance

For organizations in regulated industries, compliance
with cloud-specific standards is of prime importance.
Standards relating to cloud-specific security controls
specifically speak to the protection of customer data
and customer privacy, such as ISO/IEC 27017 and ISO/
IEC 27018.%° That an organization adheres to standards
shows a commitment to following strong security prac-
tices. The Cloud Security Alliance developed the Cloud
Controls Matrix (CCM), a framework designed to help
organizations assess and manage cloud-specific risks.
The CCM maps security controls to significant industry
standards, such as GDPR, NIST, and HIPAA, helping
streamline compliance efforts and mapping with regu-
latory requirements."’

Challenges in Securing Cloud Computing Environments

Complexity of Shared Responsibility

One of the primary challenges that cloud security faces
is the complexity of the shared responsibility model.
There are issues of shared responsibility regarding
security as cloud providers and customers share secu-
rity responsibilities. Providers manage the security
of the cloud infrastructure, while customers have to
ensure protection in the cloud for data, applications,
and access controls. Still, this often leads to misunder-
standings and gaps in security coverage.*'

For instance, while a cloud provider would ensure
that the physical and network security measures are
robust, the customer must configure the access con-
trols and secure their data. Most commonly, misconfig-
urations and failure to limit access to storage buckets
or databases make it easy for data breaches to occur in
cloud environments."*

Scalability and Resource Constraints

Due to their dynamic nature, cloud environments have
resources and workloads scaling up or down with
regard to demand. There arises a challenge for security,
mainly because most traditional tools and strategies
fail to adapt to the constantly changing nature of cloud
infrastructure. Small and medium-sized enterprises
usually face resource constraints, thereby limiting the
degree to which comprehensive security measures can
be implemented.”

Scalable security solutions, such as automated
threat detection systems and elastic firewalls, become
necessary to overcome this challenge. However, these
solutions are often expensive and require deep domain

PREMIER JOURNAL OF COMPUTER SCIENCE REVIEW

expertise, which not all organizations can afford. The
ever-increasing velocity with which components scale
within a cloud environment also opens up the attack
surface, as it requires real-time response capabilities to
maintain a healthy security posture.**

Regulatory and Compliance Issues

One significant challenge with cloud security lies in
compliance with regulatory standards, particularly for
multi-jurisdictional business operations. Requirements
for storage, processing, and transferring sensitive data
under GDPR, HIPAA, and CCPA can be extremely strict.
Moreover, it is quite complex to navigate the regula-
tions in the cloud as data might be stored across vari-
ous locations and jurisdictions without the knowledge
of the explicit customer.*

Organizations must work with cloud providers to
ensure that the latter adhere to relevant standards
and frameworks, such as ISO/IEC 27001 or SOC 2. In
an important sense, relying on third-party compliance
opens other risks, which arise from a lack of trans-
parency concerning the provider’s internal processes.
Non-compliance may bring significant penalties and
damage to an organization’s reputation, and it empha-
sizes the need to address regulatory challenges in
cloud security.*

Security of Multi-Tenant Environments

The multi-tenancy nature of cloud environments,
where a large number of customers are hosted on
a shared physical infrastructure, exposes them to
specific security threats. Even though virtualization
and isolation mechanisms prevent cross-tenant data
breaches by the cloud provider, vulnerabilities in these
mechanisms can expose sensitive information to other
tenants."’

For example, side-channel attacks, which exploit
the common hardware resources shared between ten-
ants to extract information from other tenants, could
be a significant form of threat within multi-tenancy in
a cloud computing environment. Further, a malicious
insider in one tenant organization could exploit some
loopholes to attack the neighboring tenants.*’

Future Directions

Recommendations for Improving Cloud Security
Organizations need to adapt to a ZTA in cloud comput-
ing environments to improve their security. This kind
of model focuses on strict access control, continuous
monitoring, and verification of all devices and users
from any location.*® Integrating AI and ML in security
operations is another approach to achieving improved
threat detection and automating incident responses to
reduce response time and mitigate risk.”

Improvements in cloud misconfiguration manage-
ment must be combined with the proper utilization of
automated tools to identify and remediate configura-
tion errors in real time. Training programs can reduce
human errors in security breaches by improving train-
ing for IT professionals and end-users.*’
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Collaboration between cloud providers, custom-
ers, and regulatory bodies is significant in solving
compliance problems. To show commitment to secu-
rity issues, the providers should furnish clear infor-
mation on data storage and processing locations and
embrace industry standards such as ISO/IEC 27001
and SOC 2.

Research Gaps

Despite these developments, several research gaps
remain in cloud security. First, few studies were made
on adversarial attacks that target Al and ML systems
integrated into cloud environments; instead, their
vulnerabilities need robust and resilient AI models."”
One of the potential solutions is through adversarial
training models, where algorithms are trained on sim-
ulated attack scenarios to increase their robustness.
In addition, the integration of XAI into cloud secu-
rity systems will allow for more transparency in Al
decision-making, thus helping security teams to detect
anomalies more effectively and understand possible
manipulation attempts.

The effectiveness of security strategies in multi-
cloud and hybrid cloud environments is largely unex-
plored. Organizations are increasingly adopting these
architectures, so tailored security frameworks and
solutions are needed.’® Organizations could benefit
from adopting a federated security model, where a
centralized control plane oversees security policies
across all environments, ensuring consistency and
interoperability.

Lastly, there is a lack of research on privacy issues
in multi-tenant environments, particularly data iso-
lation and cross-tenant vulnerabilities. Innovative
approaches such as homomorphic encryption and
secure multi-party computation may also offer prom-
ising solutions.**

Conclusion

Summary of Findings
The following are the key takeaways of this study:

¢ Complexity of Threats: Misconfigurations, insider
risks, advanced attacks on shared infrastructure,
and Al-integrated systems threaten diverse cloud
environments.

e Multi-layered Approach: Security strategies
should integrate robust techniques such as
encryption, access controls, ZTA, and real-time
threat detection to address vulnerabilities.

e Shared Responsibility: This requires a clear
understanding and implementation of the shared
responsibility model. The end-to-end security
assurance is implemented jointly by both the
cloud service providers and customers.

e Compliance Challenges: The regulatory and pri-
vacy issues increase stakeholders’ awareness
of the need to cooperate candidly, follow estab-
lished standards, and innovate to meet compli-
ance worldwide.

REVIEW

e Technological Integration: Emerging technolo-
gies such as Al and ML are transforming threat
detection and response capacity but pose new
challenges, such as adversarial attacks.

Implications

The study highlights that a multi-layered security
approach with advanced technologies like ZTA, Al, and
ML should be devised to better assist cloud security.
Coordination and cooperation between cloud provid-
ers and users, along with effective regulatory frame-
works, are necessary to ensure utmost cloud security
and compliance. Besides, autonomic tools and train-
ing programs can help prevent or eliminate misconfig-
urations and human errors, thereby strengthening the
cloud system’s security posture.

Future Work

Future research should focus on developing robust
defense mechanisms against adversarial attacks in
Al-driven security systems. The hybrid (on-premises
and cloud) and multi-cloud (using services from multi-
ple cloud providers) environments increase complexity
in securing data and applications. Future frameworks
should highlight unified security policies and central-
ized management systems that operate across different
platforms without a hitch.

For example, a conceptual model can include:

o Federated Identity Management Systems: They
enable users to access the resources of other
cloud services through single credentials and
with fine-grained access controls in place.

e Interoperable Encryption Mechanisms: Data
encrypted in one cloud environment should
remain secure and readable when transferred to
another provider.

e Automated Compliance Engines: Continuously
monitors compliance and enforces a given set
of regulatory standards across multi-cloud
deployment.
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