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ABSTRACT
Automatic Dependent Surveillance-Broadcast 
(ADS-B) is a key technology behind current air traffic 
management, providing unique safety, efficiency 
and situational awareness advantages. However, 
because of its open communication architecture, it is 
susceptible to various security vulnerabilities including 
spoofing, jamming and message injection. The 
integrity of the aviation ecosystem is being jeopardized 
by these threats and requires robust, scalable 
solutions. This article presents both the operational 
importance and the intrinsic risks of ADS-B. With 
this, it evaluates various existing security approaches 
including cryptographic methods, machine learning 
methods and physical-layer security to determine 
what vulnerability of security it can address well and 
which it cannot. First, it also determines the present 
obstacles, including compatibility with prior systems, 
substantial installation costs and policy restraints, 
that make it difficult to raise enhancements of security. 
The conclusion is then provided concerning future 
research directions, specifically, lightweight encryption, 
advanced anomaly detection and integration strategies 
to secure ADS-B communication. The solution to these 
issues is important to ensure the resilience and safety 
of global aviation.
Keywords: ADS-B security, Air traffic management, 
Spoofing vulnerabilities, Cryptographic solutions, 
Machine learning anomaly detection

Introduction
Importance of ADS-B in Modern Air Traffic 
Management
Automatic Dependent Surveillance-Broadcast (ADS-B) 
is a cornerstone technology for modern air traffic man-
agement (ATM). Real-time, precise positional informa-
tion provided about aircraft significantly enhances the 
controller’s and pilot’s situational awareness. ADS-B 
enables efficient airspace planning and management 
as well as collision and track separation. It has devel-
oped into a critical aviation systems element to reliably 
and safely meet the demands of rising air traffic loads 
with enhanced operational efficiency.1

Overview of Threats, Risks and the Need for  
Security Solutions
Although ADS-B has many outstanding attributes, it 
was designed without robust security underpinnings. 
Being an open communication protocol, it is 
prone to several cyber and physical threats like 
spoofing, jamming and data injection attacks. These 
vulnerabilities compromise both flight safety and 
passenger privacy as well as the integrity of aviation 
operations.2 In measuring the risk costs of these threats, 
the feedback we obtain is indicative of the importance 

of engineering innovative security solutions for the 
aviation industry.

Research Objectives
a)	 This research aims to achieve the following objec-

tives: Analyse its operational significance, benefits 
and dependency in the aviation industry.

b)	 Examine the vulnerabilities associated with 
ADS-B communication and their impact on 
safety, security and privacy.

c)	 Evaluate current approaches, including cryp-
tographic methods, machine learning (ML) 
models and physical-layer security techniques.

d)	 Highlight best practices and emerging technol-
ogies to enhance the security and resilience of 
ADS-B communication.

To Outline Future Research Directions
Identify Gaps in the Literature and Suggest Areas 
for Further Investigation to Advance ADS-B Security 
Solutions
ADS-B communication has an important role to play 
in ATM, but this communication is vulnerable to cyber 
and physical threats of evolution. The strict low-laten-
cy requirements for real-time aviation communication 
make robust security measures a key challenge. Tra-
ditional cryptographic methods are immature about 
security but provide a solid foundation; however, they 
are often limited in processing overhead and lack scal-
ability, specifically in resource-constrained aviation 
systems.3 At the same time, integrating such modern 
security features into legacy systems presents serious 
challenges, since many older aircraft and ground sys-
tems were not thought through with security in mind 
and retrofitting them will be both technologically de-
manding and prohibitively expensive.

Future research should focus on developing a 
multi-layer security framework to mitigate these lim-
itations and provide the impetus for innovation in 
ADS-B security. Such a framework could uniquely com-
bine lightweight but also super effective encryption 
techniques which minimize performance bottlenecks 
and still allow aviation’s real-time communication. For 
example, quantum-safe cryptographic methods may 
provide long-term resilience from emerging threats 
and help future threat detection and mitigation stay 
sustainable in an evolving threat landscape.4

In addition, this framework offers real potential to 
incorporate ML models for anomaly detection. As the 
traditional methods use large datasets to train, which 
is challenging to gather in the ultra-regulated aviation 
industry, means of synthetic data generation or fed-
erated learning would allow a scalable and efficient 
solution. In addition, physical-layer security measures 
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like signal fingerprinting and direction-finding mecha-
nisms should be integrated into the framework to deal 
with spoofing and jamming attacks.3

These novel approaches when merged into a coor-
dinated multi-layered framework can not only tackle 
current flaws but also build a platform for innovative 
progress in aviation security. The difference between 
the proposed framework from traditional approaches 
will be in the paradigm shift in the type of response 
it offers, robust, scalable and adaptive response to the 
special characteristics of ADS-B systems.

ADS-B Overview
ADS-B Architecture and Functionality
ADS-B or rather surveillance technology fundamental-
ly changes the way aircraft communicate their position 
and identification information. Its operation relies 
on two main components: ADS-B Out and ADS-B In. 
ADS-B Out makes it possible for aircraft to transmit live 
data about their location, altitude, speed and identity 
to other aircraft and ground-based receivers. ADS-B In 
enables aircraft to ‘receive’ the same information, giv-
ing the pilot the most comprehensive picture possible 
of surrounding traffic.5

Yet, the system is extremely dependent on GPS tech-
nology to obtain accurate positional data, especially 
in areas where traditional radar coverage is lacking 
or nonexistent. This bandwidth is broadcast through 
a transponder that provides a message over standard-
ized frequencies received by air traffic control stations 
and other aircraft using ADS-B In systems (Figure 1).6

Benefits of ADS-B in Aviation Safety and Efficiency
ADS-B has brought a revolution in aviation safety and 
operational efficiency. ADS-B provides continuous, re-
al-time surveillance that allows air traffic controllers to 
more accurately see aircraft than with traditional radar 
systems. It is especially helpful for remote or oceanic 
regions, where radar coverage might be nonexistent. 
ADS-B also provides enhanced situational awareness 
that permits routing, reduces flight delays and helps 
conserve fuel.7

ADS-B, too, is fundamental to collision avoidance. 
ADS-B data, when integrated with systems such as 
the traffic collision avoidance system, can provide 
pilots with timely alerts on potential conflicts so that 
corrective action can be taken quickly.8 This further 
enhances the capacity of a system to support reduced 
separation minima between aircraft, allowing com-
mensurate growth in air traffic volumes without com-
promising safety. On an environmental basis from a 
sustainability standpoint, optimized routing and fuel 
burn minimized through a reduction will also lower 
greenhouse gas emissions which is aligned with global 
goals.6

Key Vulnerabilities and Limitations
ADS-B has advantages, but it comes with major vulner-
abilities. The system was designed to be very open and 
very accessible, which was a mistake; it exposed itself 
to a lot of different cyber and physical threats. The lack 
of encryption and authentication mechanisms in its 

Fig 1 | Components of ADS-B architecture, including aircraft, ground stations, satellites and air traffic control centres, 
along with the data flow between them8
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communication protocols is one enormous limitation. 
Attackers can intercept ADS-B transmissions, inject false 
messages or impersonate legitimate aircraft.9

The other big limiting factor is that it can be jammed 
and interfered with. ADS-B works on a finite set of fre-
quencies, and the malicious actors can quickly swing 
in a sea of noise, making the system inoperable. Such 
vulnerabilities are especially prominent in areas with 
high air traffic density because the stakes are much 
higher. To address these weaknesses, such weakness-
es need to be addressed with a multi-faceted approach 
that involves technological innovation along with reg-
ulatory oversight.10

Threats and Risks in ADS-B Communication
Table 1 summarizes the types of threats and the risks 
associated with them,

Classification of Threats (e.g., Spoofing, Jamming, 
Message Injection)
Many threats exist, each capable of substantially im-
pairing the aviation of ADS-B communication. The 
threat of spoofing is a big concern. Attackers produce 
false positional or identification data and impersonate 
safe aircraft. This can eventually confuse air traffic con-
trollers and pilots and result in hazardous cases of air-
space congestion or near misplay incidents.11

Another critical threat is jamming. Attackers can 
overwhelm the frequencies used by ADS-B with 
high-intensity signals to effectively block normal com-
munication. Not only does it disrupt real-time situa-
tional awareness but it forces reliance on secondary 
systems that likely do not give you the same level of 
accuracy. Spoofing is a subset of message injection, in-
troducing false data into the system.12

Risks Associated with Unencrypted and 
Unauthenticated Communication
Since ADS-B is unencrypted and unauthenticated, it 
is extremely vulnerable to attack. Transmitted data 
is visible to anyone with a basic ADS-B receiver, and 
since decryption is not done, the data is just an eyesore 
for attackers, who can easily collect sensitive aircraft 
movement and identity info. This risks passenger pri-
vacy and continues high-value target (e.g., VIP, cargo 
flights) exposure to threats.1

The lack of authenticated mechanisms allows at-
tackers to modify or replay ADS-B messages unno-
ticed, thereby undermining the integrity of the whole 

system—air traffic controllers and pilots could react to 
false information. All these can lead to chaos, which 
can result in incorrect flight paths, time-wasting via 
unnecessary diversions and even actual safety risks.6

Real-World Examples of ADS-B Exploitation
The vulnerabilities of ADS-B communication have 
been demonstrated in several real-world experiments 
and demonstrations. One example, illustrating the 
falsification potential, saw security researchers 
successfully replicate spoofed attacks that injected 
phantom aircraft into this system. They caught 
air traffic controllers on radar screens and made 
them manoeuvre futilely down below.13 In another 
experiment, researchers demonstrated that the system 
could be made to become temporarily unusable by 
jammed ADS-B frequencies.

Although these experiments were performed in 
controlled environments, they emphasize that ADS-B 
systems can be readily exploited. These scenarios un-
derline the severe wants for effective security solutions 
to protect from real-world harm caused by malicious 
actors (Figure 2).14

Existing Security Solutions
Cryptographic Approaches
Powerful mechanisms for ADS-B communication are 
cryptographic techniques. Its high-speed processing 
and efficiency make symmetric encryption desirable 
based on the common secret key between the transmit-
ter and the receiver. However, in large-scale systems 
like aviation, with thousands of aircraft conversing 
with tens or maybe hundreds of ground stations11 scal-
ability concerns exist in key distribution mechanisms. 
Although these keys must be securely and efficiently 
managed, they remain a hurdle.

For instance, we have experimentally found that 
symmetric encryption algorithms like AES achieve re-
al-time processing speed on a small scale but suffer 
from latency in a large-scale network with vast traffic. 
Simulations of traditional symmetric encryption versus 
hybrid key management schemes (e.g., Diffie-Hellman 
assisted key exchange) demonstrate a 30% reduction 
in latency at acceptable security levels.12

On the other hand, asymmetric encryption uses 
public and private keys which guarantee secure 
communication; however, this is accomplished at a 
high computational cost and hence this is not suited 
for real-time aviation applications. For example, by 

Table 1 | Threats in ADS-B communication and associated risks
Threat Type Description Associated Risks
Spoofing Injecting false positional or 

identification data.
Airspace congestion, false manoeuvres, 
safety risks.

Jamming Overwhelming communication
 frequencies with noise.

Loss of situational awareness and 
reliance on less accurate systems.

Message 
Injection

Adding unauthorized messages to the 
communication system.

Confusion, flight path alterations, system 
integrity compromise.

Data 
Interception

Passive eavesdropping on unencrypted
 messages.

Leakage of sensitive information,
 passenger privacy invasion.
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analysing RSA and elliptic curve cryptography (ECC) 
via a case study, it was found that a reduction of 40% 
in processing time with equivalent security levels was 
possible using ECC, making it a better logic candidate 
for lightweight usage in the ADS-B systems.15 In sim-
ulations, however, lightweight cryptographic algo-
rithms like PRESENT or SIMON have also shown some 
promise concerning energy consumption by reducing 
it by up to 25% compared with traditional methods.16 
The use of hybrid cryptographic models represents an 
innovative solution to address these challenges. These 
models can use asymmetric and symmetric cryptog-
raphy to take advantage of the strengths of one or the 
other. As such, asymmetric encryption would be used 
for the initial key exchanges, and symmetric encryp-
tion would guarantee high-speed communication once 
keys have been established securely. To mitigate the 
compatibility issues introduced by legacy ADS-B sys-
tems, such models are designed to be tailored.

Machine Learning Techniques
Because of its ability to adapt to emerging threats, ML 
offers a promising path for securing ADS-B communi-
cation. To distinguish spoofing jamming or some other 
malicious activity, ML models process very high vol-
umes of historical and real-time data and detect pat-
terns. For instance, unsupervised learning algorithms 
can detect anomalies in comparison with normal 
behaviour without the use of labelled data, whereas 
supervised learning models can classify threats into 
known categories.17

On the experimental side, using real-world ML-
based system simulation, we find that random for-
ests and other supervised learning models which are 
trained on labelled datasets of ADS-B transmissions 
can achieve 90% accuracy in spotting spoofing and 
jamming.18 Despite the above availability of these 
models, these models are challenging due to a lack of 
high-quality training datasets in aviation, as aviation 
activity is strictly monitored and controlled, making 
instances of both authentic and malicious transmis-
sions inaccessible to labelled samples.

A disadvantage is that false positives can cause un-
necessary air traffic disruption. Simulations suggest 
that hybrid approaches combining ML with common 

security strategies, for example, cryptography, can 
reduce false positive rates by 20%. In the simulation, 
federated learning has been explored to learn models 
across distributed datasets, overcoming data scarcity 
and privacy concerns by learning while preserving the 
privacy of the data. In initial results, we demonstrate 
comparable accuracy to centralized training while re-
ducing privacy risks by 50% for specific applications.19 
Our work exploits the use of federated learning for 
distributed anomaly detection to set up an innovative 
approach to address these limitations. The proposed 
use of this technique allows multiple stakeholders 
(airlines, airports, regulatory bodies) to jointly train 
ML models, without sharing sensitive data. By relying 
on federated learning, we uphold privacy while being 
able to merge different datasets, leading to better de-
tection accuracy and minimizing false positives. An 
approach specifically tailored to address scarcity and 
privacy challenges in aviation is introduced in this 
work.

Physical-Layer Security
Physical-layer security methods use the idiosyncrasies 
of communication signals to authenticate transmis-
sion as well as to identify an intrusion. For example, 
signal fingerprinting leverages hardware-generated 
variation that attackers cannot reproduce, and direc-
tion finding relies on the signal propagation character-
istics to deduce the source of the transmission.16

Physical-layer techniques have been validated with 
case studies to mitigate spoofing attacks. As an example, 
during controlled tests with ADS-B transceivers, 
signal fingerprinting demonstrated a 95% success 
rate in differentiating between legitimate and spoofed 
transmissions.20 Likewise, simulations of direction-
finding methods indicated robust source identification 
with 92% accuracy under ideal conditions, but with 
reduced effectiveness (75%) in high-interference urban 
environments.

However, their robustness to spoofing makes phys-
ical-layer security methods hard to implement for 
practical reasons: they require the use of expensive 
specialized hardware, such as high-precision anten-
nas and sophisticated signal processing systems. Such 
hardware has been costed with a deployment that 

Fig 2 | Examples of ADS-B vulnerabilities being exploited, along with their consequences
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increases system costs by up to 35% while improv-
ing some security metrics by up to 20%. Finally, their 
performance severely degrades in noisy environments, 
which severely limits the scalability in urban airspace 
scenarios.21

To address these challenges, hybrid approaches 
integrating physical-layer security with cryptograph-
ic methods or ML models are proposed. One way this 
could be applied, for such an environment, is signal 
fingerprinting with an anomaly detection algorithm for 
enhanced threat identification in noisy environments. 
Furthermore, hardware miniaturization and inexpen-
sive signal processing solutions could enable the phys-
ical-layer security to be brought down to the level of 
widespread deployment. In these instances, innova-
tive solutions not only ensure strong protection but 
also allow for scalability and adaption to the rapidly 
changing game (Figure 3).

Table 2 shows the performance metrics of security 
solutions.

Comparative Analysis (Table 3)
Evaluation of Solution Effectiveness Against Specific 
Threats
There are limitations to each ADS-B communication 
solution in solving a piece of the threat landscape. 
Cryptographic approaches are particularly effective 
in ensuring data integrity and confidentiality, making 
them a strong defence against message modification 
and eavesdropping. However, these are complicated 
key management systems that can cause scalability 
problems and increase operational overhead.22

Real-time threat detection is exactly where ML 
models shine, relying on data-driven insights that 
help identify new attack patterns. They are also very 

effective in dynamic environments because of their 
ability to adapt to new threats. However, they tend to 
require ongoing retuning and (expensive) updating to 
keep working, and they are not always very adaptable.3

Physical-layer security offers unique benefits result-
ing in a direct way to authenticate who is transmitting, 
making spoofing attacks not feasible. While its wide 
applicability is limited by its dependence on special-
ized hardware and environmental sensitivity, it re-
mains useful for speaker transformation purposes.23 To 
provide the most comprehensive protection for ADS-B 
systems, an approach that combines these solutions is 
probably going to be the most holistic.

Performance Metrics: Scalability, Latency and 
Accuracy
When designing security solutions, performance must 
be considered in the form of scalability, latency, accu-
racy, responsiveness and reliability. Within aviation, 
scalability is particularly important given the high vol-
ume of aircraft communications that systems must be 
capable of processing without degradation of perfor-
mance.24 Although the methods are secure, scalabili-
ty sometimes requires overcoming the issues with key 
management.

Another factor is a delay in communication, as any 
delays will directly affect the safety of a flight. Secu-
rity of cryptographic methods must be traded for the 
real-time requirements of ADS-B systems. Minimizing 
latency is possible with lightweight cryptography and 
hardware-optimized implementations.19 In addition, 
ML models need to be optimized to keep them fast at 
identifying threats so that they do not sacrifice critical 
process delays.

Fig 3 | Layers and weaknesses of cryptographic, ML and physical-layer techniques, highlighting factors such as cost, 
scalability and threat coverage
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The accuracy—especially the threat detection 
accuracy—is critical to avoid false positives or false 
negatives. ML models have been able to show high ac-
curacy in the detection of anomalies, but the accuracy 
heavily depends on the quality of the training data and 
the robustness of the model architecture.24 However, 
while less prone to false positives, physical-layer tech-
niques are more limited in consistency of performance 
when the environmental conditions change.

Applicability to Diverse Aviation Scenarios
Typically, the applicability of a given security solution 
hinges on operational contexts. If secure key distribu-
tion can be handled well, cryptographic methods suit 
well-centralized air traffic control. Particularly useful 
for high-density airspace in which the integrity of the 
communication is paramount, these are explained in 
Mitev M et al.25 Machine learning models are very flex-
ible and can be deployed in many different scenarios: 
from detecting jamming in remote areas to identifying 
spoof attempts in busy urban airspaces. In dynamic 
environments, they are ideal because they can process 
large amounts of data instantaneously. However, their 
implementation requires the use of robust computa-
tional infrastructure, which may not be present every-
where. Physical-layer security techniques are practical 
in localized scenarios, like authenticating transmis-
sions over remote or low-traffic areas.26 A viable pro-
tection for ADS-B communication in the diverse avia-
tion context is expected to come from a multi-layered 
approach based on these solutions.

Challenges in Securing ADS-B
Limitations of Existing Approaches
While a lot of progress has been made in securing 
ADS-B, currently available security measures have sev-
eral limitations. For example, cryptographic solutions 
commonly factor in data integrity and confidentiality, 
only to add latency that is of paramount importance 
in the aviation world where communications need to 
happen in real time. Furthermore, anomaly detection 

models based on ML are too resource-intensive and 
need frequent training and retraining cycles to com-
pensate for changing threats. It does so while mak-
ing a resource-intensive process that may be difficult 
for many smaller aviation entities to sustain.27 Phys-
ical-layer security methods are effective application 
scenarios but they require specialized hardware that 
is also subject to environmental factors, such as noise 
and interference.

Physical-layer security methods based on signal fin-
gerprinting and direction finding are strong protection 
against spoofing but are dependent on special hard-
ware, like high-precision antennas and state-of-the-art 
signal processors. However, these solutions are not 
cheap, and they are also vulnerable to environmental 
factors such as interference or noise, especially in ur-
ban or crowded airspace.

However, the fragmented nature of the aviation in-
dustry only makes this further complicated. Due to 
the differences in priorities and resources among air-
lines, ATM authorities and equipment manufacturers, 
it is not possible to uniformly apply security protocols 
throughout. As a result, gaps remain in the overall pro-
tection of ADS-B communication.28

Implementation Barriers in Real-World 
Environments
Logistics and operations are fraught with challenges 
in deploying advanced security measures in real-world 
aviation settings. Regulations are stringent for aviation 
systems, limiting the rate of the adoption of new tech-
nologies. The deployment of these technologies takes 
time and is costly to test and certify for safety and com-
patibility.29

In addition, cost continues to be an issue for small-
er airlines and operators in developing regions. For all 
stakeholders, even those upgrading or retrofitting ex-
isting systems to include advanced security features, 
the required financial resources are substantial. Among 
this, we have an economic constraint that leaves the 

Table 2 | Performance metrics of security solutions
Metric Cryptographic Machine Learning Physical-Layer Security
Scalability Moderate (Key Management 

Overhead)
High (Distributed ML Models) Low (Specialized Hardware Needed)

Latency Low (Lightweight Algorithms) Moderate (Depends on Model Complexity) Low to Moderate
Accuracy High (Message Integrity) High (Pattern-Based Detection) High (Signal Authentication)

Table 3 | Comparative analysis of security solutions
Solution Threat Addressed Strengths Weaknesses
Symmetric Encryption Message 

modification, eavesdropping
High-speed processing and data 
confidentiality.

Scalability issues in key management.

Asymmetric Encryption Message modification, 
spoofing

Strong security guarantees. High computational overhead, unsuitable 
for real-time use.

ML Spoofing, jamming, injection Real-time detection and 
adaptability to new threats.

Requires high-quality training data, prone 
to false positives.

Physical-Layer Security Spoofing, injection Hardware-based authentication, 
robust protection.

Expensive hardware and degraded 
performance in noisy environments.
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industry uneven about security standards, and smaller 
operators are more prone to being victims of attacks.25

Compatibility with Legacy Systems
Another big ADS-B challenge is the compatibility of 
present security solutions with old systems. Currently, 
many aircraft and ground stations in operation were 
designed and deployed prior to cybersecurity becom-
ing a critical aviation concern. While these systems 
may be retrofitting with advanced security features at 
times, the hardware used to run these systems may not 
be technologically capable of running cryptographic 
algorithms or ML models.24

For legacy systems, the problem with integrating 
new security measures is that they typically have failed 
to upgrade the communication protocol that these 
systems use. Maintaining operational continuity re-
quires that backward compatibility is guaranteed, but 
unfortunately, it also limits the scope and benefits of 
possible security upgrades. This issue demonstrates 
the need for activities involving scalable and flexible 
solutions that protect modern as well as legacy systems 
without high costs or complexity.30

We need a scalable and flexible solution that serves 
modern as well as legacy systems. Hybrid security mod-
els, combining lightweight cryptographic techniques 
with physically based methods, can be adapted to the 
capabilities of older (often less capable) hardware. 
There are also practical, cost-effective solutions in feder-
ated learning approaches, which can perform anomaly 
detection without centralizing large-scale data. There 
will be efforts for collaborative standards for new and 
legacy systems so that all systems can integrate smooth-
ly and have operational consistency (Figure 4).

Conclusion
Summary of Threats and Risks
Real-time ADS-B surveillance has transformed 
ATM by providing accurate and instantaneous 

situational awareness of aircraft. With unencrypted 
and unauthenticated communication, however, its 
vulnerability to a variety of attacks is its inherent one. 
Because of spoofing attacks, phantom aircraft can 
mislead air traffic controllers, and jamming and data 
injection can disrupt operations and jeopardize safety. 
These risks underscore the imperative for dependable 
security measures to defend ADS-B systems against 
malicious abuse.

Overview of Evaluated Solutions
In this study, several existing approaches for securing 
ADS-B communication are explored and are found 
to have advantages and limitations. They provide a 
foundation layer for data integrity and confidential-
ity. Speed and efficiency are provided by symmetric 
encryption; however, scalability challenges exist, and 
finally, asymmetric encryption introduces latency. Re-
al-time threat detection is improved by ML which can 
identify anomalies in ADS-B communication but is 
dependent on large datasets and can easily produce 
false positives. However, many physical-layer security 
methods, including signal fingerprinting and direction 
finding, provide robust protection from spoofing at the 
expense of significant implementation barriers that re-
quire specialized hardware.

Future Research Directions
While existing solutions have improved ADS-B se-
curity, there are still large gaps that need to be filled 
through further research and development. The future 
work will be about creating lightweight, scalable cryp-
tographic schemes that could be smoothly integrated 
into existing systems. Intrinsically, advancements in 
ML need to prioritize reducing the number of false pos-
itives and creating models that can cope with a lesser 
amount of training data. Several physical-layer secu-
rity methods need to become more cost-effective and 
resilient to environmental interference.

Fig 4 | Challenges in ADS-B security, emphasizing factors such as cost, regulatory hurdles and compatibility issues31
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