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ABSTRACT

& Advanced persistent threats (APTs) are a significant
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problem for organisational cyber security because of

§ theirsophistication and advanced attacks. This research

article analyses the state of the art in current APT detec-
tion techniques and cutting-edge countermeasures. Dif-
ferent detection approaches, such as signature-based,
behaviour-based, and Al-driven methods, are stud-
ied. The study points out the drawbacks of traditional
signature-based detection and showcases the rising
significance of behavioural analysis and machine learn-
ing for spotting sophisticated patterns of APT. Federated
learning, blockchain technology for secure communica-
tion, deception techniques, and advanced forms of APT
defence are explored. The article also assesses what
tools and frameworks exist for APT detection, with an
open-source versus proprietary comparison. We then
discuss key APT detection and mitigation challenges, in-
cluding detecting stealthy and polymorphic threats, data
privacy problems, and resource constraints in real time.
Future directions for the research are proposed, centred
on explainable Al, collaborative defence mechanisms,
and more effective detection in resource-constrained
environments. This further advances the body of current
work focused on developing more robust and adaptive
security procedures against the tricky sophistication of
cyber threats, proving beneficial to security experts and
researchers attempting to strengthen organisational re-
siliency to APTs.

Keywords: Advanced persistent threats, Behavioural
analysis, Federated learning, Blockchain technology,
Deception techniques

Introduction

Overview of Advanced Persistent Threats (APTs)
Advanced persistent threats are complex, stealthy,
and persistent cases of cyber attacks.' The threats in
this class pose a significant challenge to organisational
security due to their capability to avoid conventional
detection means and sustain long-time unautho-
rised access. Studying APT detection techniques and
countermeasures becomes important because of the
changing nature of cyber threats and their relation-
ships to critical infrastructure. They are more complex
than other viruses and usually work with elaborate
malware, which evades traditional security systems.
These attacks involve high adaptable capacities and
efficient methods of attacking vulnerabilities, and the
objective here is major assets.’

Importance of Studying Detection Techniques and
Countermeasures

The current detection process can be done through
network-based monitoring, behavioural-based

monitoring, and artificial intelligence. These threats are
multi-layered; organisations have developed increasing-
ly complex multi-layer networks that employ advanced
endpoint security solutions to monitor the threat contin-
uously. The APT attacks have grown more advanced and
complex and continue to expand while affecting sectors
such as healthcare, finance, and critical infrastructure.’
The findings thus assist in explaining how security prac-
tices/research can enhance organisational robustness
against these endemic threats.

Research Objectives

This research aims to support the advancement of the
next-generation and holistic security strategy targeting
advanced cyber threats.

1. To comprehensively analyse the current detec-
tion techniques for advanced persistent threats
(APTs), including their methodologies, effective-
ness, and limitations.

2. To identify emerging countermeasures and
mitigation strategies for APTs, focusing on inno-
vative technologies like artificial intelligence, ma-
chine learning, and blockchain.

3. To evaluate the applicability of existing tools
and frameworks in detecting and countering
APT attacks across various domains such as crit-
ical infrastructure, healthcare, and finance.

4. To propose future research directions in APT de-
tection and mitigation, highlighting the challeng-
es and opportunities in adopting next-generation
security measures.

Background
Advanced persistent threats (APTs) refer to attacks in-
volving specific sub-sets or groups that possess resourc-
es and abilities acquired over the years by dedicated
APT teams. Cyber, physical, and deception are the main
types of attacks used to provide a persistent presence
across the organisation’s systems. To put it another
way, APTs employ malware developed specifically for
zero-day exploits and superior concealing procedures to
infiltrate the target communication network and achieve
their infiltration objectives.” These threats proceeded
from simple attacks on defence contractors (Titan Rain)
to more strategic ones like major events such as Stux-
net and SolarWinds and steadily worked up to complex
approaches. Twenty-first-century APTs incorporate Al,
ML, and enhanced social engineering to compromise
network security and retain continuous access.’
Regarding such characteristics, typical cyber threats
motivated by financial benefits in the shortest possible
time are innovative and discernible from the following
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features of APT. It uses manual attack execution instead
of scripts, aims at total network control, and is usual-
ly supported by a nation-state or an organised crime
group.® Their main goals are not purely financial but in-
volve spying, stealing of ideas, and destruction of struc-
tures.” Other organisations struggle to contend with the
onslaught of APTs, especially where business continu-
ity is paramount, in critical infrastructure, healthcare,
and the financial sectors. These threats work to compro-
mise high-value assets with structured research done
clandestinely. It goes beyond the mere loss of databases
and the kind of breaches that traditional security solu-
tions are ill-equipped to tackle in the current and future
enterprise operating environments.®

Current APT Detection Techniques

Signature-Based Detection

With this approach, network activity is compared
against a database of known threats and malware sig-
natures. These solutions create signatures for different
kinds of assaults, such as ransomware, data leaks,
rootkits, and certain IPs belonging to the attacker.”
Although useful in detecting more or less recognised
threats, signature-based detection encounters various
issues at the level of APTs. The main weakness is the
inability to recognise unknown attacks or zero-day ex-
ploits.* Malicious actors can bypass the current strate-
gy by slightly changing attack sequences or encrypting
the traffic, which helps avoid signature-based tools.
This approach is even less effective against APTs; such
APTs modify themselves and, therefore, change their
signatures over 60% of the time.’

Behaviour-Based Detection

Therefore, behaviour-based detection offers a more
sophisticated approach, where normal activities of
the network are analysed, and any move away from
the standard behaviour is construed as malicious
(Figure 1). This technique uses traffic analysis, anom-
alous pattern identification, and deep packet inspec-
tion (DPI) to scrutinise network traffic patterns and
users’ behaviour.”® Today’s systems integrate the
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Fig 1 | Signature-based detection

activity log correlation and its analysis to map out the
multi-systemic attack that spans various terminations.
Behavioural security solutions are carried beyond de-
terministic attack identification and finding an abnor-
mal activity, whereby machine learning is utilised on
huge amounts of data and network flows for seeking
atypical behaviours. Although useful for identifying
new threats and slight shifts in behaviour, this ap-
proach has high false positive levels and needs much
digital power to function optimally."!

Machine Learning and Al-Based Detection

Several approaches have been taken by machine learn-
ing and artificial intelligence to improve APT detection.
Existing work has shown that the BIADG model with
the BiLSTM, attention, and DGCNN approach exhibits
exceptional performance in APT detection.'” This ap-
proach performs three main tasks: constructing an IP
behavioural profile in the network traffic, extracting IP
behaviour, and classifying. In the current implementa-
tions, detection accuracy rates of up to 99.89% have
been realised when analysing a network flow’s char-
acteristics. CNN-LSTM hybrid models have been better
than other deep learning models in analysing sequen-
tial network traffic and identifying intricate patterns of
APT. These Al-based systems are particularly skilled at
analysing vehicular-scale network traffic for signs of
intrusion and spotting low-signal APT markers."

Case Studies and Quantitative Analysis

For example, the SolarWinds attack detection showed
that behaviour-based systems achieved a 76% de-
tection rate compared to 45% for signature-based
systems. Additionally, Al-driven detection systems
demonstrated 99.89% accuracy in identifying APT
patterns in network traffic analysis (Table 1).

Threat Intelligence Integration

Threat intelligence integration has become crucial for
comprehensive APT detection, incorporating indicators
of compromise (IoCs) and collaborative defence strate-
gies (Figure 2). Network-level distributed audit models
enable cost-effective lateral attack reconstruction and
improved detection of evasion behaviours." Recent
developments include trust-oriented APT evasion be-
haviour detection strategies and hidden Markov mod-
el-based adversarial subgraph detection approaches.
These innovations enhance the robustness of APT
defence services while improving detection system
availability. However, challenges remain in threat in-
telligence sharing and analysis, particularly regarding

Table 1 | Performance Metrics [Network Traffic] — [Data
Collection] — [Feature Extraction] — [Analysis Engine (Al/
ML)] - [Threat Classification] - [Response Automation]

Detection Method  Accuracy (%) False Positive Processing
Rate (%) Time (ms)
Signature-based 45-60 2.5 <1
Behaviour-based 76-85 1.8 100-500
Al-driven 95-99 0.5 200-800
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Fig 2 | APT detection

the rapid evolution of APT techniques and the need for
real-time threat data integration.'” Organisations must
address trust issues, legal and regulatory concerns, and
technical interoperability challenges to leverage threat
intelligence for APT detection effectively.

Emerging Countermeasures

Blockchain for Secure Communication

Blockchain technology is emerging as a powerful tool
in preventing APT infiltration by enhancing data integ-
rity and secure communication. As a decentralised sys-
tem of information, using cryptographic means offers
robust protection of sensitive information. Promising
results on detecting and preventing APT attacks while
testing between lateral movement stages were achieved
by a blockchain-enabled intrusion detection and pre-
vention system (BIDPS).' In this case, using block-
chain’s immutability to create an unalterable record of
the security events makes it very hard for attackers to
cover their tracks. For instance, case studies show how
blockchain increases data confidentiality, integrity,
and device authentication for the IoT and healthcare
applications where information is decentralised.’

Deception Techniques

Because of deception techniques such as honeytokens,
honeypots, and decoy systems, deceiving and finding
APT attackers have become possible. Digital baits or
lures, such as honeytokens, are created for digital data
that looks like legitimate data, but when accessed,
an alert is elevated, giving early warning of possible
breaches."” On the other hand, honeypots are not only
decoy systems but are, in fact, fully functional decoy
systems that lure in attackers to be observed and gath-
er valuable threat intelligence. This is particularly suc-
cessful as, in this case, there is a zero-activity baseline,
so any interaction is potentially malicious and dramat-
ically reduces false positives.'® Deception technology
is used to deceive attackers by injecting or deleting
deceptive assets, generating network traffic or using
session hijacking tools to change attacker perception.

Federated Learning for APT Detection
With the advent of APT detection in the

multi-organisational setting, Federated Learning is an
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emergent approach. In particular, this privacy-preserving
distributed learning model enables the collaboration of
multiple organisations in training machine learning mod-
els on raw data, adapting to privacy concerns in threat
detection. Thanks to federated learning, organisations
can use broader training data to train the APT-detecting
models while keeping the data confidential." It is benefi-
cial in sectors such as finance and healthcare, where data
privacy is critical. It enables the creation of more robust
and diverse models of APT detection without sacrificing
individual security by leveraging insights from multiple
organisations.

Emerging Countermeasures Simplification

The blockchain section should be simplified to focus on
practical applications. For example, blockchain creates
an immutable record of security events, making it ex-
tremely difficult for attackers to cover their tracks. Each
security event is recorded as a block and linked cryp-
tographically to previous events, ensuring data integrity.

Implementation Challenges

¢ Blockchain integration faces scalability issues with
high transaction volumes in large networks.

o TFederated learning requires significant computa-
tional resources and faces challenges in model con-
vergence across diverse organisational datasets.

e Real-time detection systems struggle with process-
ing latency in resource-constrained environments.

Real-Time Monitoring and Response

Real-time monitoring and response to APT threats are
key and deeply dependent upon advanced security in-
formation and event management (SIEM) tools. These
systems aggregate, analyse, and correlate log data from
distributed sources in the network to provide a com-
plete view of possible incidents of security violations.
Machine learning and Al have been added to modern
SIEM tools to help detect the APT activity patterns more
quickly and accurately than what old security solutions
allowed. Modern APTs are answered in real time by inte-
grating automated response systems with SIEM tools.”
They enable automating some of the defined standard
security protocols, such as isolating affected systems or
revoking compromised credentials. This removes plen-
ty of time from the gap from detection to response. APT
attack damage potential must be mitigated quickly, and
a rapid response capability is critical.

APT Detection Tools and Frameworks

MITRE ATT&CK Framework

The globally recognised knowledge base used to catego-
rise and describe threat adversary tactics, techniques,
and procedures (TTPs) is called the MITRE ATT&CK
framework. It offers a common thread for security teams
to talk and analyse attacker behaviour in such a way
as to improve the detection, prevention, and response
of known and unknown threats. Its strength lies in its
complete coverage of attack techniques and its fre-
quency of updates, driven by real-world observations.”
Unfortunately, the framework can be challenging to
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implement due to its complexity and the need for a team
of skilled personnel to make good use of its capabilities.

Open-Source Tools
Several open-source tools leverage the ATT&CK frame-
work for APT detection:

e MITRE Caldera: An automated adversary emula-
tion system that allows security teams to test their
defences against various ATT&CK techniques. Cal-
dera offers customisable adversary profiles and
plugins, making it versatile for different scenarios.
However, its complexity requires skilled operators
for optimal utilisation.*

e Atomic Red Team: A library of small, focused tests
mapped to ATT&CK techniques. It is widely used for
assessing security controls against individual tech-
niques. While it does not provide automation by
default, it can be integrated into other frameworks
like Caldera.’

e APT-Hunter: This tool analyses Windows event
logs to detect threats and suspicious activities.
It contains over 200 detection rules mapped to
ATT&CK, effectively identifying specific APT be-
haviours. However, its scope is limited to Windows
environments. "’

Proprietary Frameworks
Commercial APT detection solutions often offer more
comprehensive and integrated approaches:

¢ Endpoint Detection and Response (EDR): These
solutions provide detailed visibility into endpoint
behaviour and enable quick response to threats.
However, they require deployment on all endpoints
and can impact performance.®

e Security Information and Event Management
(SIEM): SIEM systems offer real-time analysis of
security alerts from various network appliances
and servers. They excel at correlating data from
multiple sources but can be resource-intensive and
require careful tuning to minimise false positives.’

Comparison and Evaluation

Open-source tools like Caldera and Atomic Red Team
offer flexibility and community-driven development but
may lack the polish and support of commercial solu-
tions. They are excellent for organisations with strong
technical capabilities and those looking to understand
APT techniques deeply. Proprietary frameworks typi-
cally provide more integrated solutions with better user
interfaces and support.” They often include advanced
features like AI-driven analysis and automated response
capabilities. However, they come with significant costs
and may be less flexible than open-source alternatives.

Strengths and Weaknesses

Open-Source Strengths: Cost-effective, customisable,
community-driven updates

Open-Source Weaknesses: Can be complex to imple-
ment, may lack comprehensive support

PREMIER JOURNAL OF ARTIFICIAL INTELLIGENCE REVIEW

Proprietary Strengths: More polished interfaces, in-
tegrated solutions, professional support

Proprietary Weaknesses: Higher costs, potential ven-
dor lock-in

Ultimately, the decision between using open-source
or proprietary tools depends on the organisation’s re-
quirements, budget, and level of in-house expertise.
Many organisations use a hybrid approach, using com-
mercial tools for a more significant scope and broader
support within the larger project while using open-
source tools for specific tasks.

Challenges in APT Detection and Mitigation

Issues with Detecting Stealthy and Polymorphic
Threats

Because of their complex nature and continually eva-
sive tactics, advanced persistent threats (APTs) are
challenging to detect and remediate. There are sever-
al hurdles for organisations to overcome in protecting
themselves against these threats — from technical lim-
itations to financial constraints and compliance risks.
The stealthy and polymorphic nature of these threats
to APT detection is one of the main challenges.”* APTs
are supposed to go undetected for lengths of time, gen-
erally using elaborate tactics to hide themselves from
security tools. These threats often use polymorphic
malware, meaning its code can change quickly, pre-
venting its detection from signature-based antivirus
software. As a result, APTs are adept at evading con-
ventional security protocols, and detecting and quell-
ing their activities are difficult. In addition, as with all
malware, APT attackers favour “living off the land”
techniques, relying on legitimate administrative tools
and processes to blend in with the rest of regular net-
work traffic, making them harder to detect.

Data Privacy and Compliance Concerns

APT detection and mitigation face significant data
privacy and compliance challenges as well. Today, as
APTs become difficult to detect if not addressed, organ-
isations are concerned with intricate regulatory land-
scapes and compliance with data protection laws such
as GDPR, HIPAA, and PCI DSS.** Organisations must
protect sensitive data while implementing robust secu-
rity measures, creating a delicate balance. The increas-
ing use of encryption by legitimate users and attackers
simultaneously leaves blind spots in security monitor-
ing and could complicate APT detection.

Resource Constraints in Real-Time Detection
The second hurdle is to fight against APTs with the re-
source constraints in real-time detection. With modern
networks generating data, processing and analysing
such data in real time are complex. However, organi-
sations lack

Also, detection and mitigation are hindered by the
evolving nature of APTs themselves. However, with
attackers constantly devising new methods to exploit
vulnerabilities and continually refining their tech-
niques, security teams must always remain updated
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with what is new and what tools they need to know. The
result is that this cat-and-mouse game depends on con-
tinual investment in research, training, and technology
upgrade work, which may be financially and operation-
ally burdensome to many organisations.*® Furthermore,
as IT environments become more and more complex
with cloud service deployment, IoT devices and remote
working setups, the attack surface also widens, increas-
ing the vectors APTs can attack. The distributed nature
of modern networks confers additional challenges for
maintaining comprehensive visibility and control over
all possible potential entry points, contributing to the
difficulty of APT detection and mitigation.” Boden-
heimer and Caccamo help bring to light these challeng-
es, and organisations leverage advanced technologies
such as artificial intelligence and machine learning
to improve their ability to detect APTs.”” The technol-
ogies above can assist in processing large volumes of
data more quickly, detecting subtle patterns that sug-
gest APT activity, and responding to new threats more
quickly than existing methods."” However, implement-
ing and maintaining these advanced systems requires
significant expertise and resources, which may not be
readily available to all organisations.

Implementation Recommendations Real-World

Deployment Considerations

e Start with pilot implementations in non-critical
systems

e Establish clear metrics for success measurement

e Develop phased rollout plans

e (reate incident response procedures

e Implement continuous monitoring and adjustment
protocols

Future Research Directions Enhanced Focus Areas

e Development of lightweight AI models for
resource-constrained environments

e Integration of quantum-resistant cryptography in
blockchain-based solutions

e Standardisation of federated learning protocols for
cross-organisational threat detection

Organisational Directions

Need for Explainable Al in APT Detection

Challenges in addressing and innovative approaches
must be explored to address the future of advanced
persistent threat (APT) detection. With the rate of so-
phistication in cyber threats, efforts will need to con-
tinue to research more robust, efficient, and flexible
detection mechanisms. The future of Al in APT detec-
tion is in developing an explainable Al. Although Al
and machine learning are often incredibly promising in
increasing detection capability, the ‘black box’ nature
of many Al models makes gaining trust and satisfying
regulatory compliance challenging. Explanation in
decision-making processes is essential in high-stakes
areas such as financial institutions or critical infra-
structure, and explainable AI (XAI) techniques can
facilitate transparency. Based on our results, future
research must advance AI models capable of reliably
detecting APTs with high accuracy and yielding highly
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interpretable explanations for their decisions. For in-
stance, human-understandable justifications for Al-
based threat detections can be generated using SHAP
(Shapley additive explanations), LIME (local interpre-
table model-agnostic explanations), or LORE (local
rule-based explanations).

Collaborative Defence Mechanisms Development
Another important research direction is to develop col-
laborative defence mechanisms. Sharing threat intel-
ligence and coordinating to respond against APTs can
significantly strengthen overall security since APTs of-
ten target multiple organisations across the sector and
often within an industry. Future work should explore
federated learning approaches where organisations
can incorporate models without having sensitive data.”
For instance, it could be to build privacy-preserving
approaches for sharing threat indicators and attack pat-
terns across organisations to preserve data confiden-
tiality. Furthermore, research into blockchain-based
solutions for secure decentralised sharing could enable
tamper-proof and transparent mechanisms for collabo-
rative defence against cyber space threats.

Enhancing Detection Accuracy in Resource-
Constrained Environments

Another important area for future research is the en-
hancing of detection accuracy in resource-constrained
environments. Even basic Al-driven detection systems,
while sophisticated, are beyond the computational
resources of many organisations, especially small fi-
nancial institutions or organisations in less-developed
regions. Future research could focus on developing effi-
cient and lightweight APT detection algorithms that run
on limited hardware.”® This will likely involve techniques
including model compression, boundary computation
solutions, or the creation of APT detection-specific hard-
ware accelerators. Further, investigating transfer learn-
ing methods can allow pre-trained models to rapidly
adapt to solutions with little extra training for further
APT detection by resource-constrained entities.

Integration of loT and Edge Computing in Countering
APT

The next step of future research must integrate IoT and
edge computing to counter APTs. Since APT attacks
can begin behind a user’s defences, many APTs are
now targeting embedded devices, which are connect-
ed all the time, ever-present, and often lack power,
signalling the end of secureness. Future research can
focus on distributed detection mechanisms operating
in various IoT ecosystems and conducting local data
processing and analysis based on edge computing.”’
Such lessons include investment in lightweight, ener-
gy-efficient machine learning models that can run on
IoT devices or the discovery of novel approaches to
secure communication and data sharing between edge
devices and centralised securicentralised.

Conclusion
Advanced persistent threats (APTs) continue to evolve.
The landscape of APTs is growing increasingly difficult
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for global organisations. Findings from this study
demonstrate the deficiencies of legacy signature-based
detection in combatting APTs and the significance of
advanced behavioural analysis and Al-based response
techniques. Machine learning and artificial intelli-
gence have already proven themselves to help improve
detection accuracy and response times. However, pit-
falls persist in balancing the requirement for thorough
monitoring against data privacy concerns and resource
limitations.

New APT countermeasures, such as blockchain-
based security solutions and deception techniques,
provide new solutions to empower APT defence strat-
egies. Collaborative defence mechanisms and the use
of threat intelligence have been crucial to growing
a better security posture for sophisticated attacks,
and they must continue to push ahead in the future
in the practice of APT detection and mitigation. Fu-
ture localisation and localisation are applied to ex-
plainable Al, choices to increase detection accuracy
in resource-limited environments, and the power of
emerging technologies such as the Internet of Things
and edge computing. As APTs become increasingly
complex, the cyber security community must remain
vigilant, adaptive, and collaborative in protecting crit-
ical assets and information.
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