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Global Surveillance Systems for Emerging Infectious Diseases: A 
Critical Review of Infrastructure, Policy, and Data Sharing
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ABSTRACT
More frequent and increasingly global emerging infec-
tious diseases have made it clear that reliable systems 
for surveillance are needed to track, address, and miti-
gate their spread. This review gives an in-depth assess-
ment of the key infrastructure, operational capacity 
and policies in global disease surveillance systems, 
checking if they are prepared for future pandemics. It 
examines key organizations such as World Health Orga-
nization’s (WHO) Global Outbreak Alert and Response 
Network, Global Influenza Surveillance and Response 
System, Global Health Security Agenda, and CDC’s 
Global Disease Detection, as well as networks such as 
ProMED-mail, Global Public Health Intelligence Net-
work, and HealthMap. It highlights important gains in 
genomic studies and advancements in artificial intel-
ligence and mobile technologies for data collection. 
However, there are still major difficulties in improv-
ing diagnostics, linking systems, and equal rights in 
poor and middle-income countries. It analyzes the 
weaknesses in International Health Regulations (IHR 
2005) and the One Health approach when it comes to 
improving reporting and cooperation between experts 
in different sectors. Big challenges such as data sov-
ereignty, distrust, and not having standard ways to 
share data receive close scrutiny. Evaluating innova-
tions and highlights such as Africa CDC’s surveillance 
centers and platforms like BlueDot, the paper suggests 
measures for future action that center on readiness, 
openness, and trust. In conclusion, it offers steps to 
strengthen world governance, promote equal access 
to data, and allocate money to surveillance systems, 
which are crucial for global health security.
Keywords: Global health surveillance, Emerging 
infectious diseases, Data sharing challenges, Genomic 
epidemiology, International health regulations

Introduction
The continuing emergence and re-emergence of in-
fectious diseases underscore the importance of early 
warning systems in controlling large-scale health prob-
lems. Strong surveillance helps detect, control and re-
duce outbreaks which protects health and economies.1 
During recent decades, incidents like the 2003 SARS 
pandemic, the 2009 H1N1 influenza outbreak, the Eb-
ola cases in West Africa 2014–2016 and the COVID-19 
pandemic highlighted significant gaps in worldwide 
disease monitoring systems (Figure 1).2

Each time, we saw that it is crucial to: unite with oth-
er nations, avoid being late to act and rely on current 
data sharing. Though advanced devices and computer 
tools now make it easier to detect diseases, issues with 
infrastructure, rules and fairness between areas are 
still obvious.3

The review looks closely at the current global sys-
tem for tracking and managing emerging infectious 
diseases (EIDs).4 Key institutions are reviewed, their 
structural capacities evaluated, their adherence to 
international regulations assessed, and the challeng-
es of data sharing studied. It involves not only official 
services such as the WHO’s Global Outbreak Alert and 
Response Network (GOARN) but also forward-looking 
options like ProMED-mail and HealthMap.5

Research Objectives
•	 To critically examine the infrastructure and design 

of major global infectious disease surveillance sys-
tems.

•	 To evaluate the effectiveness of these systems in 
early detection, outbreak containment, and public 
health response.

•	 To assess the role and limitations of internation-
al policy frameworks, such as the International 
Health Regulations (IHR 2005), in enabling rapid 
response.

•	 To analyze challenges in data sharing, interoper-
ability, and equity between countries and institu-
tions.

•	 To propose improvements in governance, technolo-
gy, and collaborative frameworks for strengthening 
global surveillance.

Looking at both existing and new global surveillance 
models, the review intends to point out any structural 
issues and recommend actions to make the architec-
ture fairer, easier to monitor and more stable.

Methodology
The review is conducted using a scoping review 
methodology following the framework by Arksey and 
O’Malley and the Preferred Reporting Items for System-
atic Reviews and Meta-Analyses Extension for Scoping 
Reviews (PRISMA-ScR) recommendations (Figure 2). 
This study aimed to identify the primary structural 
gaps and innovations within the architecture, policies, 
technologies, and data governance of global infectious 
disease surveillance systems.

A systematic search of the literature was done in 
PubMed, Scopus, and Google Scholar, asd well as 
gray literature in WHO, CDC, Global Initiative on 
Sharing All Influenza Data (GISAID), Africa CDC, and 
other global health agencies. These studies were pub-
lished between January 2000 and March 2025 and 
were limited to English only. Included studies and 
their quality scores are listed in Supplementary Table 
(Appendix 1).
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Keywords were combinations of:
Global health surveillance, emerging infectious dis-

eases, GOARN, GISRS, ProMED, HealthMap, BlueDot, 
digital disease detection, International Health Regu-
lations, genomic surveillance, data sharing, and pan-
demic preparedness. Searches were conducted between 
April 2025 to June 2025. 

Inclusion criteria: publications and reports de-
scribing, evaluating, or comparing health surveillance 
systems related to international infectious diseases; 
papers covering surveillance infrastructure, gover-
nance, interoperability, or equity; papers with novel 
technologies, including artificial intelligence (AI), mo-
bile, or genomics concerning surveillance systems.

Exclusion criteria: manuscripts devoted to pure 
clinical diagnostic, the system entirely country- or ar-
ea-specific, studies that are not related to the surveil-
lance infrastructure and global policy frameworks.

There was the two-stage screening (review of titles 
and abstract, and full-text review). A simpler rubric 
evaluated the quality of the sources based on institu-
tional credibility, methodological transparency, and 
relevancy as it related to the goals of the review. The 

data were categorized by system, function, data model 
and limitations.

Methodological Rigor
The review is undertaken in line with PRISMA-ScR 
recommendations, which promote capability and 
thoroughness. Though it is not given in a protocol, the 
search method, inclusion and exclusion criteria and 
appraisal method are clearly explained. Peer-reviewed 
as well as gray literature sources have been incorporat-
ed to reflect the diverse operations of the surveillance 
systems in their operations. The process of search and 
its screening is depicted in a PRISMA flow diagram in 
the supplementary material.

Overview of Global Surveillance Systems
Detecting, monitoring, and responding to infectious dis-
ease threats around the globe mainly depends on a va-
riety of national, regional, and international programs.6 
They are organized differently, cover various issues and 
use various methods, but all contribute to quick alerts 
and group reactions. Understanding their operational 
mechanisms, disease foci, and integration is crucial for 
assessing their success in dealing with EIDs.4

Fig 1 | Timeline of major global outbreaks and surveillance responses (SARS and COVID-19)2
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Core Surveillance Mechanisms: Indicator-Based and 
Event-Based Systems
Surveillance is often divided into indicator-based sur-
veillance (IBS) and event-based surveillance (EBS). 
Laboratory-confirmed cases, hospital records, and 
morbidity reports form the basis of IBS. It is very im-
portant to keep an eye on endemic diseases and see 
how their trends develop progressively.7 However, IBS 
frequently takes a long time to gather facts and confirm 
events which hinders rapid response (Figure 3).8

EBS looks at nonstructured data such as news and 
social media topics and notes from researchers, to 
identify potential outbreaks. EBS is particularly good 
at spotting rare or unexpected events ahead of con-
firmation which helps IBS a lot. A mixed model that 

includes both systems is often accepted as being nec-
essary to find outbreaks quickly.9

WHO’s GOARN
In 2000, the GOARN started serving as the main re-
sponse team for the WHO.10 There are over 250 tech-
nical institutions and organizations in this network 
which join together fast to aid those who are struck 
by disasters. GOARN increases the global ability to re-
spond during emergencies, but relies on member coun-
tries reporting and requests for support.5

Global Influenza Surveillance and Response System 
(GISRS)
Since its establishment in 1952, GISRS has been rec-
ognized as one of the oldest and best-working disease 
monitoring systems. Over 150 laboratories in a wide 
range of countries contribute to the network, en-
abling the instant sharing of influenza virus samples 
and data.6 The system watches seasonal flu trends 
and every 2 years determines the formulation for next 
year’s flu vaccine based on expert-driven reviews. It is 
an inspiration for other surveillance systems because 
of how it uses standardized protocols and helps data 
travel internationally. However, since it focuses just on 
influenza, it is not very helpful for dealing with other 
kinds of pandemic threats (Figure 4).11

Global Health Security Agenda (GHSA)
After the West African Ebola outbreak in 2014, the 
GHSA was founded as a multilateral initiative to im-
prove global health security more quickly. It helps 
provide 11 key technical services—such as surveil-
lance, laboratory tasks, staff education and emergen-
cy management—mostly in low- and middle-income 
countries (LMICs). Emphasizing certain activities (such 
as the Joint External Evaluation (JEE)) helps GHSA 
tackle common problems faced by countries most 
prone to undetected outbreaks. On the other hand, its 
need for donor money and the fact that groups join by 
choice threaten its sustainability (Figure 5).12 

CDC’s Global Disease Detection Program (GDD)
The GDD program is managed by the CDC and has 
regional centers set up in areas like Southeast Asia, 
Africa, and Latin America.13 GDD provides help and 
solutions during outbreak investigations, works on 
making labs and epidemiology stronger and improves 
training offered in the field. Many agree with its 
evidence-based methods, although their effectiveness 
can be influenced by changing global interests and pol-
icies of the United States (Figure 6).14

Specialized Networks: ProMED-Mail, Global 
Public Health Intelligence Network (GPHIN), and 
HealthMap
Because of advancements in technology these 
platforms now provide early warnings about novel 
outbreaks before they spread widely. Started by the 
International Society for Infectious Diseases in 1994, 
ProMED-mail shares expertly compiled information 

Fig 2 | PRISMA flow diagram
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Fig 3 | Typology of global surveillance systems and their integration8

Fig 4 | Evolution of the GISRS, 1952–202211

https://doi.org/10.70389/PJDS.100004


5

REVIEWPREMIER JOURNAL OF DATA SCIENCE PREMIER JOURNAL OF DATA SCIENCEREVIEW

DOI: https://doi.org/10.70389/PJDS.100004 | Premier Journal of Data Science 2025;3:100004

from many sources and has issued important alerts on 
SARS and COVID-19.15 The Canadian government cre-
ated GPHIN which uses computer algorithms to review 
information across multiple languages and identify 
new public health dangers. HealthMap which is led 
by Harvard, uses immediate data mining from digital 
sources to map out the spread of outbreaks (Figure 7).16

Table 1 below presents a comparative summary of 
these surveillance systems across key operational di-
mensions, including coverage, early warning lead-
time, estimated costs, and data-sharing policies.

Evaluation of Infrastructure and Capabilities
How well global infectious disease surveillance works 
depends on the strength and fairness of the support-
ing infrastructure. Surveillance systems are effective 
when supported by strong coordination, data collec-
tion, diagnostic capacity, and use of new technologies. 
It is still very difficult to detect and deal with diseases 
quickly because of the big gaps in infrastructure be-
tween high-income nations and LMICs.17

Laboratory and Diagnostic Capacity
At the heart of IBS systems are the equipment and set-
up in laboratories that help with identifying and ver-
ifying pathogens. However, capacity is not the same 
everywhere in the world. Advanced health systems 
in rich countries allow them to do multiple tests with 
real-time PCR and next-generation sequencing, but 
LMICs continue to face challenges such as having ba-
sic laboratories, skilled staff and a reliable supply of 
necessary reagents and equipment.18 This challenge 
delays pathogen detection and identification, leading 
to increased reliance on larger laboratories, which fur-
ther prolongs outbreak response.19

The WHO’s Strengthening Laboratory Services 
initiative and funding via the GHSA are trying to re-
duce the gap.18 Through the Regional Integrated Sur-
veillance and Laboratory Network, the Africa CDC is 
demonstrating that more localized diagnostic systems 
are possible, although worldwide testing is still limit-
ed.19 Even though RDTs and point-of-care tools provide 
quick help, they differ in their ability to detect diseases 
and are often not enough to deal with new infectious 
pathogens.20Fig 5 | Action packages of GHSA12

Fig 6 | Regional centers of operation of CDC-funded GDD program14
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Surveillance Coverage in Low- and Middle-Income 
Countries
In many LMICs, weak health systems, constant polit-
ical problems, and insufficient methods for reporting 
cause difficulty in surveillance. Since many zoonotic 
diseases start in these less-studied parts of the world, 
the absence of their data is very concerning. With 
GHSA and multilateral organizations using tools like 
the JEE to assess countries, the problem is that funding 
is often unstable and support from top officials is not 
always guaranteed.21

Fear of economic or political problems could deter a 
country from transparent reporting, which delays and 
could reduce the effectiveness of global early warning. 
For surveillance to improve in LMICs, it needs better 
technology, legal security, ways to build trust and in-
centives to be more open.22

Digital Disease Detection and AI-Driven Analytics
Using AI, machine learning and natural language pro-
cessing (NLP) in disease surveillance has changed how 
outbreaks are discovered and followed.23 BlueDot, Me-
tabiota, and HealthMap take big data from all sorts of 
open sources and use algorithms to discover signs of a 
possible disease outbreak.18

Such tools have been shown to predict and noti-
fy people about hazards ahead of official notifica-
tions. There are reports that BlueDot spotted signs of 
COVID-19 much earlier in December 2019 than any in-
ternational organization.19 Even so, these systems deal 
with issues related to the bias found in data, the inter-
pretability of their algorithms, and how alerts should 
be confirmed. If a model depends too much on theories 
that have not been properly verified, chances for mis-
takes or overlooking something are higher.21

AI surveillance can lead to collateral issues, such as 
false positives, mass panic, and algorithmic bias. Over-
reliance on opaque models has a chance of missing 
marginalized areas with insufficient digital data. 

Although there is limited information on the 
cost-effectiveness values, the research indicates that 
ProMED and BlueDot issued alerts about the potential 
risk of COVID-19 infection up to 7–10 days before the 
official warnings. During H1N1 and Zika, HealthMap 
appeared equally efficient in detecting them at an ear-
ly stage. Models designed by AI like BlueDot were said 
to cost less than 1 million dollars per year, which is a 
small fraction in terms of pandemic response expendi-
tures that ran by the billions. Comparative, systematic 
efficacy cost-per-case averted, lead-time benchmark-
ing, and false positive rates, remain scarce but neces-
sary for future prioritization. 

Mobile and Remote Data Collection Tools
With reduced traditional monitoring, mobile tools have 
greatly boosted how much data can be collected. With 
SMS reporting, mobile health apps and community 
involvement in surveillance, health professionals get 
real-time information about disease in remote places.13 
Outbreaks Near Me and AfyaData from sub-Saharan 
Africa show how communities can use their health 
surveillance data to help overall efforts.22

Yet, these ways of teaching rely on being familiar 
with technology, good internet or cellular coverage 
and users taking part regularly. However, getting 
mobile-collected data into national and world systems 
is still hard due to incompatibility among platforms 
and differences in standards in data validation.21

Policy and Regulatory Frameworks
Strong worldwide monitoring for EIDs depends on 
good technology as well as solid laws and policies that 
make quick reporting, sharing of information and a co-
ordinated approach possible. Leading the world’s ef-
forts in international public health are the IHR,23 along 
with initiatives based on the One Health approach and 
a wide variety of international arrangements. Even 
though governments have big plans for these frame-
works, they still struggle with enforcement, lack of co-
ordination and fairness.24

IHR (2005): Scope, Compliance, and Limitations
Under the IHR (2005), adopted by 196 countries, 
healthcare systems internationally must respond to 
shared illnesses.23 Countries must develop main pub-
lic health capacities for noticing threats, judging risks 

Fig 7 | GPHIN early warning system16

Table 1 | Comparative summary of key global infectious disease surveillance systems 
by coverage, lead-time, cost, and data-sharing policies
Surveillance 
System

Coverage Lead-Time (Early Warning) Cost Estimate Data-Sharing Policy

GOARN Global Moderate (reactive) Donor-funded Restricted (member-
driven)

GISRS Global (Flu) Seasonal (routine) WHO-funded Conditional (lab 
sharing)

ProMED-mail Global Very Fast (7–10 days 
ahead of WHO)

Low (volunteer-
based)

Open Access

HealthMap Global Fast (AI-based alerts) Moderate Open Access
BlueDot Global Very Fast (AI-powered, 10 

days ahead)
<$1 M/year Proprietary 

(subscription)
GPHIN Global 

(Multilingual)
Moderate-Fast (AI 
screening)

Government-
funded

Restricted 
(government use)
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and dealing with them and must inform the WHO of any 
PHEIC within a day of assessment.25 Even though the 
IHR are designed to emphasize cooperation instead of 
rule-breaking, they have no real enforcement measures.

Even though the pact is ratified by most nations, 
many countries still fail to comply with the regulations. 
Many low- and middle-income countries are unable 
to meet the IHR core standards mainly due to money, 
infrastructure, and policy issues. Countries that are 
rich and powerful have in some instances reported 
delays or understated risk for economic or strategic 
reasons.26 The fact that the IHR depends on countries 
to report their data and does not have strong tools to 
verify compliance or penalize noncompliance, shows 
a main gap in its governance. During the first weeks of 
the COVID-19 outbreak in Wuhan, unclear information 
from China slowed the world’s response, making the 
weaknesses of the world’s system clearer.27

The voluntary nature of the IHR establishes poor incen-
tives toward timely reporting because countries could be 
afraid of being hit by trade, political, or economic sanc-
tions. Without sanctions or effective enforcement mecha-
nisms, underreporting becomes institutionalized.

One Health Framework: WHO, World Organization 
for Animal Health (OIE) and Food and Agriculture 
Organization (FAO) Collaboration
The WHO, OIE and FAO have adopted the One Health 
approach to unite human, animal and environmental 
health surveillance. Since over two-thirds of EIDs come 
from animals, this cooperation helps spot these events 
early.22

However, fully adopting One Health has been diffi-
cult. Problems with coordinating information, individ-
ual data systems and uneven approaches to funding 
keep sectors apart. Even though initiatives such as the 
Tripartite Zoonoses Guide create frameworks, their use 
is often blocked by the lack of coordination between 
health, agriculture and environment ministries and the 
bureaucratic hurdles.28

Bilateral vs. Multilateral Coordination
There are several bilateral and multilateral agreements 
that back global surveillance and each agreement of-
fers its own set of pros and cons. Through the GDD 
program, the CDC partners with single countries quick-
ly but these steps might not always consider global 
health equity over the interests of the donor.29

Besides, multilateral initiatives such as the GHSA or 
projects led by the WHO prefer to work with different 
countries, but they seldom succeed in building agree-
ments, ensuring funds are present or putting their 
efforts together to avoid duplication. Having many 
groups involved without clear rules for accountability 
often leads to rivalry instead of teamwork which is evi-
dent in moments of crisis.18

Legal and Political Barriers to Timely Reporting
A major problem in disease surveillance management 
is when outbreak information is influenced by political 
factors. Trying to protect country sovereignty, the risk 

of being banned from travels, or risks to their reputa-
tion can lead to deliberately not reporting information 
or not doing it immediately.13 Early in the outbreak of 
Ebola in West Africa and COVID-19 in China, import-
ant information was not shared which limited efforts to 
stop both viruses.19

Because no set dispute resolution exists in the IHR, 
countries do not have many reasons to comply with the 
guidelines.15 Political factors usually take priority over 
health-related decisions and since there is no official 
accountability, the world system relies a lot on good 
relationships and gentle diplomacy.

Challenges in Data Sharing and Coordination
Efficient global infectious disease monitoring relies on 
the fast sharing of reliable information. However, after 
many years of trying, important obstacles to sharing and 
coordinating data have not been solved.12 Political dis-
trust is one issue and others are a mix of tech fragmenta-
tion, diverse data rules, ethical issues, and the power of 
false information. It is necessary to face these issues to 
make sure the surveillance architecture is sophisticated, 
politically legitimate, and ethically sound.16

Transparency, Sovereignty, and Mistrust
It is very difficult to achieve global surveillance because it 
must balance protecting national independence with the 
need for openness. Some countries might avoid transmit-
ting full information on an outbreak since they worry it 
could lead to sanctions, lower their reputation, or influ-
ence political advantage.19 They can seriously get in the 
way of early detection and response efforts. Examples 
like the SARS outbreak in 2003 and the early part of the 
COVID-19 pandemic reveal that not reporting quickly 
enough given political reasons can expand containable 
local issues into problems that affect the whole world.4

There is also a lack of trust from social groups and 
individuals toward data-sharing initiatives. Most 
LMICs feel that providing data, mainly genomic, might 
not result in receiving fair access to diagnostics, vac-
cines, or treatments. Since the benefits are not equal, 
this makes it less likely for people to trust each other 
and openly share data.21

Interoperability and System Fragmentation
It is difficult for different computer systems and groups 
to exchange, organize and use data which is an import-
ant technological problem. There are many platforms 
for disease surveillance, but most work apart from one 
another as they do not use the same formats, systems, 
or protocols.22 Custom platforms that are closed-source 
and do not support API use are common among au-
thorities in public health, research centers and NGOs 
which negatively affects the analysis of data gathered 
in different areas.29

Lack of agreed digital networks during the pandemic 
resulted in important epidemiological data being used 
inefficiently and understanding the situation coming 
more slowly. Projects such as the Digital Square ini-
tiative and the Global Digital Health Partnership are 
working to encourage the use of open standards and 
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similar data governance, though take-up is not spread 
evenly around the world. Where there are no laws or 
rewards for cooperation, setting up digital disease sur-
veillance is still a haphazard project.30

Proprietary vs. Open-Access Models
People are very passionate about the topic of who owns 
and accesses genomic surveillance data. Because of 
platforms such as GISAID, virus genome data from many 
countries could be shared quickly, making it easier to 
follow the different SARS-CoV-2 variants.31 This, howev-
er, is not without controversy, as it puts limits on what 
can be done with the shared data, which some scientists 
believe compromises transparency and repeatability.25

On the other hand, general-access resources such 
as GenBank and Nextstrain make their data available 
for all but run the risk of data being misused by some, 
not being properly acknowledged and having too lit-
tle data protection for the countries donating the data. 
There is a broader issue in science worldwide, since 
different systems may create tension between patent 
right and the medical needs of the many.22

Ethical Concerns and Equity in Data Use
Apart from needing access, using outbreak data can 
cause serious ethical issues, especially in terms of who 

gets the benefits. Many LMICs that give genomic data 
and pathogen samples are usually prevented from 
playing a role in the development of the science and 
property surrounding their donations. Global South 
countries have provided valuable genomic data, yet 
most of the vaccines are still not going to them which 
highlights the injustice.20

Besides, since not everyone has the same access to 
digital tools and knowledge, many nations are exclud-
ed from taking part in or profiting from, global surveil-
lance systems. While ongoing efforts like courses and 
workshops have been made, they have not managed to 
equalize access.12

Misinformation, Disinformation, and Media Dynamics
The COVID-19 infodemic demonstrated that modern 
information systems can both help and harm. Digital 
systems are quick to distribute public messages but 
also accelerate the spread of false information and 
conspiracy theories, which reduces trust in health 
monitoring and support. Algorithms on popular social 
media sites share emotional content (Figure 8).32 

Therefore, governments and public health agencies 
should treat strategic communication as a core part of 
their surveillance efforts.30 Engaging with the public in 
real time, being transparent about uncertainties, and 

Fig 8 | Data-sharing flowchart with interoperability bottlenecks highlighted32
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collaborating with trusted community members are need-
ed to combat misinformation and build public trust.32

Innovations and Success Stories
Amid ongoing structural and political hurdles, sev-
eral bodies have shown to be leaders in innovation, 
strength, and effectiveness. Such cases highlight how 
the integration of advanced methods, open research 
and local impact can improve how global outbreaks 
are detected and tackled.29

Early Warning from Open-Source Surveillance
The first major alert about the COVID-19 outbreak 
was generated by ProMED-mail and not public health 
departments at the state level. On the last day of De-
cember 2019, ProMED reported a group of pneumonia 
cases in Wuhan, China, before the WHO had shared 
any news.13 It demonstrates how EBS can contribute by 
uncovering critical information from clinicians, media, 
and similar sources.18

Likewise, the GISAID made it possible to quickly 
share genetic information on SARS-CoV-2 soon after 

the outbreak was recognized. The open-access system 
at GISAID, with some licenses, enabled researchers ev-
erywhere to monitor the virus and create new tools to 
address it, much quicker than ever.21

Regional Empowerment: Africa CDC
Africa CDC and its network of regional surveillance 
units are major steps toward letting Africa take the 
lead in managing epidemic information. These hubs 
facilitate real-time information sharing and utilization, 
enhance team training, and foster better cooperation 
among member countries.33 The Africa CDC contrib-
uted to COVID-19 prevention and control efforts by 
strengthening genomic surveillance and supporting 
vaccine distribution which showed that building ca-
pacity is crucial for underserved communities.31

Genomic Surveillance in Action
Next strain and Pathogenwatch have turned genetic 
information into useful knowledge. Seeing how patho-
gens spread in real time helps researchers and health 
agencies react faster to new variants, measure their 
mutation rates, and decide on updates to vaccines and 
restrictions for travel.34 The dashboards developed for 
interactive diagnosis and infectious disease tracking 
are strong evidence of what open science and real-time 
information can do.35

AI-Powered Predictive Models
AI has demonstrated its potential in epidemic predic-
tion. Using NLP and airline information from around 
the world, the company BlueDot found a possible 
health threat in Wuhan on December 31, 2019.29 It 
predicted that COVID-19 would spread within the next 
week before authorities gave clear reports. It shows 
that AI-based models may increase the strength of tra-
ditional surveillance by recognizing little-known, com-
plex trends in numerous streams of data.31

Future Directions and Recommendations
The development of a secure, shared, and smart glob-
al surveillance network for new infectious diseases 
requires changes in structures, technology, and gover-
nance. From past experiences with pandemics, chang-
es are needed to close gaps and promote countries 
working together.

Strengthening Real-Time Genomic Surveillance
Integrating genomic surveillance with other forms of 
data is needed right away. This integration allows for 
rapid tracking of pathogen evolution, the emergence 
of antimicrobial resistance, and the unfolding of dis-
ease outbreaks. An unequal distribution of sequenc-
ing access worldwide is making it more challenging 
for early warning systems to work well in LMICs.36 
By establishing both decentralizing sequencing and 
cloud-based data transfer pathways, the goal of de-
mocratizing pathogen genomics can be achieved. It is 
very important to give training in bioinformatics and 
genomic epidemiology to local scientists and public 
health workers.32

Fig 9 | Decision-tree guiding policymakers from hazard to recommended surveillance 
strategy

https://doi.org/10.70389/PJDS.100004
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The guide in this flow chart (Figure 9) simplifies how 
public health officials can align the characteristics of 
an emerging threat with the most appropriate surveil-
lance strategy given some of the dynamics are patho-
gen familiarity, infrastructure, and digital access.

Establishing Global Digital Health Governance
Because AI and digital tools are being used quickly in 
outbreak response and prediction, formal governance 
systems are now needed. They ought to cover privacy 
issues, accountability in algorithms and ethical rules. 
WHO and similar organizations ought to be given the 
necessary powers and support to oversee agreed stan-
dards and help nations collaborate on health issues.34 
Digital governance principles can be added to an inter-
national treaty or updated IHR to support innovation 
and rights.

Incentivizing Transparent and Equitable Data Sharing
It is necessary for the global health community to 
use financial incentives to encourage sharing of data 
instead of stockpiling it. For example, such actions in-
clude credit systems, official agreements on data shar-
ing and systems that guarantee developing countries 
equal access to important tools related to vaccines, di-
agnostics, and treatments.37 Consistency in standards 
and APIs encourages systems to communicate easily 
among countries and organizations.

Sustained Investment in Capacity Building
A sustainable approach involves ongoing building of 
surveillance in places where risks are highest. Capac-
ity building should be redefined from development 
aid to a key aspect of global security.17 A sustainable 
financial system should offer stability, flexibility, and 
high accountability to support infrastructure, fos-
ter workforce development, and strengthen regional 
partnerships. Building trust among stakeholders and 
community groups can foster greater self-reliance in 
surveillance efforts.24 

Conclusion
This review gave a detailed analysis of how advanced 
surveillance for infectious diseases is carried out 
worldwide, looking at systems, rules, and the way 
data is shared and integrated. Though WHO’s GOARN, 
GISRS, and platforms including ProMED and Health-
Map have been good at detecting outbreaks, their over-
all impact is greatly reduced by the fragmented nature 
of disease control efforts, inequality, and continuous 

noncompliance with important guidelines and treaties 
such as the IHR (2005).

Ongoing problems like a lack of laboratory access in 
certain places, data not easily shared between systems, 
and hesitancy from governments or organizations to 
divulge outbreak-related data weaken the entire sys-
tem. Also, few rules exist to manage data ownership 
and benefit-sharing arrangements for the use of genet-
ic material in medical surveillance.

For future threats to be better managed, the global 
surveillance system should be effective, united, and 
just. To achieve this, real-time data from genomes 
should be matched with clinical and epidemiological 
signals, legal systems for digital health tools and AI 
should be ready, and people should be encouraged to 
share their data openly. Sharing technology should go 
hand in hand with ensuring equitable access to vac-
cines and treatments, particularly for countries con-
tributing data.

Although some of the themes of this review can be 
traced in major publications, like the IPCC AR6 and 
Lancet Countdown briefs, it introduces a new perspec-
tive on surveillance infrastructure, AI adaptation, and 
data equity. These differences can be listed in Table 2:

Ultimately, preparedness, the ability for information 
to pass easily, and trust should be the anchors of glob-
al health surveillance for the next stage. Now that the 
world faces ecological issues, climate change, and in-
creased human mobility, having resilient surveillance 
is both necessary and right. We should not wait for an-
other pandemic to deal with the known problems in 
the system.
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Appendix 1 | Included studies and quality assessment scores
No. Author(s) and Year Surveillance System/Topic Focus Source Type Quality Score
1 Heymann and Rodier (2004) SARS Surveillance and Global Response Peer-reviewed High
2 Xu et al. (2020) SARS-CoV and SARS-CoV-2 Comparison Peer-reviewed High
3 Morens and Fauci (2020) Pandemic Emergence Overview Peer-reviewed High
4 Spernovasilis et al. (2022) EIDs Peer-reviewed High
5 Iwasaki et al. (2024) GOARN Engagement and Function Peer-reviewed High
6 Katz et al. (2014) GHSA and IHR Interaction Peer-reviewed High
7 Nsubuga et al. (2006) Surveillance Tools and Interventions Peer-reviewed High
8 Xu et al. (2022) Early Warning System Development Peer-reviewed Medium
9 Paolotti et al. (2014) Web-based Participatory Surveillance Peer-reviewed High
10 Bogich et al. (2012) Systems Approach to Pandemic Prevention Peer-reviewed High
11 WHO (2022) GISRS - Influenza Surveillance Gray Literature High
12 Malaria Consortium (2025) Global Health Security Gray Literature Medium
13 Rocha et al. (2025) ProMED Surveillance in Brazil Peer-reviewed High
14 CDC (2025) GDD Program Gray Literature High
15 Brownstein et al. (2009) Digital Disease Detection Peer-reviewed High
16 Zamir (2025) GPHIN Early Warning System Gray Literature Medium
17 Mattap et al. (2022) Health Burden in LMICs Peer-reviewed Medium
18 GHSA (2025) GHSA Action Packages Overview Gray Literature High
19 League et al. (2023) Regional Laboratory Networks in Africa Peer-reviewed High
20 GISAID (2025) Global Influenza Data Sharing Platform Gray Literature High
21 Stowell and Garfield (2021) Joint External Evaluation Strengthening Peer-reviewed High
22 Mudzengi et al. (2024) Mobile Health Surveillance in Africa Peer-reviewed Medium
23 Aavitsland et al. (2021) IHR Functionality in COVID-19 Peer-reviewed High
24 Harman and Papamichail (2024) Global Health Governance Book Chapter High
25 Parinduri et al. (2021) PHEIC Implementation Evaluation Peer-reviewed Medium
26 WHO (2022) Evidence-Based Policy for Health Security Gray Literature High
27 Lal et al. (2021) Health Systems Fragmentation in COVID-19 Peer-reviewed High
28 WHO/OIE/FAO (2024) One Health Workforce Development Gray Literature High
29 WHO (2022) National Action Plan for Health Security Gray Literature High
30 Gostin et al. (2020) Global Health Law and IHR Challenges Peer-reviewed High
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