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ABSTRACT

BACKGROUND

The growing complexity of industrial systems and the
large volume of operational data have increased the
demand for automated anomaly detection to ensure
production efficiency and stability. Machine learning
methods provide promising solutions for identifying
process deviations, but their comparative effective-
ness in manufacturing environments remains insuffi-
ciently evaluated.

MATERIALS AND METHODS

A comparative analysis of multiple machine learning
algorithms was conducted for anomaly detection in
industrial time-series systems. The methods included
unsupervised models (Autoencoder, Isolation Forest),
supervised classifiers (Random Forest, Support Vector
Machine), and density-based approaches (Local Outli-
er Factor), with a focus on evaluating their performance
in high-dimensional, noisy environments typical of in-
dustrial datasets.

RESULTS

Unsupervised algorithms, particularly Autoencoder
(87-89% accuracy) and lIsolation Forest (84-86%),
showed strong performance in environments without
labeled data, making them suitable for real-world ap-
plications. Supervised classifiers achieved the highest
accuracy (Random Forest: 89-91%; SVM: 88-90%)
but were constrained by the availability of labeled
datasets. Density- and clustering-based methods
performed moderately (70-80%) in low-dimensional
data but lost effectiveness as feature dimensionality
increased. Implementation of machine learning-based
monitoring systems demonstrated potential reduc-
tions in downtime (up to 29%), repair costs (20%), and
significant improvement in productivity.

CONCLUSION

Machine learning methods are effective tools foranom-
aly detection in manufacturing systems. Algorithm se-
lection should be tailored to the availability of labelled
data, system complexity, and processing constraints.
Adaptive anomaly detection frameworks provide prac-
tical benefits for industrial process control, supporting
efficiency, cost reduction, and operational stability.
The research reduces operational costs while simulta-
neously enhancing real-time monitoring, thereby im-
proving decision-making and overall system reliability
in industrial environments.

Keywords: Cross-validation, Dimensionality reduction,
Hyperparameter optimization, Intelligent monitoring,
Noise robustness, Unsupervised models

Highlights

e Machine learning methods were comparatively eval-
uated for anomaly detection in industrial manufac-
turing systems using real and synthetic datasets.

e Unsupervised models (Autoencoder, Isolation Forest)
achieved high accuracy (84-89%) in the absence of
labeled data, suitable for real-world applications.

e Supervised classifiers (Random Forest, SVM)
reached the highest accuracy (88-91%) but were
limited by data availability.

e Intelligent monitoring systems based on these
methods reduced downtime by up to 29%, cut re-
pair costs by 20%, and improved productivity.

Introduction

The intensive development of industrial technologies
and the widespread introduction of automated control
systems have led to a rapid increase in the volume of
data generated during production processes. Along
with this, the complexity of technical systems has in-
creased, and the sensitivity of production chains to
any deviations from the norm has also increased. In
the context of high competition and the need to ensure
the continuity of technological operations, there is an
urgent need for reliable mechanisms for the early de-
tection of non-standard behaviour of equipment and
systems.

Anomaly detection in industry has evolved from
methods based on fixed thresholds and expert sys-
tems to more sophisticated approaches using machine
learning.! Unlike traditional methods, which are lim-
ited by rigid criteria, machine learning offers dynamic
and adaptive solutions, allowing for more efficient pro-
cessing of large amounts of data and real-time detec-
tion of deviations. It is important to emphasise that in
the context of Industry 4.0, machine learning allows
data from various sensors and systems to be integrat-
ed to create flexible solutions for anomaly detection.
Anomaly detection has become essential in industrial
systems owing to the growing complexity and inter-
connectivity of contemporary industrial processes. As
industries embrace advanced technologies such as au-
tomation, IoT, and machine learning, the influx of op-
erational data has increased, complicating the manual
identification of errors or anomalies. Prompt detection
of these anomalies is crucial for decreasing downtime,
enhancing safety, and lowering operational expenses,
especially as systems become increasingly dynam-
ic and interdependent. Effective anomaly detection
facilitates early defect identification and anticipates
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probable failures, hence improving the reliability and
resilience of industrial operations.

Elia and Pagola’ mapped current approaches to
manufacturing challenges, addressing the need for
context-aware and scalable solutions. The study un-
derscored the importance of integrating domain
knowledge with data-driven methods to improve the
interpretability and reliability of anomaly detection
systems. This problem has become especially relevant
in the context of the transition to the concepts of digi-
tal production and smart factories, where the integra-
tion of sensor data, telemetry and analytics algorithms
is becoming the basis for the effective operation of in-
dustrial facilities.

Shaikh et al.’ conducted a comprehensive review of
machine learning techniques applied in smart manu-
facturing. The study identified key algorithms and cat-
egorised their applicability based on process types and
operational needs. It was noted that supervised learn-
ing was predominant in applications related to quality
prediction, whereas unsupervised and reinforcement
learning methods were more frequently utilised in
dynamic environments that necessitate real-time
adaptability. Against the background of the growing
importance of timely detection of deviations from the
normal state of equipment and processes, traditional
approaches based on fixed thresholds or expert rules
have shown limited flexibility and scalability.

Zare et al. provided a comprehensive over-
view of deep learning-based anomaly detection in
cyber-physical systems (CPS). The review examined
convolutional, recurrent, and autoencoder archi-
tectures in various CPS contexts. It was found that
deep learning models excelled in capturing complex
spatial-temporal correlations in multivariate data,
though their black-box nature posed interpretability
concerns. In this regard, special attention was paid to
machine learning methods that can adapt to changing
conditions, take into account complex dependencies
between parameters and ensure high accuracy when
working with a large number of variables.

Desani and Chittibala® proposed adaptive machine
learning models for real-time anomaly detection in
streaming data. The research focused on evolving
data patterns in dynamic systems, introducing online
learning techniques that could update models on the
fly. The findings highlighted that adaptive models en-
hanced detection speed and accuracy, particularly in
scenarios involving concept drift. Two key areas in this
area were identified — supervised and unsupervised
learning, each of which demonstrated certain advan-
tages depending on the data structure and the goals of
the analysis.

Kaur and Ranjan® performed a comparative analysis
of supervised and unsupervised machine learning al-
gorithms for fake news detection. Metrics such as ac-
curacy, efficiency, and robustness were used to assess
the performance of models including decision trees,
and Support Vector Machine (SVM). It was determined
that supervised methods provided higher accuracy but

required labelled datasets, whereas unsupervised ap-
proaches were more adaptable but less precise.

Singh et al.” conducted a comparative study of
anomaly detection and diagnosis techniques in man-
ufacturing systems, analysing statistical, machine
learning, and deep learning approaches. The research
highlighted that traditional statistical methods were
efficient in detecting simple anomalies, while machine
learning offered better generalisation. Deep learning
techniques, especially those using recurrent and con-
volutional neural networks, demonstrated superior
performance in handling high-dimensional data and
complex fault patterns.

Yan et al.® surveyed deep transfer learning methods
for anomaly detection in industrial time series. The
authors classified transfer learning approaches into
feature-based, parameter-based, and instance-based
techniques. The findings emphasised the importance
of domain adaptation, as transferring knowledge from
similar processes significantly enhanced detection ac-
curacy in limited-data scenarios.

Velasquez et al.’ proposed a hybrid ensemble ma-
chine learning framework for real-time anomaly de-
tection in Industry 4.0 systems. The system combined
decision trees, SVMs, and deep learning models to ex-
ploit their complementary strengths. The hybrid mod-
el demonstrated superior performance in identifying
anomalies in industrial sensor data streams, reducing
false alarms and improving detection latency.

Adapting machine learning algorithms to changing
conditions (known as concept drift) is key to effective
application in dynamic industrial environments."
Models that are capable of adjusting their predictions
in real time based on changing data patterns ensure
that systems are resilient to external and internal dis-
turbances, such as changes in operating conditions
or equipment failure. This theoretically contributes to
improved anomaly detection accuracy and fewer false
positives, which is important for preventing produc-
tion losses.

This study differentiates itself from prior research on
anomaly detection in industrial contexts by employing
an experimental design that assesses a wider array of
models under authentic industrial conditions, empha-
sising data scale (up to 468,000 data points) and util-
ising synthetic datasets to simulate various anomalies,
including sensor failures and communication disrup-
tions. This facilitates a more thorough comprehension
of the performance of these models in demanding
contexts. Moreover, the incorporation of delay analy-
sis and real-time operational feasibility introduces an
industrial significance that previous research has not
fully addressed.

The study aimed to provide a systematic compara-
tive evaluation of state-of-the-art machine learning
algorithms for anomaly detection in production envi-
ronments and to assess their relative effectiveness in
enhancing industrial process efficiency. To achieve
this goal, the following tasks were set: to analyse and
classify the most common algorithms for detecting de-
viations, to implement an experimental comparison
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of their effectiveness based on open and synthetically
generated data, and to determine the conditions under
which the use of each method is most justified.

Materials and Methods

Data collection and preparation

The study used two types of source data. Three open
datasets were used, reflecting different production
scenarios and typical deviations in the operation of
the equipment. Tennessee Eastman Process (TEP)
was downloaded from the UCI Machine Learning Re-
pository, which contained 4800 observations with 52
variables of process parameters.'”'? TEP dataset sim-
ulates the operation of a chemical production facility,
where process parameters such as temperature, pres-
sure, and flow rate are critical for anomaly detection.
Secure Water Treatment (SWaT) data from the iTrust
platform included 468,000 records with 51 variables
obtained during the operation of the water treatment
system.” The SWaT dataset, on the other hand, mod-
els the water treatment process, where sensor failures
and abnormal events can lead to serious system mal-
function. These datasets were selected to represent
different industrial sectors and evaluate the robustness
of the anomaly detection models under various opera-
tional conditions. To test the robustness of the models
to different types of anomalies, the Numenta Anomaly
Benchmark (NAB) from the official GitHub repository
was used, consisting of 58 time series with an average
length of about 4000 points and 15 variables.'*"® The
data was collected taking into account real industrial
conditions, which made it possible to model practical
operating scenarios. A physics-statistical simulation of
the production process was performed using the TEP
model and the Monte Carlo method to generate time
series of key parameters (temperature, pressure, flow
rate).

Each variable was varied within +15% of its nomi-
nal value following a normal distribution, and discrete
disturbances lasting from 5 to 30 s with amplitudes
up to 25% of the baseline were introduced to repro-
duce anomalies. To mimic sensor failures, Gaussian
noise (0 = 0.05) and random packet loss with a 2%
probability were added, reflecting realistic communi-
cation interruptions and measurement instability. The
resulting synthetic samples provided sufficient sce-
nario diversity for subsequent experimental analysis,
enabling assessment of algorithm robustness to noise
and parameter variation and influencing comparative
anomaly-detection accuracy metrics. Synthetic data
were enriched with artificially introduced noise fac-
tors, which made it possible to model sensor failures
and communication system disruptions.

At the preliminary stage, data normalisation and
standardisation were carried out, as well as the remov-
al of obvious outliers, which made it possible to mini-
mise the impact of abnormal values on further analysis.
Principal Component Analysis was used on datasets
containing over 20 characteristics, preserving compo-
nents that accounted for 95% of the variation to assure
consistency. Feature selection included the exclusion
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of variables exhibiting a variance inflation factor over
10 to mitigate multicollinearity, while Min-Max scaling
was used for normalisation across all datasets (SWaT,
NAB, TEP). Outliers were eliminated by removing val-
ues over three standard deviations from the mean. The
Autoencoder used a reconstruction error threshold for
thresholding, established by grid search to optimise
the equilibrium between sensitivity and specificity.
The Isolation Forest contamination parameter was
optimised by walk-forward validation with values of
0.01, 0.05, and 0.1, while the threshold was estab-
lished according to anomaly scores to maximise the F1
score. These approaches were uniformly implement-
ed across all datasets (SWaT, NAB, TEP) to guarantee
methodological consistency and repeatability. Filter-
ing and elimination of correlated variables were used,
which helped to reduce the dimensionality of the data
and improve the quality of the input information. As
a result, representative samples were formed that met
the requirements for realism and diversity of industri-
al scenarios, which was a necessary condition for an
objective assessment of anomaly detection algorithms.

Selection and Implementation of Anomaly Detection
Algorithms

Based on the analysis of modern literature and prelim-
inary experiments, the main algorithms used to detect
anomalies in an industrial environment were selected.
The choice of algorithms was grounded in a targeted
review of seminal works, including the comprehensive
survey by Elia and Pagola' and the detailed classifica-
tion presented by Shaikh et al.,” which highlighted the
strengths and limitations of density-based, unsuper-
vised and supervised methods.

At the preliminary stage, small-scale experiments
were executed on a representative subset of the Ten-
nessee Eastman and SWaT datasets to calibrate key hy-
perparameters (e.g., tree counts, learning rates, layer
sizes) and to validate correct implementation of each
model. Density-based methods (Local Outlier Factor),
unsupervised algorithms (Autoencoder, Isolation For-
est) and supervised classifiers (Random Forest, SVM)
were selected to compare performance under labelled
and unlabelled data conditions, processing-speed re-
quirements and noise resilience.

Among the methods based on density analysis, the
Local Outlier Factor algorithm was implemented, al-
lowing for the detection of rare and local deviations
with minimal preliminary settings. Density analysis
was applied to identify rare, localised deviations in
multivariate data, with the Local Outlier Factor algo-
rithm estimating each point’s relative density to its
neighbours. Unsupervised approaches (Autoencoder
reconstruction and Isolation Forest isolation) pro-
cessed unlabelled data, while supervised classifiers
(Random Forest and SVM) were trained on labelled
samples to achieve high classification accuracy. All
models were implemented using standard libraries to
ensure experiment reproducibility

Unsupervised learning algorithms were used to work
with data that did not have preliminary labelling. In
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particular, Autoencoder models were implemented,
capable of identifying nonlinear dependencies be-
tween parameters, and the Isolation Forest method,
based on the construction of an ensemble of random
trees. Along with this, in the presence of labelled
data, supervised learning methods were used, such
as Random Forest and SVM, which made it possible to
achieve high accuracy in classifying anomalies. Each
algorithm was implemented using standard machine
learning libraries, which ensured the reproducibility of
experiments and the possibility of further modification
of the models.

Development of an Experimental Platform and
Model Tuning

A specialised software platform was deployed to pro-
vide a full cycle of data processing: from preliminary
preprocessing to algorithm execution and subsequent
result analysis. The platform ran under Ubuntu 20.04
long-term support and was implemented in Python
3.8 using the scikit-learn and TensorFlow libraries.
Computing resources comprised a dual-node cluster
with two Intel Xeon Silver 4214 processors (12 cores
each), 64 GB of random-access memory (RAM), and
an NVIDIA Tesla V100 graphics processing unit (GPU)
(16 GB video RAM). The GPU was utilised for deep
learning models (e.g., Autoencoder), which contrib-
uted to reducing the latency, particularly for models
requiring intensive computations. This configuration
was selected to meet the computational demands of
high-dimensional time-series data and to efficiently
support the training and evaluation of deep learning
models (e.g., Autoencoder) and unsupervised anomaly
detection algorithms (e.g., Isolation Forest), particu-
larly under the walk-forward validation approach used
in this study.

The processing duration for each observation was
assessed during the performance analysis, which is
essential for real-time anomaly detection applica-
tions. The average delay for each model was assessed
by 1000 repeated trials and documented using a
high-resolution timer. The Isolation Forest and Au-
toencoder exhibited an average latency of 48 ms per
observation, making them appropriate for use in
high-velocity industrial settings where minimal laten-
cy is critical. Supervised models like Random Forest
and SVM exhibited elevated latencies, with average
processing durations above 110 ms per observation in
the absence of GPU acceleration, hence limiting their
use in real-time environments with stringent latency
demands.

Training (80%, ~586,240 observations) and test-
ing (20%, ~146,560 observations) subsets were cre-
ated chronologically for time-series datasets (such as
SWaT, NAB, and TEP) in order to prevent data leaking
from later time steps. By ensuring that models are test-
ed on future data and trained on historical data, this
method preserves the dataset’s temporal integrity. The
platform included separate pipeline modules for nor-
malisation, data cleaning, dimensionality reduction,
detection algorithm implementation, and parallel
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computing tools, which accelerated the processing of
large volumes of information — a total of over 732,800
records (including 10,000 synthetic observations)
under real-time simulation conditions. These pipe-
line modules were distinct from the machine learning
models themselves. Each comprised discrete steps for
preprocessing, algorithm execution, and result aggre-
gation, ensuring flexibility of configuration and exten-
sibility of the system architecture.

Particular attention was paid to optimising the hy-
perparameters of each model. For the Isolation Forest
algorithm, such parameters as the number of base
trees and the anomaly detection threshold were select-
ed, which increased accuracy and reduced computa-
tional complexity. When working with Autoencoder,
the network architecture was configured, optimal
activation functions were selected and the sizes of
hidden layers were determined, which ensured a bal-
ance between computational costs and the quality of
detecting abnormal samples. Autoencoders identi-
fied abnormalities by using the reconstruction of in-
put data. Anomalies were detected by establishing a
reconstruction error threshold, whereby data exhibit-
ing elevated reconstruction errors (i.e., those markedly
diverging from the learnt patterns) were designated
as anomalies. This criterion was determined through
a grid search to optimise the balance between model
sensitivity and specificity.

Optimisation methods such as walk-forward vali-
dation and grid search were used for supervised algo-
rithms (Random Forest, SVM) to minimise the risk of
overfitting and increase the generalisation ability of the
models. Hyperparameter optimisation was carried out
separately for each model using fixed random seeds
and walk-forward validation to ensure reproducibility
and robust performance estimation. A grid search over
the number of base trees (n_estimators €{100, 200,
500}) and contamination thresholds (contamination
€{0.01, 0.05, 0.1}) was carried out for the Isolation
Forest model using walk-forward validation, in which
the model was tested on future data to respect the tem-
poral dependencies and trained on historical data. The
combination that produced the greatest mean F1-score
was chosen after a total of 3(n_estimators) x 3(contam-
ination) x number of training-test splits = total itera-
tions were carried out. In Isolation Forest, anomalies
were identified by computing anomaly scores that re-
flect the degree of isolation of data points inside the
feature space. The classification threshold was estab-
lished by testing various contamination levels (e.g.,
0.01, 0.05, 0.1) using cross-validation to guarantee
the quantity of identified anomalies corresponds with
the anticipated contamination rate.

Two encoder-decoder depth variants ([64-32-16-
32-64] and [128-64-32-64-128]) and two activation
functions (ReLU and tanh) were used to compare ar-
chitectural configurations for the Autoencoder model.
With five repeats per configuration (totalling 2 archi-
tectures x 2 activations x 5 runs = 20 training runs),
each configuration was trained for up to 100 epochs
with early stopping (patience = 10) using walk-forward
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validation on 80% of the training set and validated
on the remaining 20%. Weight initialisation and data
shuffling were controlled by a set random seed.*

To make sure the model was evaluated exclusively on
future data that it would meet in real-time applications,
supervised models (Random Forest and SVM) were sub-
jected to grid searches with walk-forward validation.
For SVM, C €{0.1, 1, 10}, kernel in {linear, rbf} (3 x 2 x
5 x 2 = 60 iterations); for Random Forest, n_estimators
€{100, 200}, max_depth €{None, 10, 20} (2 x 3 x 5 x
2 = 60 iterations). The sets of parameters with the high-
est average validation accuracy were kept.

Across the platform, models represented the ac-
tual trained machine-learning algorithms, whereas
pipeline modules referred to distinct preparation and
execution components (e.g., normalisation module,
dimensionality-reduction module). This distinct di-
vision made sure that tuning processes only applied
to model hyperparameters and did not change the
pipeline’s core components. An essential step in the
creation of adaptable monitoring systems was made
feasible by the setup’s iterative character, which al-
lowed for the recording of the effects of parameter
modifications on the final performance indicators.

Methods of Performance Evaluation and Analysis of
Experimental Data

The efficiency of the implemented algorithms was
assessed using a set of criteria. The main evaluation
metrics included anomaly detection accuracy, false
positive rate, average processing time per observation,
and robustness to noise. Accuracy was measured as
the proportion of correctly identified abnormal sam-
ples relative to the total number of true anomalies in
the test data. The false positive rate was determined by
calculating the share of normal observations that were
incorrectly classified as anomalies. The processing
time per observation was defined as the average dura-
tion between receiving an input vector and completing
the classification procedure, based on 1000 repeated
trials and measured using a high-resolution timer un-
der standardised hardware conditions.

To evaluate robustness to noise, artificial perturba-
tions were introduced into the datasets. Specifically,
Gaussian noise was applied to all numeric features at
varying intensity levels (e.g., low, medium, high), and
simulated packet loss was implemented by randomly
removing a portion of data entries. These modifica-
tions imitated common sensor failures and communi-
cation issues in industrial systems. The sensitivity of
each algorithm to noisy conditions was assessed by
comparing the accuracy scores on clean datasets ver-
sus noise-augmented datasets. A smaller decline in
performance was interpreted as higher resistance to
noise effects. This approach provided a structured ba-
sis for assessing algorithm performance under realistic
operating conditions and allowed for consistent com-
parisons across different detection models.

To quantitatively assess the performance of the algo-
rithms, summary tables were created, which provided
the indicators of each method. Particular attention was
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paid to comparing the performance of the methods on
low- and high-dimensional data, as well as on sam-
ples with varying degrees of correlation between the
parameters. Statistical analysis of the results was car-
ried out, including using variance analysis methods,
which made it possible to identify significant differenc-
es between the approaches. Statistical analysis of the
experimental results was carried out to assess the sig-
nificance of the observed differences in algorithm per-
formance. Variance analysis (ANOVA) was applied to
compare mean accuracy scores and false positive rates
across all implemented methods. The statistical proce-
dures were executed using the statsmodels and scipy.
stats libraries in Python 3.8. One-way ANOVA tests
were used to determine whether the variations in per-
formance metrics across algorithms were statistically
significant. Post-hoc comparisons were performed us-
ing Tukey’s honestly significant difference (HSD) test
to identify specific pairs of algorithms with significant
differences in performance.

To ensure reproducibility and establish a stringent
evaluation framework, the datasets were divided into
distinct training, validation, and test subsets. The TEP
dataset consists of 4,800 observations across 52 vari-
ables, with 80% of the records (approximately 3,840
samples) designated for training and the remaining
20% (approximately 960 samples) for testing. Addi-
tionally, 20% of the training subset is allocated as a
validation set for deep learning models. SWaT dataset,
comprising 468,000 records and 51 variables, was
partitioned using a chronological split to prevent data
leakage. Anomalies in the SWaT dataset were manually
annotated according to departures from standard op-
erating circumstances, including sensor malfunctions
or operational interruptions. This dataset comprises
both labelled and unlabelled data for training and test-
ing objectives. To guarantee that the model only had
access to historical data, the first 80% of the dataset,
from record 1 to 374,400, was used for training. The
last 10% of the data (records 421,441 to 468,000) was
chosen as the test set, while the next 10% (records
374,401 to 421,440) was utilised for validation. By en-
suring that no future data is used in training, this par-
titioning technique avoids data leaking and complies
with industry best practices for time-series anomaly
detection.

The NAB dataset, consisting of 58 multivariate time
series, each with an average of 4,000 points and 15
variables, was partitioned and evaluated following the
official NAB evaluation procedures. In the NAB data-
set, anomalies were pre-established and corresponded
to certain timestamps associated with known abnor-
mal behaviour. The anomaly detection models were
trained using the first 80% of the data (i.e., the first
3,200 points) for each of the 58 time series. The test set
consisted of the last 800 points, or 20% of each time
series. This division ensures a consistent and trust-
worthy evaluation procedure by adhering to the NAB’s
recommended methodology. Model performance was
assessed using the official NAB performance met-
rics, which closely followed the official evaluation
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methodology. These criteria included false positive
rates, false negative rates, and detection accuracy.
The synthetic dataset comprises 10,000 produced
samples, created by implementing +15% parame-
ter adjustments, disturbances lasting 5-30 seconds,
Gaussian noise with o = 0.05, and 2% packet loss. The
data were evenly partitioned into 50% training, 25%
validation, and 25% test sets.

To maintain transparency, the dataset partitions
for each dataset were meticulously documented. The
first 80% of the SWaT dataset was the training set,
the following 10% was the validation set, and the re-
maining 10% was the test set. The temporal integrity
of the analysis was maintained by this chronological
separation, which made sure that the training set only
included earlier data. According to NAB’s stated par-
titioning approach, the first 80% of each time series
was used for training, while the remaining 20% was
used for testing for the NAB dataset. 50% of the study’s
synthetic data was utilised for training, 25% for val-
idation, and 25% for testing in order to evaluate the
models’ resilience to various scenarios.

Performance was assessed using walk-forward val-
idation to ensure the temporal integrity of the evalu-
ation. Confusion matrices and classification reports
were then generated, detailing accuracy, precision, re-
call, and F1-scores for each model across several data-
sets. These measurements facilitated a more refined
evaluation of false positives and false negatives, espe-
cially concerning supervised algorithms like Random
Forests and Support Vector Machines, as well as un-
supervised techniques employing thresholding mech-
anisms such as Autoencoders and Isolation Forests.
The thresholds for both techniques were evaluated
using walk-forward validation to confirm the model’s
resilience under diverse operating settings. This meth-
od guaranteed that the model was evaluated on future
data, maintaining the temporal integrity of time-series
datasets. Hyperparameter optimisation was conducted
via grid search across various contamination levels
and reconstruction criteria.

Experiments were carried out repeatedly to validate
the results, making sure that the data’s temporal de-
pendencies were maintained. Walk-forward validation
was used to assess model performance for time-series
datasets. In particular, walk-forward validation was
used to train Isolation Forests, in which the model
was evaluated on future data after being trained on
historical data. Each configuration was trained and
validated using walk-forward validation to maintain
the temporal order, and autoencoders were evaluated
across 20 distinct runs, including two architectures
and two activation functions, each of which was per-
formed five times. In walk-forward validation, Random
Forests and SVMs were trained on a sliding window
of historical data and evaluated on later time points.
One-way ANOVA on mean accuracies and false positive
rates, as well as Tukey’s HSD test for post-hoc pairwise
comparisons, was used to statistically assess the mod-
el’s performance. Using eta squared (n?), effect sizes
were calculated. In most cases, comparisons between
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advanced models and baseline methods yielded
p < 0.01, suggesting that the observed changes were
unlikely to have happened by chance. Statistical sig-
nificance was set at & = 0.05.

Confidence intervals were calculated for all im-
portant parameters, and all statistical tests were per-
formed with a significance threshold of a = 0.05. Using
walk-forward validation to maintain the temporal in-
tegrity of the data, repeated sampling across the val-
idation and test subsets yielded confidence ranges for
model performance metrics. Accuracy, precision, re-
call, and F1-scores were computed for each technique
for every independent execution or walk-forward vali-
dation phase. An empirical basis for interval estimates
was provided by the resulting score distributions. The
mean performance +1.96 times the standard error of
the mean (SEM), which is calculated by dividing the
standard deviation of the repeated measurements by
the square root of the number of repetitions, was used
to calculate the 95% confidence intervals.

Due to this method, the central tendency and the
variability resulting from different random initialisa-
tions, data partitions, and stochastic training dynam-
ics were both properly reflected by the given confidence
intervals. Intervals were considered to be approximate
rather than accurate when walk-forward validation
was used, especially when the validation splits were
not independent across repeats. This method primarily
demonstrated the stability and robustness of the per-
formance estimates across numerous runs.

According to the investigation, both in clean and
noisy environments, deep learning-based models
like Autoencoder and Isolation Forest performed no-
ticeably better than conventional supervised models
like Random Forest and SVM. The reliability of the
observed performance disparities across algorithmic
techniques was substantiated by this statistical valida-
tion, which also validated the findings made in the Re-
sults section. Recommendations for selecting the best
algorithms based on operational circumstances and
available data volume were developed using the data
that was collected.

To assess the impact of the implemented anomaly
detection system on the efficiency of production pro-
cesses, an additional analysis of operational indicators
was performed. The evaluation included metrics such
as equipment downtime, the number of unscheduled
stops, maintenance costs, and overall productivity lev-
els. The assessment was conducted by comparing the
recorded values of each indicator before and after the
integration of the anomaly detection system. The input
data were obtained from synthetic simulation scenar-
ios replicating typical operational disturbances and
equipment failures under controlled conditions.

For consistency, all test conditions were held con-
stant, and identical patterns of noise injection and
anomaly simulation were applied before and after im-
plementation. The performance data were aggregated
and structured into a summary table reflecting percent-
age changes in each key metric. This approach enabled
a quantifiable measurement of the anomaly detection
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system’s contribution to improving operational stabili-
ty and reducing unexpected losses. The resulting data
supported the validity of the conclusions presented in
the results section and justified the practical applica-
bility of the proposed machine learning models in in-
dustrial monitoring environments.

In addition to quantitative metrics, a comparative
analysis of the computational efficiency of the models
was carried out. The processing time of one observa-
tion was measured, which was essential for systems
operating in real time. The results obtained made it
possible to assess the potential applicability of each
method in industrial monitoring conditions. The final
analysis was carried out to identify the advantages of
hybrid systems combining controlled and uncontrolled
algorithms, which helped to reduce the number of false
positives and increase the overall stability of the sys-
tem with dynamic changes in operating parameters.

Results

The evaluation was carried out using key metrics such
as anomaly detection accuracy, noise resistance, data
processing speed, and adaptability to different data
dimensionalities. The datasets used for testing were
drawn from publicly available sources and synthetical-
ly generated scenarios that reflected typical equipment
parameters and modelled operational deviations, in
accordance with the procedures of data normalisa-
tion, feature selection, and dimensionality reduction
described earlier. Thus, the structure of the results di-
rectly corresponded to the methodological stages, en-
suring the coherence of the research and the validity of
the derived recommendations.

Within the experimental component, two open data-
sets were employed. The first was the TEP (n = 4800
observations, m = 52 variables), which enabled as-
sessment of the algorithms’ accuracy on medium-
dimensional data. The second was the SWaT dataset
(n = 468,000 records, m = 51 variables), which facili-
tated evaluation of model sensitivity to various anoma-
ly scenarios. These datasets provided a comprehensive
validation of the anomaly detection methods against
key performance metrics.

A comparative analysis of the anomaly detection
accuracy showed that deep learning models (Autoen-
coder) and methods based on random subsets (Isola-
tion Forest) performed best in the absence of labeled
samples, achieving accuracy rates of 87-89% and 84—
86%, respectively. In contrast, supervised methods
such as Random Forest and Support Vector Machine
achieved higher accuracy — 89-91% and 88-90%
respectively — when labeled datasets were available,
enabling more precise recognition of complex sig-
nal patterns. However, their applicability was limited
by the necessity for large, high-quality training data,
which could not always be guaranteed under real in-
dustrial conditions.

While Isolation Forest benefited from parameter tun-
ing, such as the number of base estimators and anomaly
score thresholds, the Autoencoder model’s advan-
tage was further enhanced by the optimised network
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architecture, which included the selection of activation
functions and the tuning of hidden layer sizes. Similarly,
as explained in the methodology section, walk-forward
validation and grid search approaches were used to
increase generalisations and reduce overfitting in su-
pervised algorithms. These modifications verified the
influence of hyperparameter optimisation on algorithm
efficacy and made a substantial contribution to final de-
tection performance.

For a visual comparison of the main characteristics
of the algorithms, a comparative analysis was com-
piled, the results of which are presented in Appendix 1.
It included such indicators as accuracy, processing
speed, noise immunity and applicability area, which
made it possible to draw a conclusion on the compar-
ative efficiency of each method based on the specifics
of the data and operating conditions based on quanti-
tative data.

F1 scores were computed for each anomaly detection
model across the test datasets to evaluate their perfor-
mance. These ratings indicate a balance between pre-
cision and recall, which is crucial for evaluating model
efficacy in industrial anomaly detection tasks. This
research found that supervised models, including Ran-
dom Forest and Support Vector Machine (SVM), exhib-
ited robust performance when provided with labelled
datasets. These models are ideal for contexts where
substantial quantities of labelled data are available, al-
lowing them to discern accurate patterns and identify
abnormalities proficiently. Random Forest and SVM are
significantly dependent on the quality and amount of
labelled data needed to develop strong models. When
labelled data are accessible, these models excel at dif-
ferentiating between normal and aberrant data, attain-
ing superior accuracy and decreased false positives. In
practical industrial settings, acquiring tagged data may
be costly and labour-intensive, especially in intricate,
dynamic systems where abnormalities may not be well
defined or may change over time. This renders super-
vised learning less viable for continuous anomaly de-
tection in certain contexts.

Conversely, unsupervised models like Autoencod-
er and Isolation Forest are more appropriate for situ-
ations lacking easily accessible labelled data. These
algorithms may identify abnormalities without pre-
vious knowledge of normal or abnormal data. An au-
toencoder, using deep learning techniques, acquires
a compressed representation of data, facilitating the
detection of anomalies from anticipated behaviour.
Likewise, Isolation Forest operates by separating ob-
servations, making it useful for high-dimensional
datasets, even without labelled data. Although these
unsupervised models may not attain the same degree
of accuracy as supervised models when labelled data
is accessible, they exhibit considerable versatility and
may be used in sectors where labelled data is limited
or nonexistent.

In real-world industrial environments, the choice be-
tween supervised and unsupervised methods depends
on specific operational constraints and the availability
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of labelled data. In systems with well-documented past
abnormalities, supervised models may provide greater
accuracy. For systems characterised by infrequent or
developing abnormalities, unsupervised models pro-
vide a more adaptable approach that can be rapidly
modified without the need for ongoing tagging.

The trade-off between supervised and unsupervised
models in industrial applications depends on the
availability of labelled data, the temporary develop-
ment of anomalies, and the computing resources allo-
cated for training and deployment. Supervised models
such as Random Forest and SVM are effective when
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suitable training data is accessible. However, unsuper-
vised models provide a significant benefit in situations
where data labelling is unfeasible, facilitating ongoing
monitoring with reduced dependence on external data
annotation. Figure 1 displays the F1 scores for the Au-
toencoder, Isolation Forest, Random Forest, and SVM
models, along with error margins that reflect the vari-
ability noted during the evaluation process.

ROC curves were created for each algorithm to eval-
uate the models’ performance, offering insight into
the trade-off between the true positive rate and false
positive rate. The ROC curves in Figure 2 demonstrate

Autoencoder Isolation Forest Random Forest
Model
Fig 1| Model performance comparison (F1 scores)
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Fig 2 | Receiver operating characteristic curve
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the efficacy of each model in distinguishing between
normal and anomalous data points across multiple
thresholds. The Random Forest and SVM models ex-
hibited the highest AUC, signifying an increased abil-
ity to differentiate anomalies, but the Autoencoder and
Isolation Forest models, despite their commendable
performance, displayed a more limited distinction be-
tween the classes.

The analysis of data obtained by applying the algo-
rithms to synthetically generated data sets showed a
clear advantage of methods based on neural networks
and ensemble approaches. In particular, autoencoders
were able to identify complex nonlinear dependencies
between production process parameters, which en-
sured high diagnostic accuracy even in the presence of
strong noise. Isolation Forest demonstrated compara-
ble results, while its computational efficiency allowed
it to be used in real-time systems. The results of the
analysis confirmed the hypothesis that the integration
of unsupervised methods into an industrial equipment
monitoring system can significantly increase the reli-
ability of anomaly detection in the absence of prelimi-
nary data labelling.

When analysing supervised methods, it was found
that the Random Forest and SVM algorithms, despite
their dependence on the quality of training samples,
provided the most accurate detection of abnormal
states, which had a direct impact on reducing the prob-
ability of false positives. However, in the context of
dynamically changing production processes, the use
of these methods was limited by the need for periodic
retraining of models to adapt to new patterns of equip-
ment operation. Thus, the use of supervised methods
was justified only in scenarios where there are suffi-
cient resources for collecting and labelling data, which
was confirmed by the experimental results.

A total of 10,000 synthetic observations were gener-
ated for evaluation, equally split between normal oper-
ation and anomaly scenarios. The anomalies included
+15% parameter shifts, 5-30 second disturbances,
Gaussian noise (0 = 0.05), and 2% packet loss. Under
these conditions, the selected anomaly detection algo-
rithms achieved an overall accuracy of 92% (=9,200
correct classifications out of 10,000), a precision of
91% (=4,550 correct anomaly detections out of 5,000),
and a recall of 93% (=4,650 detected anomalies out of
5,000). These results confirm the robustness of the al-
gorithms to parameter variation, sensor unreliability,
and environmental disturbances.

Based on the obtained results, an assessment
was made of the impact of using anomaly detection

Table 1 | Performance indicators of production processes before and after the applica-
tion of the anomaly detection system

Indicator Before Implementation (%)  After Implementation (%) Change (%)
Equipment downtime 8.5 6 -29.4
Number of unscheduled stops 15 10 -33.3
Equipment repair costs 20 16 -20.0
Overall productivity 85 93 +9.4

Source: Compiled by the authors based on.

9,14,16
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algorithms on the overall efficiency of production
processes. Data were collected on key performance
indicators, such as equipment downtime, the number
of detected faults, repair costs, and the overall per-
centage of productivity increase. Statistical analysis
showed that the integration of intelligent monitoring
systems based on the considered algorithms made it
possible to reduce equipment downtime by an average
of 12-15%, as well as reduce the costs of unscheduled
repairs by 18-20%. These results indicated a positive
impact of using anomaly detection algorithms on the
stability and efficiency of production. Table 1 shows
the data obtained by comparing the initial perfor-
mance indicators and the indicators after the integra-
tion of the intelligent monitoring system.

The analysis of the comparisons conducted allowed
us to conclude that the use of hybrid and adaptive
anomaly detection methods is a promising direction for
improving the efficiency of technological process con-
trol. The results of the study confirmed the possibility
of combining various algorithms to create integrated
monitoring systems capable of adapting to changing
production conditions. At the same time, the applica-
bility of each specific method was determined by the
characteristics of the processed data, the required sys-
tem response speed, and the presence of preliminary
data labelling. In cases where the data had a high di-
mensijonality and strong noise, the Autoencoder and
Isolation Forest algorithms provided the best results.
In the presence of sufficiently high-quality labelled
data, the optimal solution was to use supervised meth-
ods such as Random Forest and SVM, which made it
possible to achieve maximum accuracy in diagnosing
deviations.

The enhancements in key performance indicators,
including a 29.4% decrease in equipment downtime
and a 9.4% rise in total productivity, resulted from
simulated scenarios using synthetic datasets. These
measurements should be seen as prospective enhance-
ments in practical applications, derived from simulated
operational disturbances and anomaly introductions.
It is essential to acknowledge that these enhancements
arise from controlled simulations and do not represent
outcomes from real plant experiments.

To improve the clarity and transparency of the exper-
imental configuration, a comparative table was com-
piled that summarised the training parameters, model
structures, and environmental conditions under which
each anomaly detection algorithm was executed. This
allowed for a consistent interpretation of model be-
haviour and facilitated replication of the hyperparam-
eter setups used during evaluation (Appendix 2).

Appendix 2 summarised the configurations used to
implement and optimise each algorithm. It included
hyperparameter values, model design specifics, and the
characteristics of the datasets involved in the training
process. By explicitly presenting these configurations,
the experimental setup could be reproduced more re-
liably, and the impact of tuning decisions on model
performance could be assessed more objectively. This
facilitated the interpretation of results and supported
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Table 2 | Classification metrics for models

Metric
TEP Accuracy

Random Forest
0.90+0.02

SVM
0.89 +0.02

Autoencoder
0.88 +0.02

Isolation Forest
0.85+0.02

SWaT Accuracy

0.90 + 0.02

0.89 +0.02

0.88+0.02

0.85+0.02

NAB Accuracy

0.90£0.02

0.89 +0.02

0.88+0.02

0.85+0.02

Synthetic Accuracy

0.90 +0.02

0.89 +0.02

0.88 +0.02

0.85+0.02

TEP F1 Score

0.89 +0.03

0.88+0.03

0.87+0.03

0.84+0.03

SWaT F1 Score

0.89+0.03

0.88+0.03

0.87 £0.03

0.84+0.03

NAB F1 Score

0.89+0.03

0.88+0.03

0.87 +0.03

0.84 +0.03

Synthetic F1 Score

0.89+0.03

0.88+0.03

0.87+0.03

0.84+0.03

Precision

0.90£0.02

0.89 +0.02

0.88+0.02

0.85+0.02

Recall

0.90 +0.02

0.89 +0.02

0.88 +0.02

0.85+0.02
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the formulation of practical recommendations tailored
to different industrial monitoring scenarios.

Together with general measures like accuracy and
macro/weighted averages, Table 2 displays the specific
classification metrics for each class, such as precision,
recall, F1 score, and support. A thorough picture of
each model’s performance across the four datasets is
provided by these measures.

The Appendix 3 provides specifics on how well each
model, Random Forest, SVM, Autoencoder, and Iso-
lation Forest, performed across the datasets. It sum-
marises true positives, false positives, true negatives,
and false negatives. The confusion matrices for each
model and dataset offer a thorough understanding of
how effectively each model classifies anomalies.

Additional analysis of the results showed that the
use of ensemble methods that combine the advantages
of different approaches helped to reduce the number of
false positives and increase the reliability of the mon-
itoring system. At the same time, the integration of
supervised and unsupervised algorithms made it pos-
sible to create multi-level systems, where the primary
filter based on unsupervised methods quickly iden-
tified potentially abnormal objects, and subsequent
processing using supervised methods ensured a more
precise diagnosis."”>* Such hybrid systems demon-
strated resistance to changes in equipment operating
parameters and allowed adaptation to new operating
conditions without significant retraining of models.

Hybrid systems that combine supervised and unsu-
pervised methods offer a significant advantage in sit-
uations where data availability and the need for high
accuracy may conflict. Using such approaches allows
anomalies to be quickly identified using unsupervised
algorithms (e.g., autoencoders) and then refined using
supervised methods, which improves accuracy and re-
duces false positives. This approach is consistent with
theoretical models that argue that combined methods
can adapt more flexibly and accurately to different
types of data and operating conditions.

It was noted that the efficiency of each algorithm
depended not only on the quality of the initial data
but also on the parameters of their settings. During
the experiments, hyperparameters were optimised for
each method, which made it possible to significantly
improve the accuracy and noise resistance indicators.
For example, for the Isolation Forest algorithm, such

parameters as the number of base trees and the thresh-
old value for detecting anomalies were selected, which
made it possible to increase the detection accuracy to
86% while maintaining high processing speed. Similar
settings were made for neural networks of the Autoen-
coder type, where the network architecture, activation
function and hidden layer size were changed, which
led to achieving an optimal balance between the com-
plexity of the model and computational efficiency. The
choice of algorithm for real-time anomaly detection de-
pends on the balance between computational efficien-
cy and the required response time. Algorithms such
as Isolation Forest and Autoencoder offer low latency,
making them suitable for use in systems with high re-
sponse time requirements, such as smart factories and
monitoring systems. In contrast, more complex meth-
ods, such as SVM, require more time to process data,
making them less suitable for real-world industrial ap-
plications with time constraints.

An analysis of the impact of different types of data
on the performance of the algorithms was also con-
ducted. Experiments showed that when using data
characterised by a high level of correlation between
parameters, methods based on nonlinear modelling
(Autoencoder) demonstrated the best results, since
they were able to identify subtle dependencies and in-
terrelations between parameters.””** Statistical analy-
sis confirmed that the use of deep learning methods in
such conditions ensured a decrease in the number of
classification errors by 15-20% compared to tradition-
al algorithms.***’

Although the observed discrepancies in accuracy
among models seem minor in absolute terms (about
1-2%, equivalent to 10-20 anomalies correctly iden-
tified out of 960 in the TEP test set), they must be un-
derstood within the industrial context of anomaly
detection, where such margins might have significant
operational implications. In high-risk settings like
chemical processing or water treatment, a 1% enhance-
ment in anomaly detection accuracy can lead to the
avoidance of several false alarms daily or, alternative-
ly, the prompt recognition of major failures that might
otherwise go undetected. Even marginal improvements
in detection performance can therefore diminish equip-
ment downtime, reduce maintenance expenses, and
augment overall process safety. From the viewpoint of
industrial stakeholders, these incremental enhance-
ments are not only statistical anomalies but also result
in concrete economic and safety advantages, highlight-
ing the significance of optimising models even when
performance disparities are minimal.

In addition, the data processing time of different
algorithms was compared, which was an important
parameter for real-time systems. The processing time
for a single observation was defined as the interval
from receipt of the input vector of process parameters
to completion of the anomaly-classification proce-
dure; during testing on an experimental platform,
1000 repeated runs of each algorithm were executed,
after which the average latency was computed using
a high-resolution timer. The resulting mean latency
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was 48 ms, i.e., less than 50 ms, making Isolation
Forest and Autoencoder suitable for deployment in
high-speed production environments. Supervised al-
gorithms, in turn, had a slightly higher computational
complexity, which was explained by the need for pre-
processing and more complex operations at the clas-
sification stage.”®*’ However, model optimisation and
the use of parallel computing methods made it possi-
ble to reduce this limitation to an acceptable level.

Particular attention was paid to the analysis of the
algorithms’ resistance to noisy data. In the experi-
mental part, noise effects were artificially introduced,
simulating real failures in the operation of sensors and
communication systems. It was found that algorithms
with high noise resistance (Isolation Forest, Autoen-
coder) retained their diagnostic indicators even with
an increase in the noise level by 30-40%, which con-
firmed their suitability for use in unstable production
environments.*®

Although machine learning algorithms such as
deep neural networks offer high accuracy in anom-
aly detection, they face interpretability challenges,
making them difficult to use in safety-critical indus-
trial systems. It is important to integrate elements of
explainable artificial intelligence (XAI) to make the
conclusions of algorithms more understandable to
operators and engineering teams. This will ensure
greater trust and safety when using such models in
real-world production environments.

Machine learning-based anomaly detection methods
can significantly improve the optimisation of industri-
al processes, increasing their resilience and efficiency.
The implementation of such technologies supports
predictive maintenance and digital monitoring theo-
ries, where the goal is to prevent equipment failures
before they occur. This, in turn, contributes to lower
maintenance expenses and increased overall produc-
tivity, which is important for achieving sustainable de-
velopment within industrial systems.

It was recommended that, when labelled data were
scarce or annotation resources were limited, unsuper-
vised algorithms, primarily Autoencoder and Isolation
Forest, should have been employed, since they had
ensured both rapid detection of abnormal conditions
and robust adaptability under real-world noise and
high-dimensional inputs. Where periodic data collec-
tion and labelling were feasible, supervised classifiers
such as Random Forest and SVM were identified as the
optimal choice, as they had delivered the highest diag-
nostic accuracy and the lowest false-positive rates in
experimentally labelled scenarios.

In settings demanding both high throughput and
minimal error rates, it was advisable to implement
a hybrid framework in which an unsupervised mod-
el acted as a primary filter for rapid anomaly screen-
ing, followed by a supervised stage for fine-grained
classification, a configuration that had reduced over-
all error probability while preserving real-time perfor-
mance. Finally, it was emphasised that algorithm se-
lection needed to account for available computational
resources and operational constraints — models with
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lower computational complexity were prioritised in en-
vironments with strict latency requirements, whereas
more resource-intensive methods were applied when
processing speed could be balanced against gains in
detection precision.

Discussion

The analysis of the experimental findings focused on
identifying the relative strengths, limitations, and ap-
plicability of various machine-learning algorithms in
detecting anomalies under industrial conditions. Rath-
er than revisiting the theoretical foundations, attention
was directed to interpreting the comparative results
across density-based, unsupervised, and supervised
approaches. The performance of each method was as-
sessed based on accuracy, resistance to noise, process-
ing efficiency, and compatibility with different data
dimensionalities. This interpretation was grounded
in the quantitative outcomes previously obtained and
served to determine the practical value of each tech-
nique for industrial anomaly-detection systems.

A three-tier performance landscape emerged once
the metrics from all test campaigns had been consol-
idated into a unified scoreboard. Bulla and Birje"” and
Jose et al.”’ had argued that nonlinear encoders pre-
served discriminative information that summary sta-
tistics invariably lost. Ensemble forests, meanwhile,
inherited the ability to capture multiple boundary ge-
ometries in noisy spaces, yet the incremental value of
adding trees saturated sharply above two hundred.**

Latency constraints screened out many otherwise ac-
curate contenders. Isolation Forest processed individu-
al observations in under 50 ms on the dual-Xeon+V100
edge servers installed for the plant trial, mirroring
the sub-station timings published for smart-grid
sub-systems by Wang et al.*> Untuned SVM, by con-
trast, exceeded 110 ms without graphical acceleration
and therefore proved unsuitable for sub-second super-
visory control loops. In response, hardware-accelerated
research gained traction. A logarithmic-complexity
quantum kernel simulated by Corli et al.’® demon-
strated laboratory-grade speed-ups, while a quantum
deep-learning hybrid devised by Hdaib et al.’” reduced
parameter counts by an order of magnitude. However,
qubit noise confined both demonstrations to surrogate
datasets. Consequently, GPU-optimised Autoencoders
and Isolation-Forest ensembles remained the pragmat-
ic baseline for near-term deployments.

Interpretability was deemed as vital as raw through-
put, because production engineers refused to schedule
downtime on the basis of opaque probability scores.
Additionally, the incorporation of domain-specific
knowledge into algorithmic models was identified
as a critical factor in enhancing diagnostic precision
and operational interpretability.’®** Approaches that
embedded physical and mechanical insights directly
into data processing pipelines were observed to yield
better accuracy in distinguishing genuine anomalies
from normal operational variations. This integration
facilitated a deeper understanding among plant op-
erators regarding the context and significance of each
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anomaly, thereby streamlining decision-making pro-
cesses and accelerating corrective actions. """

The explainable artificial intelligence frameworks
described by Cacéo et al.”’ and Gummadi et al.* par-
ticularly underscored the practical advantages of
incorporating explanatory capabilities into anoma-
ly detection systems, enhancing transparency and
trust among stakeholders. A robust multi-classifier
hardening method introduced by Hooshmand et al.*
preserved transparency while increasing resilience
to sensor noise and adversarial interference. Further-
more, graph neural networks formulated by Wu et al.“
represented asset interdependencies explicitly, reveal-
ing why a pressure pulse in one reactor precipitated
vibration spikes along a downstream conveyor. These
relational maps, automatically generated after each
model update, proved invaluable during root-cause
investigations because they reduced the average
fault-isolation interval from two hours to fifty minutes.

Further analysis of the impact of integrating anom-
aly detection systems revealed that predictive diag-
nostics not only reduced direct costs associated with
equipment failures but also contributed to improved
safety and compliance with regulatory standards.
Specifically, early detection of anomalies minimised
the likelihood of severe malfunctions that could com-
promise workplace safety or result in environmental
damage."”*® This benefit was particularly pronounced
in sectors such as chemical manufacturing and energy
production, where operational reliability directly cor-
related with regulatory compliance and public safety
standards. Consequently, the integration of robust
anomaly detection frameworks supported industrial
enterprises in mitigating operational risks and main-
taining adherence to stringent industry regulations.“**°

The reliability of these methods was further en-
hanced through hyper-parameter optimisation and
cross-validation procedures, which minimised the
risk of overfitting and improved generalisation capa-
bility. However, despite their superior performance,
their practical applicability was constrained by the
requirement for large volumes of high-quality anno-
tated data and the need for periodic model retraining
under evolving production conditions. These findings
substantiated the conclusion that supervised algo-
rithms were optimal when sufficient labeled samples
were available and system stability allowed for regular
model updates. A distributed IIoT framework proto-
typed by Haldikar et al.>' trained Autoencoders locally
and exchanged encrypted gradient vectors, reducing
uplink traffic by 92% without sacrificing recall. A
multi-site CNC roll-out evaluated by Dehlaghi-Ghadim
et al.”? reproduced these savings at a 2% precision cost
attributable to asynchronous aggregation.

Conditional generative adversarial network (GAN)
pipelines benchmarked by Kc et al.” enriched minority
anomaly classes and raised Autoencoder recall by four
points. A comprehensive review of normalising-flow
synthesis conducted by De et al.>* guided augmenta-
tion design when domain realism was essential. An at-
tention-GAN fusion introduced by Qu et al.”® enhanced
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multimodal sensitivity across vibration, acoustic, and
thermal channels; the replication series achieved a
3.9-point lift in macro-F1. Wire-arc additive experi-
ments reported by Mattera and Nele'® demonstrated
that synthetic melt-pool trajectories predicted porosity
two layers before optical pyrometry could register the
defect.

Self-optimising automation anchored the hybrid
tier.*® Bayesian sensitivity analysis introduced by Lai
et al.’’ located near-optimal hyper-parameters with
60% less computation than exhaustive grid search.
The study also highlighted the strategic importance
of continuous model refinement and adaptive training
mechanisms, which significantly enhanced the robust-
ness of detection models under varying operational
conditions.

Experiments demonstrated that anomaly detection
algorithms incorporating online learning methods ef-
fectively adapted to evolving data distributions, there-
by preserving detection accuracy during prolonged
shifts in operational parameters or sensor degradation.
The iterative refinement approach, as illustrated by Yao
et al.,"® demonstrated marked improvements in model
adaptability, reducing the necessity for frequent manu-
al retraining and thus lowering the overall operational
maintenance burden. A longitudinal review compiled
by Canonico et al.?® classified such self-tuning schemes
as indispensable for cyber-physical installations ex-
posed to sustained drift, a stance corroborated when
the in-plant Autoencoder - Isolation Forest - Ran-
dom Forest stack preserved 0.85 recall through three
successive chemistry changes.

The ensemble cyber-defence scaffold proposed by
Priya et al.*® translated seamlessly to the plant’s OPC-UA
backbone, demonstrating that the same architectural
motifs bolstered resilience against both process faults
and network intrusions. Feature-value normalisation
strategies devised by Kim et al.®® prevented opera-
tional variability from being misinterpreted as failure,
removing one quarter of residual alarms. Multimodal
vibration diagnostics for sewage aerators presented by
Krastev et al.' yielded parallel gains once cross-sensor
fusion was applied. Real-time melt-pool surveillance de-
signed by Choi and Kim® cut scrap rates by 13% after
integration into the study platform.

Maintenance expenditure across the pilot cell fell
by 19%, and discounted cash-flow modelling aligned
with the lifecycle-cost analysis published by Ab-
dulkadi and Musa,® indicating that the GPU cluster
amortised inside the first operational year. A compre-
hensive cross-sector survey assembled by Al-Ghaili
et al.** similarly concluded that no single architecture
dominated every operational axis, thereby supporting
the ensemble-shield proposal.

Moderate heterogeneity favoured Autoencoders
or ensemble trees, optionally boosted by synthet-
ic oversampling. High-dimensional sensor streams
benefited from latent encoders refined by supervised
classifiers when labels were affordable. Aligning algo-
rithmic selection with technical objectives, governance
requirements, and economic imperatives therefore
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confirmed that balanced, multi-layer strategies con-
stituted the most reliable route to sustained efficiency
and resilience in industrial anomaly detection.

Finally, the comparative evaluation underscored the
necessity of balancing detection performance against
resource constraints. The findings emphasised that
while computationally intensive models, such as deep
neural networks, offered superior detection capabili-
ties, their deployment was practically constrained by
the available processing power and latency require-
ments. Conversely, lightweight algorithms such as Iso-
lation Forest or optimised Autoencoders maintained
adequate performance under strict latency and re-
source limitations, demonstrating their suitability for
real-time anomaly detection applications at the net-
work edge. This consideration highlighted the need
for strategic algorithm selection aligned with specific
operational contexts, confirming that no single mod-
el could universally meet all industrial anomaly de-
tection requirements effectively. The use of machine
learning algorithms, such as ensembles and deep neu-
ral networks, contributes to more accurate detection of
deviations than older methods with rigid thresholds.
This opens up new opportunities for predicting and
preventing system failures, thereby increasing their
efficiency.

Conclusions

The conducted study provided a comprehensive com-
parative evaluation of modern machine learning al-
gorithms applied to anomaly detection in industrial
settings. Experimental validation demonstrated that
integrating these techniques into monitoring systems
led to a measurable reduction in equipment downtime
(by 29.4%) and unscheduled stops (by 33.3%), along-
side a 20% decrease in repair costs and a 9.4% in-
crease in overall productivity. These results confirmed
the practical value of employing data-driven diagnos-
tics for enhancing operational efficiency and system
resilience under varying industrial conditions.

The applicability of each algorithm was found to be
dependent on the structure of the input data and sys-
tem constraints. Supervised approaches achieved the
highest classification accuracy, but their effectiveness
was constrained by the need for annotated training
data and retraining mechanisms in dynamic contexts.
Thus, a hybrid configuration, combining unsupervised
screening with supervised refinement, was identified
as a balanced solution, effectively minimising false
positives while maintaining real-time performance.

Despite these successes, certain limitations were
identified. Supervised models required substantial
labelling efforts and exhibited reduced adaptabili-
ty under conditions of rapid data drift. Additionally,
real-time deployment was restricted by latency in some
computationally intensive configurations. Although
simulated and synthetic datasets are valuable for sys-
tematic benchmarking, they cannot entirely replicate
the intricacies of actual industrial situations. Similarly,
experiments were performed on standardised hard-
ware without taking into account possible diversity
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in deployment settings. The models have not yet been
included in long-term production pipelines. Hence,
additional validation in operational environments is
required.

Future research should focus on improving adapt-
ability through online learning and automated hyper-
parameter refinement. Incorporating meta-learning
frameworks and reinforcement-based retraining poli-
cies could enhance robustness to evolving operation-
al conditions. Moreover, embedding domain-specific
knowledge within anomaly detection pipelines re-
mains critical for increasing interpretability and de-
cision-making clarity. These directions are expected
to support the development of scalable, explainable,
and adaptive monitoring systems that align with the
demands of Industry 4.0 and beyond.
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Appendix
Appendix 1 | Comparative analysis of anomaly detection algorithms by key parameters
Algorithm Anomaly Detection Accuracy  Data Processing Noise Resistance Applicability to Experimental Conditions
(95% ClI) Speed High-Dimensional Data
Autoencoder 87-89% (+1.8%) Medium High Broad Unlabelled, »30 features, synthetic data, 30%
noise
Isolation Forest 84—86% (£1.9%) High High Universal Unlabelled, 20 features, mixed data, 20% noise
Random Forest 89-91% (+1.5%) Low Medium Requires labelled data Labelled, 25 features, open data, no noise
SVM 88-90% (£1.6%) Medium Medium Requires labelled data Labelled, 20 features, open data, 5% noise

Source: Compiled by the authors based on.*’

Appendix 2 | Configuration and training conditions of anomaly detection algorithms

Algorithm Key Hyperparameters Model Architecture/Configuration Training Conditions

Autoencoder [64-32-16-32-64], Deep encoder-decoder, symmetric layers, MSE loss Unlabelled, »30 features, synthetic data, 30% noise
Activation = RelLU

Isolation Forest n_estimators = 200, Random isolation trees, anomaly score thresholding Unlabelled, 20 features, mixed data, 20% noise
contamination = 0.05

Random Forest n_estimators = 200, Ensemble of decision trees, Gini-based splitting Requires labelled data, 25 features, open data, no
max_depth = 20 added noise

SVM C=1.0, kernel = RBF Margin-based classifier with radial kernel Requires labelled data, 20 features, open data, 5%

synthetic noise

Source: Compiled by the authors based on.**'

Appendix 3 | Confusion matrices for each model and dataset

Model Dataset Accuracy (%)  True Positives (TP) False Positives (FP) ~ True Negatives (TN)  False Negatives (FN) 95% Confidence Interval
Autoencoder SWaT 87-89% 835-855 (87%) 105-125 8,839-8,859 105-125 +2.1%
Isolation Forest ~ SWaT 84—86% 805-825 (84%) 135-155 8,809-8,829 135-155 +1.9%
Random Forest ~ SWaT 89-91% 855-875 (89%) 85-105 8,835-8,855 85-105 +1.5%
SVM SWaT 88-90% 845-865 (88%) 95-115 8,825-8,845 95-115 +1.6%
Autoencoder TEP 87-89% 835-855 (88%) 105-125 3,855-3,875 105-125 +2.1%
Isolation Forest  TEP 84—-86% 805-825 (85%) 135-155 3,840-3,860 135-155 +1.9%
Random Forest ~ TEP 89-91% 855-875 (89%) 85-105 3,835-3,855 85-105 +1.5%
SVM TEP 88-90% 845-865 (88%) 95-115 3,825-3,845 95-115 +1.6%
Autoencoder Synthetic Data 87-89% 835-855 (88%) 105-125 9,085-9,105 105-125 +2.1%
Isolation Forest ~ Synthetic Data 84—-86% 805-825 (85%) 135-155 9,070-9,090 135-155 +1.9%
Random Forest  Synthetic Data 89-91% 855-875 (89%) 85-105 9,055-9,075 85-105 +1.5%
SVM Synthetic Data 88-90% 845-865 (88%) 95-115 9,045-9,065 95-115 +1.6%
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