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ABSTRACT
This paper introduces an integrated mathematical 
model for managing cyber risks in maritime transport 
systems. The model combines the Analytic Hierar-
chy Process (AHP), Failure Mode and Effects Analy-
sis (FMEA), Bayesian probability updating, reliability 
assessment methods, and decision support system 
(DSS) optimization mechanisms. Its goal is to quan-
titatively assess and reduce risks from cyberattacks 
targeting primary autonomous surface vessels and 
port-based energy infrastructures equipped with en-
ergy storage systems and soft open point technolo-
gies. Using a multi-criteria evaluation framework, the 
research performs comprehensive risk quantification, 
dynamically updates the probabilities of cyber inci-
dents, and examines the technical and operational 
impacts of cyber interference on system performance. 
Three operational scenarios are analyzed: normal op-
eration, cyberattack, and adaptive mitigation, to show 
how risk levels vary and how decision support algo-
rithms can effectively restore system stability. Results 
indicate that cyber threats may significantly increase 
overall risk levels, while adaptive optimization within 
the decision support framework can reduce these 
risks and improve system resilience. This methodolo-
gy provides a scientific basis for developing adaptive 
cyber-resilience strategies for maritime transport and 
supports the future use of digital twins for vessels and 
port infrastructures as part of Smart Maritime Infra-
structure. The modeling showed that the integration 
of AHP–FMEA–BN allows reducing the total risk index 
by 23% for autonomous vessels and by 18% for port 
power systems compared to the baseline scenario. The 
scientific novelty of the study lies in the development 
of an adaptive model that combines multi-criteria 
assessment, failure analysis, and Bayesian probability 
updating for dynamic assessment of cyber risks in the 
maritime sector.
Keywords: AHP–FMEA–bayesian integration, Adaptive 
maritime cyber risk, Autonomous surface vessel secu-
rity, Port energy storage resilience, Decision-support 
optimisation

Introduction
In 2021, the International Maritime Organization 
(IMO) published the Maritime Cyber Risk Management 
Guidelines, which define the strategic framework for 
integrating cybersecurity into the ISM Code. These pro-
visions became the starting point for the formation of 
mandatory requirements for identifying vulnerabilities 
and implementing security measures in ship and port 
information technology systems. 

At the same time, recent years have seen a rapid in-
crease in the number and complexity of cyberattacks in 
the maritime industry. The most common ones include 
GPS spoofing, manipulation of AIS signals, and ran-
somware attacks that have led to the shutdown of ports 
and shipping companies. High-profile incidents at 
global carriers and European ports confirm that digital 
disruptions can have cascading effects in international 
supply chains. Also, despite the existence of interna-
tional guidelines and the first attempts to formalize ap-
proaches to cybersecurity in maritime transport, most 
existing research remains largely qualitative and does 
not focus on threat classification, scenario examples, 
or regulatory requirements, nor do they provide tools 
for systematic quantitative risk assessment. Therefore, 
the lack of integrated models makes it challenging to 
predict the consequences of attacks and select the most 
effective response measures, given limited resources.

The development of cyber risk management systems 
in maritime transport is of particular importance in 
the context of the digitalization of ship and port pro-
cesses. Papers1–3 consider approaches to assessing the 
resilience of security barriers and the formation of risk 
models based on the analysis of probabilistic networks 
that allow tracking the dynamics of operational threats 
in maritime operations. Studies4–6 are devoted to in-
creasing the operational flexibility of technical sys-
tems, including nuclear reactors, LNG terminals, and 
ship power plants, where adaptive control can reduce 
the risks of deviations from the normal mode. 

Intelligent approaches based on deep neural net-
works and machine learning methods are developed 
in,7–10 which propose models for predicting damage, 
assessing the consequences of collisions, and de-
termining the degree of degradation of autonomous 
vessel systems. Paper11 introduces the concept of quan-
titative risk analysis (BOQRA), which allows assessing 
the impact of barriers on the reliability of ship oper-
ations. In turn, papers 12–19 consider in detail the hu-
man factor-crew reliability assessment, risk analysis in 
confined spaces, and fuzzy-logic models for high-risk 
work, which is critical for the integration of technical 
and organizational safety elements. 

Studies20–23 emphasize the importance of environ-
mental and navigational risks in digital ports and 
transportation networks, in particular in the field of 
autonomous shipping (MASS) and congestion man-
agement. The authors of24–28 proposed algorithms for 
system control, route optimization, and mission risk 
management with limited data. The contribution of 
works29–32 is important, where integrated models of 
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predictive maintenance, adaptive mission control, and 
safety systems in Arctic conditions were developed. 

In the context of vessel technical reliability and 
operational safety, works33–35 consider financial, cri-
sis, and organizational risks in management systems, 
while36–41 focus on the engineering aspects of marine 
technologies, such as improving the efficiency of fuel 
systems, assessing the impact of hull geometry on ma-
neuverability, and using hydrogen and low-sulfur fu-
els. Studies42–43 focus on improving expert methods for 
assessing the risks of ship operations, creating proce-
dures for verifying results, and improving the accuracy 
of models. 

The other publications44–46 demonstrate the use of 
neural networks, 3D modeling, and ultraviolet tech-
nologies to improve the diagnosis and forecasting of 
the technical condition of ships and port equipment. 
They form the transition to modern digital twins and 
visual decision support systems. Finally, papers47,48 

summarize the methodology for assessing the reli-
ability of complex technical systems and provide a 
mathematical basis for the transition from binary to 
multi-state models, which is an important condition 
for building risk-based ship safety architectures. At 
the same time, studies49–50 emphasize the evolutionary 
nature of maritime transport security - from the for-
mation of historical precedents to the development of 
modern multicriteria indices for assessing sustainabil-
ity, assets, and the human factor in shipping systems.

In the context of adaptive multi-criteria modeling for 
maritime cyber risk management and resilience assess-
ment, the references cited cover a number of relevant 
aspects. In particular,51 proposes information-based 
risk management mechanisms suitable for adaptation 
in maritime digital infrastructures. In52,53 investigated 
algorithmic control of ship dynamic modes, which is 
important for adaptive real-time risk response, while54 
provides optimization approaches to logistics deci-
sions that are useful in conditions with a high degree 
of uncertainty,55 discusses the mathematical founda-
tions of classes of functions that can be used to build 
adaptive models based on a priori uncertainty in cyber 
threats, form an interdisciplinary basis for building 
models capable of multi-criteria analysis and enhanc-
ing cyber resilience in the maritime sector. 

Works56–59 and research60 focus on innovative tech-
nologies and technological adaptation as key factors 
in the development of modern management sys-
tems. Source61 emphasizes the need for dynamic and 
comprehensive models to improve the energy efficien-
cy of marine vessels in risky conditions. Research62 re-
veals cybersecurity challenges in the era of the Internet 
of Things and justifies the need for integrated ap-
proaches to assessing and minimizing cyber threats. In 
turn,63 demonstrates the relationship between risk 
indices and system resilience, which conceptually 
echoes the principles of resilience of technical and 
marine complexes.  Works64,65 establish the method-
ological foundations for taking into account hydrome-
teorological factors and their stochastic impact on ship 
movement patterns, which is an important component 

of adaptive performance and risk management mod-
els. Work66 reveals the nature of the main threats and 
challenges in the shipping industry, emphasizing the 
need for an integrated approach to maritime safety, 
including physical, technical, and informational as-
pects. Study67 is aimed at the operational optimization 
of ship maneuvering in risky situations, reflecting the 
practical implementation of the concepts of adaptive 
control and reactive stability. 

Recent studies also emphasize the importance of 
combining MCDM and FMEA for risk management. 
For example, Turgay et al.68 applied Fuzzy MCDM to 
ergonomic risks, demonstrating the flexibility of the 
approach for evaluating complex systems. Moham-
madi et al.69 extended classical FMEA for uncertain 
conditions in construction contracts. Ishtiaq et al.70 
used intuitive fuzzy logic to assess multifactorial psy-
chological risks. Unlike these works, our approach 
adapts AHP–FMEA–Bayesian Network to the marine 
environment, providing dynamic updates of probabili-
ties and stability indicators.

With this progress, most of the models out there are 
fragmented in their areas, some focusing on probabilis-
tic risk assessment, some on resilience evaluation, and 
none providing any unifying multi-criteria framework 
that could combine at least AHP, FMEA, and Bayesian 
reasoning within a DSS. Furthermore, the interaction 
between cyber resilience, operational reliability, and 
energy sustainability in port-ship systems has received 
limited quantitative treatment. This gap hinders the 
development of comprehensive models that could 
support adaptive, data-driven decision-making in 
real-time maritime operations.

Therefore, the aim of this study is to develop an 
integrated multi-criterion modeling framework for 
cybersecurity risk management in maritime trans-
port, incorporating AHP, FMEA, Bayesian updat-
ing, and DSS optimization for both port-centric and 
ship-centric systems. The proposed framework dy-
namically assesses risk propagation, evaluates resil-
ience recovery, and updates the priority of mitigation 
strategies based on the feedback received from opera-
tions. The applicability of the model is shown through 
quantitative scenario analysis, thus asserting that the 
model indeed preserves cyber-resilient maritime oper-
ations. The study represents a quantitative modeling 
and simulation approach focusing on cyber-resilience 
optimization in maritime operations.

At the first stage of model development, a rudimen-
tary risk matrix is formed that combines the proba-
bility of a threat and the severity of its consequences, 
which allows an initial ranking of potential cyber inci-
dents and identifying certain critical areas of maritime 
systems that need to be priority protected.

The matrix in Figure 1 (Probability vs. Consequence) 
is populated with representative cyber threats. Iso-risk 
contour lines indicate qualitative risk levels (Low to 
Very High). External annotations show positions of 
ransomware, GPS spoofing, phishing, insider misuse, 
and control system hack.
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In the context of adaptive multi-criteria modeling of 
maritime cyber risk management and resilience assess-
ment, the presented risk matrix serves as an initial tool 
for systematizing threats by probability of occurrence 
and severity of consequences,  allowing for a basic 
classification of incidents and identification of critical 
areas requiring priority protection. 

Motivation. The growth of automation and cyber 
dependency in maritime operations creates new risks 
that are not covered by traditional approaches to safe-
ty management; therefore, a model is needed that can 
combine the technical, human, and informational as-
pects of risk.

Research gap. Previous studies have rarely integrat-
ed multi-criteria assessment methods, failure analysis, 
and Bayesian updating for dynamic assessment of the 
resilience of maritime systems. The lack of such com-
prehensive approaches defines a research gap that this 
study fills.

Methods
The proposed methodology integrates four comple-
mentary analytical components-Analytic Hierarchy 
Process (AHP), Failure Mode and Effects Analysis 
(FMEA), Bayesian Network Updating (BNU), and a Deci-
sion Support System (DSS) into a unified multi-criterion 
framework for cybersecurity risk management in mari-
time transport systems.

This framework provides a quantitative mechanism 
for risk identification, ranking of vulnerability factors, 
probabilistic propagation of incidents, and adaptive 
mitigation under uncertain operational conditions.

Analytical Hierarchy Process (AHP) for Criteria 
Prioritization
The AHP module is employed to establish the relative 
importance of evaluation criteria, including: 

•	 𝐶1: cyber vulnerability index;
•	 𝐶2: operational dependency;
•	 𝐶3: recovery time objective (RTO);

•	 𝐶4: energy subsystem impact;
•	 𝐶5: communication latency sensitivity.

Pairwise comparison matrices are constructed based 
on expert judgment using Saaty’s scale (1–9), and the 
normalized priority vector 𝑤𝑖 is computed as:

                                                           (1)

Consistency control is performed by calculating the 
coefficient of consistency (CR), which must be less 
than 0.1 for the matrix to be acceptable. This stage al-
lows you to form a list of critical parameters ordered 
by importance for further analysis using the FMEA 
methodology.

Expert Panel and Aggregation 
The assessment was conducted by a panel of five 
experts: two maritime cybersecurity specialists, one 
navigation engineer, one IT risk analyst, and one 
port authority representative. Each of them has over 
10 years of practical experience in the field of ship-
ping safety, energy systems, and digital infrastructure. 
Individual judgment matrices were aggregated us-
ing the geometric mean across experts (Saaty, 1980). 
The resulting consistency ratios (CR) for criteria- and 
subcriteria-level matrices fell within 0.06-0.09, satis-
fying the CR < 0.10 threshold. Despite the availability 
of modern approaches, such as BWM, LBWA, FUCOM 
і DIBR, which reduce the number of pairwise compar-
isons, the AHP method was chosen for its versatility, 
transparency, and suitability for qualitative expert as-
sessments in complex multifactor systems with limited 
samples. In addition, AHP provides interpretability of 
decisions for decision makers (DMs), which is critical 
for the maritime industry. The main limitation of AHP 
is the subjectivity of judgments, but this is compensat-
ed by consistency checking and subsequent weight up-
dates within the Bayesian module.

Failure Mode and Effects Analysis (FMEA)
In the second stage, FMEA quantifies the risk priority 
number (RPN) for each identified cyber-physical fail-
ure mode according to:

                                                       (2)​

where 𝑆𝑖 - severity, 𝑂𝑖 - occurrence probability, and 𝐷𝑖 - 
detectability.

These values are derived from empirical data and 
historical incident reports of port and ship systems. 
The resulting RPNs are used as probabilistic inputs for 
the Bayesian inference stage.

Human-related criteria are represented in AHP as 
“Operator detection capability” and “Response delay.” 
Inter-rater reliability among experts is quantified using 
Dirichlet priors proportional to confidence weights,  

Fig 1 | Annotated risk matrix with maritime cyber threat 
positioning
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allowing the BN to capture epistemic uncertainty prop-
agation by 𝐷𝑖𝑟(𝛼𝑖)  ∝ expert confidence score𝑖.

Bayesian Network Updating for Probabilistic 
Propagation
The Bayesian module models the conditional depen-
dencies between system components and dynamically 
updates posterior probabilities of failure events given 
new evidence 𝐸𝑡.

                                                    (3)

Each node corresponds to a subsystem (e.g., naviga-
tion control, communication gateway, energy man-
agement), while directed edges represent the causal 
relationships between failure events. This process al-
lows continuous recalibration of risk probabilities in 
real time as operational data streams are received from 
sensors or digital twins.

Decision Support System (DSS) for adaptive 
mitigation
The DSS integrates the outputs of the previous stages 
into a decision-making environment. Based on updat-
ed Bayesian probabilities and RPNs, the DSS executes 
multi-objective optimization aimed at minimizing 
overall cyber-operational risk. 

                              (4)

subject to resource and time constraints
( ) maxi

i
C Cχ ≤∑

where 𝑥 ∈ Rn - decision vector (selected mitigation/re-
configuration actions), 𝑅(𝑥) - risk component derived 
from updated BN posteriors, 𝑅net(𝑥) - network-level re-
liability derived from node probabilities, 𝐶(𝑥) - opera-
tional/cost component (resource use, re-routing), and 
Δ𝑡 - decision period.

We assume the cost and risk terms are convex or 
piecewise-linear, so the problem is solvable with con-
vex solvers (ECOS in our case). Variable bounds and 
domains are: 𝑥 ≥ 0, 𝑥 ≤ 𝑥max, time windows in hours.

The DSS module also supports adaptive learning by 
updating decision weights 𝑤𝑖 through reinforcement 
feedback from previous mitigation outcomes, thereby 
enhancing the system’s resilience in iterative opera-
tional cycles.

Model Validation and Simulation
The model is validated through simulation scenarios 
representing typical maritime cyber incidents:

•	 Case 1: GPS spoofing attack on navigation subsys-
tem;

•	 Case 2: Energy management manipulation in hy-
brid ESS;

•	 Case 3: Communication latency induced by port 
network congestion.

Each case study evaluates three parameters (1) time 
to detection, (2) recovery time objective (RTO), and (3) 
resilience recovery rate (RRR).

The integration of AHP, FMEA, Bayesian updating, 
and decision support system (DSS) methods provides 
a comprehensive approach to cyber risk manage-
ment, combining expert opinions with inductive data 
analysis mechanisms. The proposed architecture 
allows for adaptive risk prioritization, probabilistic 
modeling of risk propagation, and real-time decision 
optimization, forming the basis for an intelligent and 
resilient cybersecurity system in the maritime industry.

Although the model is validated using simulation 
scenarios, these scenarios are based on historical data 
from IMO, IALA, and ENISA on cyber incidents in mar-
itime systems. Further calibration of the model on dig-
ital twins of ship systems is planned for the next stage 
of the study.

An integrated process for managing cyber risk in 
maritime systems combines the analysis of hierarchies 
(AHP), failure modes and effects analysis (FMEA), 
Bayesian updating, and decision support system (DSS) 
into a single adaptive framework. The BN structure is 
presented in Figure 2.

In this study, the Bayesian Network (BN) links threat 
sources, subsystem vulnerabilities, and the control 
node, as illustrated in Figure 2. BN inference was im-
plemented using a sampling-based approximate infer-
ence (likelihood weighting), updated every Δt = 1 h.

Fig 2 | Integrated AHP-FMEA-Bayesian-DSS process flow 
for adaptive cybersecurity risk management in maritime 
transport
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The initial priors 𝑃(𝐻𝑖) are obtained from FMEA-AHP-
derived risk importance weights according to

                                                         (5)

where 𝑤𝑖 - AHP-derived relative weight, 𝑅𝑃𝑁𝑖  - failure 
mode criticality.

Evidence updates are performed at each simulation 
time step (Δ𝑡 = 1ℎ), incorporating sensor-based perfor-
mance data and diagnostic reports.

Example: for a port communication gateway with 
AHP weight W = 0.21 and FMEA RPN = 160, the prior  

is ( ) 0.21×160 0.12= =
∑comm

j
j

P H
w RPN . This prior is then com-

bined with evidence from intrusion logs every Δt= 1ℎ.
The Conditional Probability Tables (CPTs) are syn-

thetically generated using a Dirichlet sampling scheme 
calibrated from expert assessments (details in Appen-
dix B).

The initial steps in this Data-Preparation process 
involve gathering heterogeneous data from ship and 
port systems, encompassing sensor information, event 
logs, technical indicators, and expert opinions. These 
data are then analyzed through AHP and FMEA. Loop 
connections denote the propagation of adaptive learn-
ing and feedback mechanisms across the modules. The 
AHP module determines and calculates the normalized 
weights of risk criteria concerning relative importance 
(e.g., vulnerability to attack, dependency of opera-
tional processes, recovery capability). The FMEA then 
weighs expected failures through three parameters: se-
verity of consequences, probability of occurrence, and 
difficulty of detection, which allows calculating the in-
tegrated risk priority number (RPN). 

Further probabilistic updating is carried out through 
a Bayesian network that takes into account new oper-
ational data and dependencies between subsystems 
such as navigation, power, communications, etc. Based 
on the aggregated estimates, DSS performs multi- 
criteria optimization of response strategies, balancing 
cost, implementation time, and resilience. The final 
level is the dashboard, which displays key indicators: 
overall risk index, system resilience factor, and recov-
ery efficiency, providing information support for oper-
ational and strategic management of cyber resilience 
in the maritime sector. 

The framework extends the classical ‘probability × 
consequence’ concept into a multi-criteria adaptive 
model combining AHP, FMEA, Bayesian updating, and 
DSS optimization. 

To detail the impact of different groups of factors, 
the study used multi-criteria methods. In particular, 
the hierarchy analysis method (AHP) provides the de-
termination of threat weights, and the failure modes 
and effects analysis (FMEA) method formalizes the 
risk priority index (RPN). The combination of these 
approaches allows for the quantitative prioritization of 

threats and forms the basis for decision-making at the 
level of the management support system.

Since cyber risk is dynamic, a Bayesian approach is 
used to update probability estimates with new data, 
such as monitoring results and incidents. This adjusts 
the model based on its environment, improving as-
sessment accuracy. In the redundant reliability model, 
fault tolerance is also considered.  Energy aspects are, 
thus, given definite priority because there can be a dis-
ruption of crucial operations of autonomous systems 
and port complexes through cybersecurity breaches 
into ESS storage systems.

The model proposes a formalization of the impact of 
attacks on ESS efficiency, which allows for the estima-
tion of potential productivity losses. The final step is 
to formulate an optimization problem for DSS aimed 
at minimizing the integral risk under limited resources 
and budget constraints.

Thus, the methodology forms a holistic structure for 
assessing cyber risks in maritime systems, combining 
classical risk methods and modern mathematical ap-
proaches (AHP, FMEA, Bayesian, optimization model-
ing), which ensures its applicability both in shipping 
and in port energy complexes.

To quantify cyber risks in maritime transport, a mul-
tilevel model is proposed that combines classical risk 
analysis methods (probability-consequence matrix), 
multicriteria assessment (AHP, FMEA), Bayesian ap-
proach to data updating, reliability models, and energy 
scenarios. The purpose of this formalization is to create 
a consistent system of equations that allows:

•	 define cyber threat risks in terms of probability and 
consequences;

•	 take into account the multifactorial nature of 
threats and their criticality;

•	 assess the dynamics of risk when conditions change 
(attacks, new monitoring data);

•	 analyze the impact of cyberattacks on the function-
ing of energy subsystems (ESS, SOP);

•	 formulate optimization tasks for decision support 
systems (DSS).

The basic definition of risk is based on the classic 
formula that starts any assessment: 

                                    (6)

where 𝑃-probability of threat, 𝐶-severity of the 
consequences.

The detailed function will look like this:

                                               (7)

where 𝑇-technical factors, 𝑂-organizational factors, 
𝐻-human factors; 𝐸-environmental impacts, 𝑆-safety, 
𝑂𝑃𝐸𝑋-costs.

Matrix representation of the set of threats 𝑖 and the 
set of consequences 𝑗:

                                             (8)

( ) i i
i

j j
j

w RPNP H
w RPN

=

∑

R P C= ×

( ) ( ), , , , ,P f T O H C g E S OPEX= =

.ij i jR P C=
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Then the total integrated risk:

                                      (9)

where 𝑤𝑖𝑗 - weighting factors depending on the 
criticality of the system.

The weighting coefficients w (for the AHP method) 
are obtained through the eigenvector of the compari-
son matrix A:

                                               (10)

Normalization:

                                        (11)

where 𝑣𝑘 - eigenvector component.
A risk priority index is calculated for each cyber 

threat (Risk Priority Number):

                                       (12)

where 𝑆 - severity, 𝑂 - occurrence, 𝐷 -  detectability.
An integral indicator for all threats:

                                  (13)

The cyber threat probability is updated using the 
Bayesian formula:

                                               (14)

Then an extended scenario for many data:

.                                   (15)

Figure 3 illustrates a graph of the dynamic update 
of the probability of cyberattacks using the Bayesian 
method. The risk probability is revised as new data are 
added. The prior distribution stays the same, while 
updates with incident and monitoring data increase 
or maintain risk levels. Threshold lines (0.5 and 0.75) 
mark important escalation points.

Updating the probability of risk over time creates the 
basis for the transition to assessing the fault tolerance 
of systems. The combination of the Bayesian approach 
with reliability models allows not only to track risk 
changes but also to quantify the impact of architectur-
al decisions on the overall safety of technical systems.

Reliability with redundancy, where the presence of 
multiple subsystems reduces the risk: 

                          (16)

For 𝑛 = 2 (double redundancy):

​                                            (17)

The impact of attacks on the energy system (ESS), 
whose efficiency decreases with the duration of the 
attack:

                                                 (18)

Additional energy losses:

                                                (19)

Although the model has been tested in simulations, 
the scenarios are based on real profiles of port and 
ship cyber incidents taken from the IMO and ENISA 
databases. Practical testing in a real environment is 
planned as part of further research in collaboration 
with a maritime operator, in line with the policy of 
phased implementation of new DSS solutions.

ESS/SOP Coupling 
The storage-operation (SOP) and energy storage 
system (ESS) are modeled with cycle-dependent 
degradation D(k+1) = D(k)+η.|Pees(k)|, SoC dynamics

1
1SoC SoCt t ch ch dis
dis

p t P tη
η+ = + ∆ − ∆ , and load-flow 

feasibility. Cyber states (sensor spoofing, command 
delay) perturb Pees dispatch and SoC estimation, 
propagating to resilience via RTO and RI. Parameter 
values and sources are summarized in Table 4.

DSS optimization aims to minimize risk with a lim-
ited budget:

                                            (20)

where 𝑐𝑘 - cost of the measures, 𝑥𝑘 - protection 
variables, 𝐵 - budget.

The optimization problem is:

                                    (21)

subject to

                                        (22)

Fig 3 | Dynamic Bayesian updating of cyber risk probability 
over time
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where 𝑥𝑖 - binary or continuous mitigation actions, 
𝑐𝑖 - resource costs in USD/h, 𝑇rec(𝑥) - resulting recovery 
time in hours, 𝐶max - available budget. We solved the 
problem using CVXPY (ECOS, tolerance 10−5).

Units and domains: R(x), R_net(x) ∈ [0, 1]; C(x) – op-
erational cost (USD/h); x_i ∈ [0, 1].

The weighting factors (𝑤1, 𝑤2, 𝑤3) = (0.5, 0.3, 0.2) 
were selected empirically and sensitivity analysis 
confirmed robustness within ±10%. A short sensitivity 
analysis for (𝑤1, 𝑤2, 𝑤3) is reported in results.

Resilience Metrics 
Detection time 𝑡𝑑 , recovery completion time 𝑡𝑟, nominal 
service level 𝑆0, degraded level at detection 𝑆𝑑, service 
level after recovery 𝑆𝑟.

Acceptable reference ranges (context-dependent): 
RTO ↓, RRR ≥ 0.8, 0 ≤ RI ≤1 (aligned with risk-based 
maintenance policies and IEC 62443 practice).

Formally, the resilience indicators are defined as fol-
lows:

where 𝑄rec(𝑡) - recovered throughput (or operational 
performance) after disruption, and 𝑄pre - initial base-
line throughput before the disturbance. 

These formulations ensure that all resilience metrics 
remain within the normalized [0,1] range, providing a 
consistent basis for comparative evaluation.

For clarity, the main parameters and indices used in 
this study are summarized in Table 1 below.

Let us analyze the presented model. Thus, the pro-
posed system of equations (5)–(9) describes the basic 
logic of cyber threat risk assessment. It begins with the 
classical probability-consequence relationship and its 
decomposition into sub-factors reflecting technical, 
organizational, and human aspects. The matrix ap-
proach allows us to present the set of threats and the 
set of possible consequences in the form of an integral 
assessment, which forms the basis for further analysis. 
This approach provides versatility and is suitable for 
both autonomous vessels and port energy systems.

The block of equations (11)–(14) introduces a 
multi-criteria structure for prioritizing cyber threats. 
The AHP method ensures the correct determination of 
weighting factors based on expert opinions, while the 
FMEA allows formalizing the risk priority index (RPN). 

Table 1 | Glossary of symbols
Symbol Description Range/Unit
RTO Recovery Time Objective - time 

required to restore operations after 
disruption

0–24 h

RRR Resilience Recovery Rate - ratio 
of recovered functionality to pre-
event level

0–1

RI Resilience Index - normalized 
indicator of system reliability

0–1

α Degradation coefficient - rate of 
performance decay

0.1–0.4

μ Mitigation effectiveness factor 
- fraction of risk reduced by 
intervention

0–1

= −
−

= ∈
−

,

, (0,1),

(Availability)
(Degradation probability)

r d

r d

o d

RTO t t
S SRRR
S S

ERI
E

Fig 4 | Integrated cyber risk management framework combining multi-criteria prioritization (AHP-FMEA), Bayesian 
updating, and DSS optimization for maritime and port systems
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The combination of these methods allows not only to 
rank threats but also to create a quantitative basis for 
decision support systems.

Equations (15)–(17) capture the dynamic nature of 
risk, using a Bayesian approach to update probabili-
ties upon receipt of new data and reliability models 
to account for system redundancy. This allows taking 
into account both accumulated experience and the ar-
chitectural features of technical systems, particularly 
when creating fault-tolerant networks or server plat-
forms for maritime transport.

At last, equations (18–20) integrate the impact of 
cyberattacks on energy subsystems, such as ESS, and 
formulate an optimization problem of minimizing risk 
with limited resources. Thus, the model is of practical 
importance, allowing us to evaluate the effectiveness 
of cybersecurity measures in terms of cost and deter-
mine the optimal set of solutions to improve the resil-
ience of ship and port systems.

After mathematical formalization of the model, it is 
advisable to test its effectiveness in applied scenarios. 
The next section demonstrates the practical appli-
cation of the developed system on the example of an 
autonomous vessel (Unmanned Surface Vehicle - USV) 
and a port energy system (ESS/SOP).

A comprehensive methodological framework has 
been developed to ensure systematic and adaptive 
cyber risk management, thus the model combines the 
Analytical Hierarchical Procedure (AHP) and Failure 
Modes and Effects Analysis (FMEA) for risk prioriti-
zation, Bayesian networks for dynamic probability 
updates, and a Decision Support System (DSS) for 
optimizing risk mitigation strategies. The proposed 
framework ensures continuous alignment of cyber 

threat assessment with reliability indicators and digi-
tal twin data. The general architecture of the integrat-
ed cyber risk management system is shown in Figure 4.

To ensure dynamic adaptation and real-time deci-
sion-making within the framework of maritime cyber 
risk management, a Bayesian-DSS data flow architec-
ture was developed. This structure combines contin-
uous monitoring, Bayesian probability updating, and 
optimization modules of the decision support system, 
which allows for a rapid response to changing threat 
scenarios. The general logic of information flows is 
shown in Figure 5.

As shown in Figure 5, the data flow architecture en-
sures synchronization between monitoring streams, 
Bayesian update cycles, and DSS optimization pro-
cesses. This iterative structure creates a self-learning 
feedback loop where each anomaly improves the mod-
el’s accuracy and forecast reliability. The DSS module 
transforms analytics results into practical response 
strategies that support the cyber resilience of ship and 
port systems.

Representative Model Components 
FMEA rating scales: Severity (S): 1–10, Occurrence 
(O): 1–10, Detection (D): 1–10 RPN = S×O×D.

AHP Pairwise Matrix (sample) (Table 2).
Consistency Ratio (CR) = 0.07 < 0.1 → matrix is consis-

tent.
BN Conditional Probability Table (fragment) (Table 3).
DSS control variables:

constraints: ( ) ( )max0, , 0U t U B t∈ ≥   .
The risk function is defined as 𝑅(𝑥), the aggregate 

indicator of system stability is 𝑅𝑛𝑒𝑡(𝑥), and the cost 
function is 𝐶(𝑥). They have analytical smoothness and 
constraints that ensure quasi-convex behavior of the 
DSS objective function, which is confirmed by empir-
ical observations. The balance between risk and opti-
mization cost is represented by Pareto front analysis.

The DSS optimization problem is formulated as:

                                   (23)

Fig 5 | Bayesian-DSS data flow architecture

Table 3 | BN conditional probability table (fragment)
Node Parent State Probabil-

ity
Communication failure Cyber attack True 0.65

Communication failure Cyber attack False 0.10

Table 2 | AHP pairwise matrix (sample)
Criteria Threat 

Probability
Impact 

Severity
Detection 

Time
Threat Probability 1 2 3

Impact Severity 1/2 1 2
Detection Time 1/3 1/2 1

( ) 1 2, ,..., ;nU t u u u mitigation actions= −  

( ) ( ) ( ) ( )
21 3 recmin

tX netJ w R w C W tχ χ χ χ χ∈ = + + ∆
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subject to system capacity, timing, and resource con-
straints.

Here, 𝑥 is the decision vector representing mitigation 
actions, 𝑅𝑛𝑒𝑡(𝑥) - reliability-based risk function, 𝐶(𝑥) - 
cost component. The solver (CVXPY with ECOS back-
end) was used with convergence tolerance 10–⁵.

Pseudo-code and default parameters are provided in 
Appendix A.2.

Thus, the combination of multi-criteria prioritiza-
tion (AHP-FMEA), Bayesian probability updating, and 
DSS optimization forms a single methodological archi-
tecture capable of continuous adaptation to new oper-
ational data. The proposed framework is the basis for 
further quantitative verification of the approach on the 
example of practical scenarios discussed in the Results 
section.

Reproducibility and Implementation Details
All implementation scripts, configuration files, and 
parameter datasets used in this study are available 
from the corresponding author and are available in the 
public repository (temporary link for review: https://
github.com/maritime-cyber-resilience/amcrr. Upon 
publishing, the repository will be archived on Zenodo 
with a DOI. The computational framework includes 
Python-based simulation notebooks, CVXPY optimi-
zation scripts, and Conditional Probability Table (CPT) 
generation routines. Random seed control (np.ran-
dom.seed(42)) was used to ensure deterministic re-
producibility of results across multiple runs.

Results 
This section presents the results of the proposed mod-
el validation under three operational scenarios. Each 
case demonstrates how the integrated AHP-FMEA-
Bayesian-DSS framework responds to dynamic cyber 
incidents. To practically confirm the effectiveness of 
the proposed model, two applied scenarios were con-
sidered, reflecting different aspects of cyber defense 
in maritime infrastructure. The first scenario concerns 
an autonomous surface vessel (USV) equipped with in-
tegrated navigation and communication subsystems. 
The second is a port energy system that includes ESS 
and SOP (Soft Open Points) elements and provides 
power to critical facilities in the port environment.

Comparative Baseline
To illustrate the contribution of the proposed DSS 
layer, a baseline scenario was simulated without de-
cision-support optimization. The results showed that 
the Expected Time Loss (ETL) increased from 0.054  

(adaptive DSS) to 0.082 (no DSS), while the Resilience 
Index (RI) decreased from 0.94 to 0.87. This confirms 
that the DSS component provides measurable improve-
ment in resilience performance.

Scenario definitions. Baseline represents nominal 
operations without intentional adversarial actions. 
Attack increases the disruption probability (higher at-
tack intensity) and introduces detection delays due to 
degraded monitoring. Adaptive Mitigation activates the 
proposed DSS policies, reducing vulnerability prop-
agation and shortening recovery time via prioritized 
maintenance and re-routing, Table 4.

Simulation environment: Python 3.11; packages: 
NumPy, NetworkX, PyMC; experiments run on 8-core 
CPU (32 GB RAM).

In each of these scenarios, three modes of operation 
are modeled:

•	 Baseline, which reflects normal operation without 
the influence of external threats;

•	 Cyber-attack, which simulates a destructive impact 
on key subsystems (GPS spoofing for USVs and a 
targeted cyberattack on the energy infrastructure in 
the port);

•	 Adaptive mitigation, which illustrates the work of 
DSS algorithms aimed at reducing risk and restor-
ing functional stability.

The modeling results show that in the case of a 
GPS-spoofing attack on an autonomous vessel (USV), 
there is a significant increase in the integrated risk: The 
AHP-FMEA index increases from 0.35 to 0.78, and the 
Bayesian probability of a critical scenario increases to 
0.62. At the same time, the Risk Priority Number (RPN) 
reaches 295, which corresponds to the critical level. 
The navigation accuracy drops from ±2.5% to ±15.8%, 
which creates a risk of losing exchange rate stability. 
After activating the adaptive DSS module, stabilization 
is observed: risk indicators decrease by about 45%, 
and navigation accuracy is restored to ±4%, Table 5. 

In the port power system, an attack on the ESS con-
troller led to an increase in RPN from 120 to 285 and 
a drop in ESS efficiency to 72%. The Resilience Index 
dropped to 0.65, indicating the risk of cascading fail-
ures. In the adaptive mitigation scenario, the DSS sys-
tem automatically rebuilt the SOP topology, increasing 
efficiency to 88% and reliability to 0.81. The calculated 
Resilience Recovery is ≈22 %, which demonstrates the 
effectiveness of the optimization strategy, Table 6.

Comparative Ablation
To assess the contribution of Bayesian updating, we 
compared the proposed pipeline with BN vs. without 
BN (static priors, same DSS). Under identical Attack 
settings, BN-enabled runs achieved lower RTO and 
higher RRR due to adaptive probability updates and 
targeted mitigation, Table 7.

Sensitivity and uncertainty.
One-factor variation of 𝛼 ∈ [0.1, 0.4] and 𝛾 ∈ [0.2, 0.6] 
shows monotone effects on RTO (↑ with α) and RRR 

Table 4 | Scenario parameters and simulation environment
Symbol Description Baseline Attack Adaptive Mitigation
α Attack intensity (rate) 0.00 0.25 0.25

δ Detection delay (min) 0–2 6–10 2–4

μ Mitigation effectiveness (0–1) 0.0 0.0 0.45–0.60

Wi AHP weights (criteria) (AHP results) – –

CPT Key BN conditional probabilities (CPT excerpts) – –

https://doi.org/10.70389/PJS.100196
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(↓ with α). Varying AHP weights by ±10% (Dirichlet 
draws) yields RI changes within ±6%. Monte Carlo 
(n = 500) on CPT entries (±5% noise) produces 95% 
CIs for ETL and RI reported in Table 4. 

The headline metrics were evaluated over 100 
Monte Carlo runs. The 95% confidence intervals were 

computed using the standard normal approximation: 
95 1.96 sCI

N
χ= ± . For RI, CI₉₅ = 0.86 ± 0.02; for ETL, 

CI₉₅ = 0.14 ± 0.01; for RTO, CI₉₅ = 0.82 ± 0.03.
Sensitivity analysis with ±10% perturbation of CPT 

entries showed RI variation within ±3.5%, confirming 
robustness of the BN layer. Where real incident data 
were not available, we used synthetically generated 
disturbance profiles calibrated to IMO-reported events 
(GPS spoofing; controller compromise scenarios).

Need to print out as well that increasing 𝑤1 by 20% 
results in an improvement of RI by about 3% but also 
causes an increase in operational cost by 5%.  This 
gives us the classical trade-off dilemma as posed by 
the model of optimization, where high risk mitigation 
priority will gain marginal system reliability with high-
er resource spending. 

To summarize the results of the modeling, an in-
tegrated risk map is constructed that reflects the key 
performance indicators for both subsystems - the 
autonomous surface vessel (USV) and the port pow-
er system (ESS/SOP). The model compares three sce-
narios: normal operation (baseline), cyberattack, and 
adaptive response of the DSS.

By normalizing the data and visualizing it in the 
form of a heat map оn Figure 6, it was possible to 
demonstrate the common profile of risk change and 
recovery in each case.

As shown in Figure 7, in the event of a cyberattack, 
there is a significant increase in risk indicators in both 
the USV navigation system and the ESS power system. 
The largest increase was recorded for the RPN and 
Bayesian Probability indicators, which indicates a crit-
ical decrease in system stability under the influence of 
external threats.

After activation of the adaptive DSS algorithm, most 
parameters return to the safe zone: integrated risks 

Table 5 | Cyber risk assessment for autonomous surface vessel (USV)
Scenario AHP-FMEA 

Composite 
Risk Index

Bayesian 
Probabili-
ty Update

RPN (Risk 
Priority 

Number)

Navi-
gation 

Accuracy 
Deviation

DSS Re-
sponse Level

Operational 
Status

Baseline 0.35 0.20 110 ±2.5% - Stable
Cyber-attack 
(GPS spoofing)

0.78 0.62 295 ±15.8% - Critical 
deviation 
detected

Adaptive 
mitigation (DSS)

0.46 0.33 155 ±4.1% Level II 
-Recalibration

Restored

Table 6 | Cyber resilience metrics for port energy system (ESS/SOP)
Scenario Risk 

Priority 
Number 

(RPN)

ESS 
Efficiency 

(%)

SOP 
Reconfig-

uration 
Index

Resilience 
Index

Resilience 
Recovery 

(%)

DSS Optimization 
Outcome

Baseline 120 95 0.00 0.92 - Normal operation
Cyber-attack 
(ESS control)

285 72 0.35 0.65 - ESS overload 
detected

Adaptive 
mitigation 
(DSS)

160 88 0.68 0.81 +22% Load redistribution 
successful

Table 7 | Ablation (BN on/off), mean ± SD (n = 50 runs)
Setting RTO (min) ↓ RRR ↑ RI ↑
Without BN 48.2 ± 7.5 0.73 ± 0.06 0.92 ± 0.08
With BN 41.7 ± 6.2 0.82 ± 0.05 0.96 ± 0.07

Fig 6 | Comparative cyber risk landscape
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(AHP-FMEA, RPN) decrease, reliability and recoverabil-
ity indicators increase (Resilience Recovery ≈ 22 %).

Thus, the proposed model allows us to quantify the 
effectiveness of cybersecurity measures, confirming 
the feasibility of integrating DSS into the structure of 
maritime autonomous and port systems.

To visualize the impact of cyberattacks on energy 
infrastructure, Figure 6 shows a diagram of ESS perfor-
mance degradation over time. It shows how changes in 
the level of attacks lead to a decrease in system perfor-
mance below the critical thresholds of 80% and 60%. 
The simulation compares baseline, moderate, and se-
vere attack scenarios. Efficiency declines below criti-
cal thresholds, with annotated “critical zone” regions 
highlighting vulnerability in maritime energy storage 
systems, Figure 8.

Figure 7 shows the results of modeling the impact 
of a cyberattack on the operation of the power system 
(ESS) and the effectiveness of the proposed decision 
support system (DSS) for its adaptive recovery. The dia-
gram on the left demonstrates the change in the Bayes-
ian risk probability: when moving from the baseline 
state (0.20) to the cyberattack conditions (0.62), there 
is a sharp increase in the level of danger, while the use 
of the DSS allows reducing the indicator to 0.33. The 
diagram on the right illustrates the dynamics of ESS 
efficiency: in normal mode, it is 95%, during a cyberat-
tack, it drops to 72%, and after the implementation of 
adaptive DSS measures, it is restored to 88%.

The proposed DSS model demonstrates the abil-
ity not only to detect critical deviations in a time-
ly manner, but also to ensure the restoration of the  

system’s functional characteristics to a safe level. This 
confirms the feasibility of using adaptive risk man-
agement mechanisms in port infrastructure, which 
ensures sustainability and reduces the likelihood of 
failure of critical components.

The proposed model of a decision support sys-
tem (DSS) for reducing cyber risks in ports, shown in 
Figure 9, implements a phased, logically structured ap-
proach that covers the full cycle of threat management. 

During DSS optimization, operational constraints 
such as average crew response time, acceptable com-
munication signal delay, system recovery requirements, 
and regulatory limits defined by IMO MSC-FAL.1/Circ.3 
and IALA G1128 standards were taken into account.

The first step is to collect data and identify potential 
threats through monitoring GPS signals, energy system 
indicators (ESS), as well as through sensor networks 
and IoT devices. This data serves as the primary basis 
for cyber risk analysis.

Fig 8 | Degradation of ESS efficiency under moderate and 
severe cyber attacks

Fig 7 | Impact of a cyberattack and the effectiveness of DSS to reduce risks

Fig 9 | DSS flow for port cyber risk mitigation
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At the next stage, the risk is assessed using a 
combination of AHP-FMEA, Bayesian networks, and 
multicriteria analysis. This approach allows us to de-
termine the level of danger, vulnerability and proba-
bility of threats. Next, an impact analysis is performed 
to assess the stability of power systems, the reliability 
of standard operating procedures (SOPs), and possible 
scenarios for the spread of failures in port infrastruc-
ture. Based on the results obtained, the DSS is opti-
mized to refine response scenarios, create real-time 
decision-making rules, and apply predictive analytics 
to forecast threats.

The final stage involves the direct implementation of 
risk mitigation measures. This includes reconfiguring 
SOPs, launching emergency warning systems, and im-
plementing adaptive cyber risk control. The approach 
integrated with this system more timely responds to 
threats, thereby reducing their impact on critical com-
ponents of port infrastructure. The model uses cloud 
computing and big data analytics to maximize the effi-
ciency of security systems and ensure the resilience of 
maritime logistics to modern cyber threats.

Comparative Analysis
For validation, the proposed DSS–BN framework was 
compared against three baselines:

•	 static risk scoring;
•	 TOPSIS-based MADM;
•	 bow-tie/BOQRA analysis.

Results summarized in Table 8 show that our model 
improves the resilience index (RI) by 8–12% compared 
to baselines.

The results affirm the main theorized provisions 
of the proposed framework, as they reflect the sys-
tem’s capacity to dynamically adapt to changes in cy-
ber threat conditions. Experimental verification has 
shown that the use of Bayesian updating and DSS 
optimization together improve both the accuracy of 
risk prediction and the reliability of decision-making 
under uncertainty. This convergence of probabilistic 
modeling, multicriteria assessment, and adaptive op-
timization provides an analytical basis for further dis-
cussion of broader aspects of maritime cyber resilience 
presented in the Discussion section.

Discussion
This section discusses the results of modeling the 
proposed AHP-FMEA-Bayesian-DSS cyber risk man-
agement system. The results confirm the effectiveness 
of the proposed multicriteria model and its ability to 

provide adaptive decision-making in real time. Com-
parison with existing approaches demonstrates in-
creased accuracy of risk assessment and better system 
resilience to cyber threats.

The obtained results demonstrated the possibility 
of: 

•	 form a multi-factor risk matrix for different attack 
scenarios;

•	 prioritize threats using AHP and FMEA based on 
expert opinions;

•	 dynamically update probabilities using a Bayesian 
approach that reflects the accumulation of informa-
tion over time;

•	 to assess the impact of attacks on ESS, which allows 
to quantify the decrease in the efficiency of energy 
systems;

•	 solve the DSS optimization problem, which ensures 
the selection of protective strategies under budget-
ary constraints.

Using illustrative scenarios (e.g., ransomware vs. 
GPS spoofing), the model showed that it correctly 
ranks threats by criticality and allows identifying sys-
tem bottlenecks.

The analysis of the results confirmed that the in-
tegration of AHP, FMEA, and Bayesian updating cre-
ates an adaptive framework for cyber risk assessment. 
Unlike qualitative approaches, the model provides 
quantitative measurement, which allows to predict the 
development of risk in dynamics, determine the effec-
tiveness of protection measures depending on invest-
ments, and compare alternative strategies (No Mitiga-
tion, Basic Protection, Advanced DSS).

The proposed approach combines quantitative 
methods (AHP, FMEA) with Bayesian updating and 
DSS optimization, which distinguishes it from most 
existing studies,5,10 where the analysis was limited to 
estimating the probability of incidents without taking 
into account dynamic adaptation. Thus, the resulting 
model provides not only risk assessment but also ac-
tive risk management in real time.

The legal dimension of maritime cybersecurity 
stands out, as it remains one of the most important yet 
least developed elements of the digital transformation 
of the shipping industry. Existing regulations and the 
IMO Guidelines for the Management of Cyber-Risk in 
Maritime Transport (IMO Resolution MSC. 428(98)) 
mandate shipowners and port operators to include 
cyber risk control measures in their security manage-
ment systems. Recent standards such as NIST SP 800-
82 (2023),71 DNV CyberSecure (2024),72 and IACS UR 
E26/E27 (2024)73 have been considered to align our 
KPIs with ISM and IEC 62443 principles. However, 
these are merely recommendations, and there are no 
mandatory technical standards. 

Hence, introducing a holistic mechanism would bol-
ster the legal framework and ensure mandatory certi-
fication for cybersecurity compliance, standardization 
of incident reporting procedures, and the exchange 
of data on an international level between flag states, 

Table 8 | Comparative performance of risk assessment and decision support methods
Method RI (mean ± CI95%) ETL RTO RRR

Static Risk 0.72 ± 0.03 0.28 1.00 0.80

TOPSIS 0.75 ± 0.04 0.25 0.93 0.83

BOQRA 0.77 ± 0.02 0.23 0.90 0.86

Proposed DSS–BN 0.86 ± 0.02 0.14 0.82 0.92
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classification societies, and port authorities. Such har-
monization will help to align the implementation of  
cyber resilience technologies not only with engineer-
ing practices, but also with international maritime law 
and the principles of safe navigation and environmen-
tal protection. 

  Previous studies focused on general scenarios or 
regulatory requirements. The proposed model shows 
how quantification can be formalized and analyzed 
at multiple levels. At the same time, its application 
requires qualitative input data and further validation 
on real cases. Comparison of the results with other 
studies for the period of 2020–2025 shows that most 
of the work in the field of maritime cybersecurity fo-
cuses on qualitative analysis or the creation of recom-
mendations to meet the requirements of the IMO and 
classification societies. For example, studies in recent 
years have mainly covered scenarios of attacks on 
ship navigation systems (GPS, AIS) or general aspects 
of port cybersecurity, but rarely offered quantitative 
risk assessment models. Against this background, the 
proposed model is distinguished by the integration of 
AHP, FMEA, and Bayesian approaches, which allows 
for dynamic updating of assessments and quantitative 
ranking of threats.

To summarize the results, a comparative analysis of 
different defense strategies was conducted. Figure 10 
shows a radar chart that demonstrates the effectiveness 
of the three approaches from basic to advanced DSS by 
six key criteria. A radar chart can be used to represent 
the relations of the No Mitigation, Basic Protection, 
and Advanced DSS levels under six parameters, such 
as risk reduction, cost effectiveness, resilience, detec-
tion, reliability, and adaptability. The Advanced DSS 
behaves well, thereby displaying complex, sufficient 
performance.

At the same time, this model presents many lim-
itations. One is that its efficacy depends on the trust-
worthiness of the in-feed data in the form of expert 
assessments and statistics on cyber incidents, which 
are still limited in the maritime industry. Secondly, 
integration with reliability and ESS models involves 
simplification of some physical processes, which may 
affect the accuracy of the assessment in real-world 

applications. Thirdly, the DSS optimization problem 
is formulated at the level of the generalized cost of 
measures, which requires additional adaptation to the 
specific economic conditions of companies.

An important area for further development is the 
integration of the model with real port data and man-
agement information systems. This will allow not only 
to validate the theoretical provisions but also to ensure 
the practical use of DSS in real time. Combination with 
digital twins of ports and ships can create a basis for 
predictive analytics and more accurate cyber risk man-
agement in complex maritime operations. The results 
obtained confirm that the proposed model strikes a 
balance between the accuracy of risk assessment, the 
adaptability of DSS, and the economic feasibility of 
measures. 

Besides being validated quantitatively, the model 
developed here is based on the ISO/IEC 27005:2022 
cybersecurity risk management framework and allows 
for interoperability concerning digital twin platforms 
(IEC PAS 63446). Such an interplay will result in the 
constant synchronization of obtained data and risk 
indexes in real-time, thereby supporting predictive di-
agnostics and automated responses to cyber incidents. 
This mix of approaches fills the gap that exists between 
operating technologies (OT) and information technol-
ogies (IT), thus delivering a standard risk perspective 
that can be extrapolated to autonomous vessel systems 
and smart port clusters.

The very interdisciplinary nature of maritime cyber 
resilience thus emphasizes the blending of engineering 
process reliability, digital risk management, and deci-
sion support technologies into one framework. The re-
sults obtained not only confirm the effectiveness of the 
proposed methodology, but also outline how it can be 
integrated into the broader context of maritime opera-
tions and regulatory practices.

Standards Alignment
The framework maps to IMO MSC.428(98) (cyber-risk 
within ISM), ISO/IEC 27005 (risk treatment and mon-
itoring), and IEC 62443 (defense-in-depth controls). 
Outputs (RTO, RRR, RI) can feed the ISM safety man-
agement system as measurable KPIs for cyber-resilient 
maintenance and incident response.

To ensure compliance and alignment with estab-
lished maritime cybersecurity frameworks, the pro-
posed key performance indicators (KPIs) were mapped 
against international standards and regulatory guide-
lines. Table 9 summarizes the correspondence between 
the developed model outputs and the main require-
ments of IMO, ISO/IEC, IEC, and ISM frameworks.

This mapping demonstrates that the proposed DSS 
and KPI framework are consistent with the principles 
of international maritime cybersecurity governance 
and can be integrated into standard risk management 
procedures.

For managers and operators, the results of the study 
allow for the rational allocation of resources for cyber 
defense, the planning of contingency scenarios, and 
the development of training programs for personnel. 

Fig 10 | Radar chart of cybersecurity mitigation strategies 
in maritime systems
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The model can be integrated into the decision sup-
port systems of port administrations, providing a 
quantitative assessment of the effectiveness of pre-
ventive measures. For practitioners, the DSS model 
allows them to optimize cybersecurity priorities based 
on cost, response time, and resilience. The system can 
be integrated into risk management platforms for ports 
and autonomous vessels.

Conclusions
This article develops an integrated mathematical mod-
el of cyber risk management in maritime transport that 
combines several modern methodological approach-
es. The model is grounded in classical risk analysis, 
employing a probability-consequence matrix to char-
acterize and prioritize potential cyberthreats, as well 
as multicriteria analysis tools, in particular AHP and 
FMEA. An important feature of the approach is the 
use of Bayesian updating to adapt risk assessments to 
new data, as well as the inclusion of reliability models 
with redundancy for critical infrastructure systems. 
The proposed integrated DSS-BN-FMEA framework 
demonstrates improved resilience performance under 
maritime cyber-risk scenarios. Future work will extend 
the model to hybrid data-driven environments with 
real-time learning.

Special attention is paid to the impact of potential 
cyber threats on energy ship systems (ESS), and an 
optimization problem is formulated to support man-
agement decisions in the form of a decision support 
system (DSS). The proposed multilevel model is adap-
tive, quantitatively sound, and suitable for use in the 
shipping industry. In the future, the authors see the 
development of this system through its validation on 
empirical data, consideration of the human factor, and 
implementation in digital twins of ships and ports. 
Thus, the study forms a solid basis for enhancing cy-
ber resilience in the face of increasing complexity and 
frequency of cyber threats in the maritime sector. 
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Glossary of Acronyms
Acronym Full Term Description
AHP Analytic Hierarchy Process Multi-criteria decision-making method based on expert pairwise comparisons.
BN Bayesian Network Probabilistic graphical model describing conditional dependencies between 

system states.
CPT Conditional Probability Table Matrix defining probability distributions for each node in a Bayesian Network.
DSS Decision Support System Computational system that assists operators in making risk-informed decisions.
FMEA Failure Mode and Effects Analysis Structured method for identifying and prioritizing failure risks.
RTO Recovery Time Objective Time required to restore system performance after disruption.
RRR Resilience Recovery Rate Ratio of recovered functionality relative to pre-disruption baseline.
RI Resilience Index Quantitative measure of system reliability under uncertainty.
ETL Expected Time Loss Average operational downtime associated with disruption events.
ESS Energy Storage System Subsystem used for storing and releasing electrical energy.
SOP Soft Open Point Power system configuration point enabling flexible energy routing.
SoC State of Charge Ratio of current battery charge to its rated capacity.
DCS Data Collection System IMO-compliant database for vessel operational and emissions data.
ISM International Safety Management Code IMO standard for safety and pollution prevention in ship operations.
IEC International Electrotechnical Commission Standards body issuing cyber and automation safety frameworks.
IMO International Maritime Organization UN agency regulating global maritime safety and environmental protection.
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Appendix 

Appendix A.1. Computational Environment
All simulations and optimization experiments were 
performed in the following environment:

Random seed control (np.random.seed(42)) and 
fixed solver parameters (ECOS, tolerance = 1e−5) were 
applied throughout to guarantee reproducibility of re-
sults.

Appendix A.2. DSS Implementation Pseudo-code
x = cp.Variable(n)
obj = cp.Minimize(w1*R_net + w2*C + w3*T_rec)
constraints = [cp.sum(x) <= C_max, x >= 0]
prob = cp.Problem(obj, constraints)
prob.solve(solver="ECOS", verbose=False)

Appendix B. Conditional Probability Table (CPT) 
Generation Procedure
The Conditional Probability Tables (CPTs) used in the 
Bayesian Network (BN) were generated synthetically 
based on expert elicitation and normalized Dirichlet 
sampling.

Each BN node 𝐻𝑖 represents a subsystem or function-
al component, and the conditional distribution 
P(Hi\Pa(Hi)) is defined as:

where 𝑃𝑎(𝐻𝑖) denotes the parent nodes of 𝐻𝑖  and 𝐾 the 
number of discrete states (e.g., normal, degraded, failed). 

The concentration parameters 𝛼𝑘 are proportional to 
expert confidence levels and weighted by the AHP/FMEA-
derived importance coefficients 𝑤𝑖: 

with 𝑐 being a normalization constant and Conf𝑖,𝑘 
the expert-assigned confidence score for state 𝑘. To 
ensure internal consistency, all CPTs were normalized 
to satisfy.

For simulation purposes, CPTs were stored as JSON 
configuration files (/params/cpt_<node>.json) 
and automatically loaded by the BN inference engine 
at runtime.

A sample CPT structure (for a three-state node with 
two parent nodes) is provided below:

All CPTs follow this format, and their probabilistic 
parameters are consistent with the priors and weights 
specified in Section 2.5.

Appendix C 
Complete AHP pairwise comparison matrix and consis-
tency ratios.

Appendix D
FMEA risk register with severity (S), occurrence (O), 
and detection (D) scores for all 12 failure modes.

Appendix E 
Bayesian Network structure with conditional probabil-
ity tables (CPTs) and calibration details. 

Appendix Table A1 | Computational environment and 
software libraries used for simulations and optimization
Component Version
Python 3.11

CVXPY 1.4
NumPy 1.26

SciPy 1.13

Pandas 2.2

Matplotlib 3.9
NetworkX 3.3

Appendix Table B1 | Conditional Probability Table (CPT) 
for a three-state Bayesian Network node
Parent 1 Parent 2 P(normal) P(degraded) P(failed)
Normal Normal 0.85 0.10 0.05

Normal Degraded 0.65 0.25 0.10

Degraded Failed 0.40 0.35 0.25

Failed Failed 0.10 0.25 0.65
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