PREMIER JOURNAL OF SCIENCE REVIEW

A Comprehensive Review of Blockchain and Smart
Contracts: Foundations, Applications, and Technical

Premier Journal

of Science

W Premier Science

Check for
updates

G OPEN ACCESS

This is an open access article
distributed under the terms

of the Creative Commons
Attribution License, which
permits unrestricted use,
distribution, and reproduction
in any medium, provided the
original author and source are
credited.

'Department of Computer
Science, Central University

of Kerala & Department of IT,
Kannur University, Kerala, India
’Department of Computer
Science, Central University of
Kerala, Kasaragod, India ROR

Correspondence to:
J. S. Jayasudha,
jayasudhajs@cukerala.ac.in

Additional material is published
online only. To view please visit
the journal online.

Cite this as: Shylaja P and
Jayasudha JS. A Comprehensive
Review of Blockchain and
Smart Contracts: Foundations,
Applications, and Technical
Challenges. Premier Journal of
Science 2025;15:100257

DOI: https://doi.org/10.70389/
PJS.100257

Peer Review

Received: 19 December 2025
Last revised: 5 January 2026
Accepted: 7 January 2026
Version accepted: 2
Published: 31 January 2026

Ethical approval: N/a
Consent: N/a

Funding: N/a

Conflicts of interest: N/a

Author contribution:

P. Shylaja and J. S. Jayasudha —
Conceptualization, Writing —
original draft, review and editing

Challenges

P. Shylaja and J. S. Jayasudha?

ABSTRACT

Blockchain technology has emerged as a pivotal and
transformative force, establishing transparent, se-
cure, and decentralized frameworks for transaction
management. Its core strengths include immutabili-
ty, data decentralization, and consensus validation,
alongside the automation provided by self-executing
smart contracts. This review examines its foundation-
al technologies, diverse applications, and associated
challenges. Blockchain demonstrates profound po-
tential across sectors like finance (e.g., Anti-Money
Laundering and fraud reduction), education (credential
verification), healthcare (secure record management),
and the Metaverse (verifiable digital asset ownership
via non-fungible tokens). However, adoption is signifi-
cantly hindered by critical issues, including scalability
bottlenecks, the energy inefficiency of protocols like
Proof of Work, and security risks stemming from smart
contract flaws, with case-based testing revealing up to
40% of public contracts have exploitable vulnerabili-
ties. Recent advancements in high-throughput rollups
and formal verification mitigate these risks. This coin-
cides with a 2025 shift toward structured legal man-
dates, such as the EU’s MiCA, India’s VDA policy, and
the U.S. GENIUS and CLARITY Acts. Therefore, future
research must prioritize enhancing smart contract veri-
fication, developing energy-efficient consensus mech-
anisms, cross-chain interoperability, and fostering the
continued alignment of supportive legal and regulatory
frameworks.
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mechanism,
technology,

Introduction

Blockchain, a decentralized data storage mechanism,
is undergoing rapid large-scale integration within
the digital economy. It ensures secure, transparent
transaction management. Initially, cryptocurren-
cies such as Bitcoin utilized decentralized storage
to mitigate the need for a centralized authority.””
Various applications—such as the Internet of Things
(IoT), the Metaverse, finance, education, and supply
chains—leverage this technology to enhance opera-
tional transparency.® ' A continuous requirement for
sector-specific customization drives the demand for
blockchain.

By integrating with IoT, blockchain provides a ro-
bust framework for secure data transmission.'?"* Its
time-stamping property facilitates enhanced trace-
ability.*> Unlike centralized systems, blockchain ar-
chitecture prevents single points of failure because no

central authority exerts unilateral control over trans-
actions. Furthermore, the principle of decentralization
distributes data across multiple secure nodes. Data
once entered into the ledger is immutable, establish-
ing a trustworthy agreement and preventing fraud.¢-2°
Blockchain technology enables users to autonomous-
ly verify records by eliminating the need for central
mediators, providing a decentralized framework that
is transformatively applied across diverse sectors—in-
cluding agriculture, government, education, supply
chain logistics, and financial services.7-21-2¢
Blockchain ecosystems are underpinned by eco-
nomic models centered on cryptocurrencies and
non-fungible tokens (NFTs) that establish digital asset
value and verifiable ownership, alongside smart con-
tracts that automate agreements to reduce intermedi-
aries and enhance efficiency. Consensus mechanisms,
such as Proof of Work (PoW) and Proof of Stake (PoS),
further define these models by incentivizing network
security and transaction validation, despite challenges
like the high cost and energy inefficiency of some exist-
ing protocols.'~%?7
Blockchain technology integrates economic models
driven by cryptocurrencies and NFTs to establish ver-
ifiable digital ownership, leveraging smart contracts
for intermediary-free automation and consensus pro-
tocols like PoW or PoS for transaction security, despite
persistent challenges including scalability bottlenecks
and energy inefficiencies, where the immutability of
flawed code can lead to critical security vulnerabilities.
At the technical core, smart contracts and consensus
algorithms are central to blockchain’s operation.”-%28
Blockchain technology, initially the backbone for
cryptocurrencies, now offers secure, transparent, and
decentralized frameworks that are transformatively
applied across diverse industries including healthcare
for secure and private record management,>¢29-37
finance for real-time transaction tracking and fraud
prevention®?® education for robust credential verifi-
cation,”?83° the IoT for secure data transmission and
authentication,'>!3-2840-42 yehicular networks for im-
proved message verification,'”?>4>4 manufacturing
industry* and the Metaverse for verifiable digital asset
ownership and economic exchange,?#143446-48
Blockchain acts as a foundational technology for
emerging trends like Web3 and Decentralized Auton-
omous Organizations (DAOs), establishing secure,
transparent, and decentralized frameworks for man-
aging transactions and governance. Smart contracts,
a core component, enable the automation of agree-
ments, enhance efficiency, foster trust, and provide
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operational mechanisms for these decentralized eco-
systems, including verifiable digital asset ownership in
Web3 and governance within DAOs.

Public blockchains, often embodying open-source
principles, face notable challenges regarding scal-
ability and energy inefficiency, whereas private or
permissioned implementations can mitigate these
by assuming a degree of trust and employing hy-
brid consensus protocols. Nevertheless, widespread
adoption across all blockchain types is consistently
hindered by significant smart contract vulnerabili-
ties, persistent regulatory ambiguity and governance
issues.”?

This systematic review adheres to the PRISMA 2020
reporting guidelines to synthesize literature published
between 2016 and 2025, focusing on the rapid growth
of blockchain and smart contract research. The meth-
odology includes peer-reviewed journal articles, con-
ference proceedings, and book chapters in English,
specifically including studies that offer theoretical
or empirical contributions to blockchain design, ap-
plications, performance, or security. Conversely, the
review excludes non-peer-reviewed sources—such as
blogs, white papers, and industry reports—and studies
focusing strictly on cryptocurrency without technical
blockchain discussion. The operational workflow in-
volved identifying records across multiple databases,
followed by the removal of duplicate records and a
two-stage screening process (abstract/content screen-
ing and full-text evaluation) to ensure alignment with
the predefined scope. The sources organize extracted
data into a structured schema based on thematic ar-
eas, including Foundational Role and Infrastructure,
Enhancing Security, and domain-specific implemen-
tations in Healthcare, Education, Finance, and the
Metaverse. While a PRISMA-compliant flow diagram
(Figure 1) is utilized to maintain transparency in study

Total = 7360

Records identified through database searching
IEEE Xplore = 1240

ACM DL =990

Web of Science = 1330

Google Scholar = 3800

Identification

Duplicates removed
2560 removed 2 3000 remaining

Removal

Title/abstract screened; irrelevant excluded
3500 excluded > 1500 remaining

Screening

-

Full text assessed for eligibility
(blockchain/smart contracts, design/performance/security focus)
150 assessed > 200 eligible

Eligibility

Included

Studies included in qualitative synthesis: 150

Fig 1| PRISMA flow diagram

2

selection. Furthermore, the quality of evidence is eval-
uated through a “Critique of Evidence Quality and
Contradictory Findings,” which identifies critical gaps
such as the “verification gap” in smart contract reli-
ability and the “rigidity paradox” of immutable code.

This comprehensive review is structured to elevate
novelty by providing a focused synthesis on emerg-
ing applications and critical cross-cutting challenges,
specifically integrating the rapidly developing area of
the Metaverse and establishing a structured analytical
synthesis of domain-specific contributions.

The second section presents the literature review in
detail, followed by a summary table highlighting key
contributions. It also includes discussions on major
themes, explores diverse applications and associated
challenges, and concludes with insights into future re-
search directions.

Literature Review

The literature on blockchain is indeed vast and multi-
faceted, encompassing foundational technologies and
diverse, domain-specific implementations. To provide
a structured understanding of this extensive field, this
review organizes the material around key thematic
areas that capture the breadth and depth of current
developments. The thematic subsections that follow,
such as Foundational Role and Infrastructure, En-
hancing Security, Interoperability, and Future Outlook
in the Metaverse, Smart Contracts, and specific appli-
cations in Healthcare, Education, and Finance and IoT.

Foundational Role and Infrastructure
The foundational elements of blockchain are indeed
anchored in principles of decentralized consensus,
transparency, and cryptographic security. These core
concepts have evolved rapidly from Bitcoin’s original
implementation to become more sophisticated, mod-
ular, and suitable for domain-specific blockchain
platforms. Early investigations into blockchain, par-
ticularly by Yli-Huumo et al.,” pointed to a dominant
research focus on Bitcoin and its underlying consen-
sus mechanisms, such as PoW, as well as transaction
throughput. Crosby et al.>® reinforced this foundation
by detailing how blockchain integrates cryptographic
hashing, distributed consensus, and time-stamping
to ensure immutable transaction histories. Their work
effectively laid the groundwork for more nuanced stud-
ies of blockchain architecture

Building upon the foundational elements of block-
chain—decentralized consensus, transparency, and
cryptographic security, Swan et al.’® significantly
extended this technical foundation by proposing a
three-tiered view of blockchain’s evolution, which has
profoundly guided much of the conceptual framing in
recent blockchain innovations. This model categorizes
blockchain into Blockchain 1.0 for cryptocurrencies,
Blockchain 2.0 for smart contracts, and Blockchain
3.0 for decentralized applications. For example, ex-
perimental studies showed PoS could reduce energy
use by over 70%, though it required enhanced fault
tolerance mechanisms.>'~>*
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Collectively, this foundational work underpins the
entire ecosystem of blockchain research, providing
both the technical vocabulary and conceptual models
that continue to profoundly influence domain-specific
implementations today.®-**>>->" This foundational re-
search laid the groundwork for the evolution of block-
chain’s infrastructure, emphasizing core components
such as consensus algorithms, distributed ledger ar-
chitectures,*®*? and decentralized network design.®’
Early studies were largely driven by the operational
structure of Bitcoin, which initially gained prominence
as the backbone technology for Bitcoin and other cryp-
tocurrencies, prompting researchers to meticulously
investigate its inherent scalability bottlenecks and sys-
tem latency.”!?

Review by Yli-Huumo et al.’ notably highlighted this
overwhelming early academic focus on Bitcoin and the
limitations of its underlying PoW protocol, particu-
larly concerning its consensus layer and transaction
throughput. However, their review also indicated
a subsequent shift in attention toward smart con-
tracts, permissioned blockchain architectures, and
domain-specific applications.Researchers have active-
ly addressed these concerns by focusing on identity
federation, cross-chain communication, and adaptive
governance frameworks to meet the dynamic needs of
immersive environments.®-6¢

For interoperability and cross-platform identity
management, Wang et al.®” introduced a multi-identi-
fier resolution protocol. This system enables users to
seamlessly navigate between different virtual worlds
without creating redundant digital identities, there-
by reducing fragmentation and strengthening trust in
identity management systems. Furthermore, studies
highlight cross-platform asset portability as a key ben-
efit, allowing users to maintain a unified identity and
carry their owned digital items across various virtual
environments, which significantly enhances interoper-
ability and user retention.®®

Regarding governance frameworks, Filippi et al.®’
put forth the concept of “Lex Cryptographia”. Howell
et al.®® and Etemadi et al.” further explored the organi-
zational and governance challenges inherent in block-
chain-based platforms. They identified stakeholder
trust, regulatory ambiguity, and community-based
governance as primary hurdles to adoption.”* Etemadi
et al.,’? using Interpretive Structural Modeling (ISM),
specifically concluded that legal clarity and user con-
fidence are prerequisites for sustainable metaverse
ecosystems.>* These studies collectively emphasize
that the future success of blockchain in the Metaverse
hinges not only on technological maturity but also
on social, legal, and institutional alignment, with
community consensus being central to sustainable
development.®’

The immutable ledger inherent in blockchain plays
a critical role in addressing security and transparen-
cy concerns in digital transactions.’”*’? It ensures that
ownership and transaction histories are tamper-proof
and auditable, which is vital in a space where real
monetary value is associated with virtual assets.”
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Overall, the reviewed studies confirm that blockchain
is not merely a supportive technology but a founda-
tional infrastructure for the decentralized evolution of
the Metaverse, indispensable for a secure and interop-
erable virtual ecosystem by supporting identity assur-
ance, asset ownership, and decentralized financial in-
teractions. However, persistent challenges include the
need for user-friendly wallet interfaces, greater regula-
tory clarity, and a careful balance between transparen-
cy and data privacy.”*"®

Artificial Intelligence is identified as a future direc-
tion for enhancing blockchain applications, making
them easier to use and enabling advanced function-
alities like Al-driven analytics and edge computing in
industrial and IoT environments. This integration also
extends to smart contract privacy protection, intelli-
gent data trading modes utilizing machine learning,
and safeguarding patient data-sharing through feder-
ated learning in sectors such as the Metaverse, educa-
tion, and healthcare.”7%75

Regulatory and legal frameworks for blockchain
ecosystems are currently evolving, with regulatory am-
biguity identified as a primary hurdle hindering wide-
spread adoption across various applications like the
Metaverse and education. Proposals such as “Lex Cryp-
tographia,” which aims to embed legal compliance di-
rectly into smart contracts, offer promising governance
models, but their institutional adoption remains slow,
underscoring the ongoing need for greater clarity and
a balance between transparency and data privacy.>7¢

The early blockchain era was a “Wild West” where
users relied on their own wits and unwritten codes,
new 2025 regulations represent the establishment of
a formal state government. Laws like MiCA and the
CLARITY Act act as the official maps and town char-
ters, providing the clear “rules of the road” and legal
safety nets that allow established commercial busi-
nesses and institutional investors to build and trade
with confidence.””-’®

Smart Contracts
Smart contracts are fundamentally self-executing
programs stored on a blockchain that are designed
to automatically enforce agreements once pre-
defined conditions are met.>'%3%457° They are an inte-
gral mechanism for automating transactions, reducing
the reliance on intermediaries, and ensuring contract
integrity in both public and private blockchain envi-
ronments,!%7%76.80-82 These programs are crucial for
enhancing working efficiency, fostering trust, and im-
proving overall operational efficiency within digital
ecosystems, as they facilitate, verify, or enforce agreements
directly without requiring third-party involvement.'
However, a significant challenge with smart con-
tracts is their rigidity and susceptibility to coding
flaws, which consequently pose considerable security
risks. Researchers have identified common vulnerabil-
ities, particularly in Ethereum-based smart contracts,
including reentrancy attacks, timestamp dependence,
and unchecked external calls. This highlights a criti-
cal need for secure coding practices, comprehensive
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testing, and the development of formal verification
tools.'%83 Despite recommendations for utilizing such
tools and sandbox environments for rigorous testing
of complex logic before deployment, their adoption re-
mains limited or sparse.* Case-based testing has even
revealed that up to 40% of smart contracts on public
blockchains have exploitable vulnerabilities.!*#* Fur-
thermore, the inherent immutability of faulty smart
contracts poses serious risks once they are deployed.*

Despite these challenges, smart contracts have been
successfully applied across various sectors, demon-
strating their utility and transformative potential.
In education, they have been deployed in academic
transcript verification systems to improve real-time
validation and eliminate manual credential authen-
tication.”® For instance, Hakiki et al.” implemented
smart contracts for issuing and validating digital di-
plomas, which significantly reduced the risk of fraud
in this domain.® In supply chain management, Taher-
doost et al.'® demonstrated their value in automating
logistics, ensuring transparent and tamper-resistant
tracking of goods.

Furthermore, smart contracts have been utilized in
healthcare to streamline medical claims processing
and consent handling, aiming to reduce fraud and ad-
ministrative overhead.”>#* In finance, especially with-
in decentralized financial infrastructures (DeFi), smart
contracts contribute to real-time transaction tracking,
fraud prevention, and enhanced transparency.®** For
the Metaverse, smart contracts are part of the under-
lying mechanisms that support decentralized identity
(DID) systems and NFTs, which in turn enable verifi-
able user representation, secure asset ownership, and
transparent digital economies within immersive virtu-
al environments. #1448

Blockchain systems face several smart contract vul-
nerabilities. 2016 DAO hack stole 3.6 million ETH and
2017 Parity wallet bug froze 500,000 ETH, making the
fund inaccessible.®®

Block chain and Digital Ledger in Healthcare
Healthcare systems are currently facing significant
challenges related to data privacy, interoperability,
and secure record-keeping. In response, blockchain
technology offers a solution by enabling the creation
of decentralized, tamper-proof medical data manage-
ment platforms.70-87-8

Several researchers have proposed and developed
various blockchain-enabled Electronic Health Record
(EHR) models to address these issues. For instance,
Kuo et al.,*® Oladele et al.! and Panwar et al.*® have
designed EHR solutions that specifically aim to tackle
challenges such as data fragmentation and unautho-
rized access within healthcare. Despite these advan-
tages, the full adoption of blockchain in healthcare still
faces significant barriers, particularly concerning scal-
ability and integration with legacy health systems.?*
The substantial size of medical imaging files and the
computational overhead associated with blockchain
consensus mechanisms present logistical difficul-
ties.5*57:58:65:67.90 Tg gvercome these issues, researchers

PREMIER JOURNAL OF SCIENCE REVIEW

have suggested hybrid storage models, where only
essential data is stored on-chain, with the remainder
managed through secure off-chain solutions. These on-
going innovations affirm blockchain’s transformative
potential for healthcare, which is contingent upon the
continued development of lightweight, privacy-pre-
serving protocols.”?

Smart Contracts for Education Administration
In the education sector, blockchain technology has
been employed to enhance trust, transparency, and
efficiency in academic credentialing.’>*> The immu-
tability of blockchain records ensures that once a cre-
dential is issued, it cannot be altered or falsified.® This
feature has found strong utility in verifying degrees,
transcripts, and professional certifications.?**
Turkanovic et al.’® introduced EduCTX, a global
blockchain-based platform for managing student cred-
its and qualifications. The system offers a decentralized
alternative to conventional academic databases, allow-
ing educational institutions, students, and employers
to verify credentials instantly. Zou et al.®* proposed a
scalable blockchain infrastructure tailored for large
universities, utilizing off-chain storage and on-chain
hashes to preserve both scalability and verifiability.
Turkanovic et al.’® and Hakiki et al.” introduced sys-
tems like EduCTX that store and verify academic cre-
dentials, offering real-time verification and reducing
fraud. These studies highlight blockchain’s potential
to simplify cross-border recognition of academic re-
cords, although standardization and adoption remain
hurdles.

Supply Chain and Asset Tracking in loT

Finance and the IoT are among the earliest and most
mature domains for blockchain adoption. In finance,
blockchain ensures tamper-proof transaction logs,
enhances transparency, and supports secure peer-to-
peer value exchange.’’® Sazu et al.,® Udeh et al.,”
and Panwar et al.*® demonstrated that blockchain
enhances Anti-Money Laundering (AML) compliance,
improves Know Your Customer (KYC) protocols, and
reduces transaction costs and settlement times in
cross-border payments.

In the IoT landscape, the integration of blockchain
addresses longstanding challenges such as data in-
tegrity, device authentication, and secure communi-
cation. Dorri et al.,* Tyagi et al.,* Liu et al.,'*® and
Laghari et al.’** developed lightweight blockchain
models suitable for resource-constrained environ-
ments like smart homes and precision agriculture.
Their systems enhanced data authenticity and offered
robust audit trails for sensor-generated information.

Luetal.,*” Xu et al.'®? and Yang et al.®® applied block-
chain to vehicular networks, where real-time commu-
nication and safety are paramount. Their frameworks
improved message verification in Vehicle-to-Vehicle
(V2V) and Vehicle-to-Infrastructure (V2I) exchanges,
contributing to safer and more resilient transportation
systems. As these case studies reveal, blockchain’s de-
centralized trust model complements the distributed
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nature of IoT and finance systems, although concerns
about scalability, latency, and interoperability must
still be addressed through ongoing innovation. The
finance and IoT sectors are among the earliest adopt-
ers of blockchain. In finance, blockchain increases
transparency, reduces fraud, and automates compli-
ance. Sazu et al.,’ Udeh et al.,” and Panwar et al.>
demonstrated blockchain’s effectiveness in anti-fraud
systems, cross-border payments, and AML compliance.

In IoT, Dorri et al.,** Tyagi et al.,' Liu et al.,'*® and
Laghari et al.?*! developed and evaluated blockchain
applications in smart homes, agriculture, and energy
monitoring. These implementations enhanced data
authenticity and system resilience, thereby reinforcing
the value of blockchain in distributed, autonomous
networks. Blockchain solutions face significant scal-
ability bottlenecks and latency issues in high-through-
put environments like global supply chains and IoT
networks, particularly due to limitations in transac-
tion throughput and energy inefficiency of existing
consensus mechanisms. To address these, research-
ers propose hybrid consensus protocols, multi-chain/
sharded architectures, and hybrid storage models
utilizing off-chain solutions to reduce latency and im-
prove efficiency.t-17:36.50:99.103

Figure 2, explicitly mentioned as a pie chart extract-
ed from the reference collected, is highly relevant for
visually illustrating the core applications of blockchain
today, thereby consolidating and reinforcing the di-
verse domain-specific applications.

Table 1 provides an overview of significant block-
chain advancements and their key contributors. It sys-
tematically lists specific works or methods by various
authors and their corresponding contributions to the
field. These contributions cover diverse areas, such
as enabling identity assurance and asset verification
in the Metaverse, highlighting AML enhancements
in financial systems, and improving trust and trans-
parency in education through blockchain-based tran-
script validation. Table 1 provides a crucial overview
of prominent blockchain contributions and their re-
spective authors, systematically listing specific works
or methods and their impact on the field, thereby

Key Focus Areas

Finance and loT Education

14.0% 13.0%

Healthcare

Foundational Role and Infrastructure

13.0%
15.0%

15.0%

15.0% Smart Contracts

Metaverse Applications and Economic Systems

Security, Interoperability, and Future Outlook in Metaverse

Fig 2 | Core applications of blockchain
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illustrating the breadth of blockchain research from
its fundamental technical underpinnings to highly
specialized, domain-specific applications. The contri-
butions highlighted span diverse areas, including the
Metaverse, where Jin et al.? enabled identity assurance
and asset verification through DID systems and Bhat-
tacharjee et al.”” ensured authenticity and interopera-
bility of digital assets via Blockchain-NFT integration.
In the financial sector, Sazu et al.® focused on AML
enhancements, while Udeh et al.” reported a signifi-
cant 30% reduction in fraud, and Panwar et al.>* in-
creased transaction speed in cross-border payments.
For education administration, Hakiki et al.” improved
trust and transparency with blockchain-based tran-
script validation, and Turkanovic et al.*® developed
the EduCTX system to prevent fraud and simplify in-
ternational credential verification. Applications in IoT
and supply chain management are also noted, with
Taherdoost et al.'® demonstrating automation with
smart contracts and Dorri et al.’* creating lightweight
IoT blockchain for smart homes. The table further in-
cludes contributions to healthcare, such as Kuo et al.*®
designing secure EHR architectures and Engelhardt et
al.>> addressing interoperability challenges in EHR sys-
tems. Finally, critical areas of consensus mechanisms
and governance are covered by authors like Xiao et
al.'** who evaluated trade-offs in scalability and per-
formance, Khan et al.'® who revealed smart contract
vulnerabilities, and De Filippi et al.*® who introduced
the “Lex Cryptographia” concept for legal compliance.

Discussion

Blockchain technology has fundamentally evolved
from a foundational infrastructure to enable diverse,
domain-specific applications, leveraging its core
strengths in transparency, trust, decentralization,
and fraud mitigation.'®**° While the literature con-
firms blockchain’s immense potential, particularly in
enabling secure, peer-to-peer transactions, it simulta-
neously uncovers recurring technical and governance
limitations that hinder widespread adoption.>*10%:111

Domain-Specific Applications and Challenges

In the Finance sector, strong maturity is evident, with
blockchain significantly contributing to real-time
transaction transparency, AML compliance, and auto-
mated auditing systems. Udeh et al.” reported a 30%
reduction in fraud through real-time tracking. How-
ever, financial implementations often rely on public
blockchains, exposing them to scalability bottlenecks
and energy inefficiency. Educational and credentialing
systems benefit from the immutability and auditabili-
ty of academic records, noticeably reducing credential
fraud. The primary challenge here remains system in-
teroperability across institutions and regions. For the
Metaverse, blockchain is foundational, securing virtu-
al identity, enforcing ownership rights through NFTs,
and ensuring cross-platform asset portability. Success,
however, hinges on resolving evolving legal and gover-
nance frameworks and achieving regulatory clarity. In
Healthcare, secure medical records are promised, but
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Table 1 | Overview of prominent block chain contributions

Area

Metaverse, Identity and Digital
Assets

Author(s)

Jinetal?

Work/Method

DID systems in the Metaverse

Contribution

Enabled identity assurance and asset verification

Mourtzis et al.*

Blockchain in industrial metaverse

Improved collaboration in virtual prototyping

Wang et al.'

Multi-identifier resolution framework

Proposed cross-chain identity linking solution

Bhattacharjee et al.”

Blockchain-NFT integration

Ensured authenticity and interoperability of digital assets

Foundational Concepts and
Review

Yli-Huumo et al.”

Systematic mapping study

Identified Bitcoin’s dominance in early blockchain
research

Crosby et al.*®

Technical overview of blockchain

Highlighted decentralization and cryptographic security

Swan et al.*° Theoretical extrapolation of blockchain Predicted future role in governance, identity, and
applications education
Consensus and Scalability Xiao et al.'** Consensus comparison (PoW, PoS, PBFT) Evaluated trade-offs in scalability, performance, and

energy

Nguyen et al.?°

Survey of consensus algorithms

Identified gaps in throughput and security

Abreu et al.?”

Stress-testing blockchain configurations

Supported hybrid consensus adoption

Smart Contract Security and
Governance

Khan et al.®

Smart contract vulnerabilities

Revealed critical flaws in Ethereum contracts

De Filippi et al.®?

Lex Cryptographia concept

Embedded legal compliance into smart contracts

Howell et al.®

Blockchain governance analysis

Identified adoption challenges and stakeholder conflicts

Etemadi et al.”®

Blockchain adoption barriers

Used ISM to rank trust, cost, and expertise as top issues

Finance and Fraud Reduction

Sazu et al.®

Financial systems review

Highlighted AML enhancements through blockchain

Udeh et al.”?

Nigerian bank blockchain case

Reported 30% fraud reduction via real-time tracking

Panwar et al.>

Cross-border payment automation

Increased transaction speed and reduced errors

Education Administration

Hakiki et al.”

Blockchain-based transcript validation

Improved trust and transparency in education

Turkanovic et al.*®

EduCTX credit record system

Prevented fraud and simplified international verification

Zou et al.'%8

Scalable educational blockchain

Hybrid storage to handle large academic datasets

Healthcare and EHR Systems

Kuo et al.“

Blockchain EHR architecture

Enabled secure and patient-centric health records

Panwar et al.**?

Health data on IBM blockchain

Integrated patient privacy with cloud storage

Engelhardt et al.>®

Review of EHR blockchain systems

Addressed interoperability challenges

Bazel et al.'*°

Blockchain for claim processing

Reduced insurance fraud and delays

loT, Supply Chain and Vehicular ~ Taherdoost et al.*°

Supply chain automation with smart contracts

Reduced transaction time and manual verification

Networks

Dorri et al.>* Lightweight loT blockchain

Enabled access control in smart homes

Tyagi et al.!! Agricultural blockchain system

Improved data trust and traceability

Luetal.’” Blockchain-based vehicular trust

Improved message integrity in VANETS

Laghari et al. Blockchain in smart metering

Prevented billing fraud and enhanced transparency

barriers persist with the scalability of large data and
the underutilization of privacy-enhancing techniques
like zero-knowledge proofs.

Consensus Algorithms Comparison

Blockchain’s reliance on trustlessness and security re-
sults in quantitative trade-offs regarding efficiency and
performance. Consensus mechanisms like PoW and
PoS present significant trade-offs.

PoW ensures immutable transaction histories but
is known for its limitations in transaction through-
put and energy inefficiency. Early academic research
was dominated by its study.¢>¢>1% PoS offers a more
energy-efficient alternative, with experimental stud-
ies showing it could reduce energy use by over 70%
compared to PoW, although it requires enhanced
fault tolerance mechanisms.'% Xiao et al.’** specifi-
cally evaluated trade-offs in scalability, performance,
and energy across various algorithms. The trend points

toward hybrid or application-specific consensus proto-
cols in permissioned environments to address scalabil-
ity bottlenecks and high costs. Other distributed ledger
technologies (DLTs), such as Directed Acyclic Graph
(DAG)-based systems, aim for higher throughput,
scalability, and improved energy efficiency compared
to traditional blockchain. Table 2 compares different
consensus algorithms.

Critique of Evidence Quality and Contradictory
Findings
The evidence suggests a critical gap between theoreti-
cal security and practical implementation quality. The
security landscape reveals a duality: while immutabil-
ity generally enhances security, the immutability of
faulty smart contracts poses serious risks.'#%
Evidence Critique (Vulnerability): Case-based test-
ing has shown that up to 40% of smart contracts on
public blockchains have exploitable vulnerabilities,

DOI: https://doi.org/10.70389/PJS.100257 | Premier Journal of Science 2025;15:100257


https://doi.org/10.70389/PJS.100257
https://doi.org/10.70389/PJS.100257

PREMIER JOURNAL OF SCIENCE

REVIEW

Table 2 | Consensus algorithms comparison$262:104

Algorithm Class Throughput/Latency

Energy Efficiency Fault Tolerance/Security Profile

PoW Low/Limited: Transaction Very Low: Known for high High: Dominates early research;
bottlenecks and high operational costsand  ensures immutable histories
latency. inefficiency. through massive hashing.

PoS Higher/Scalable: High: Experimental Moderate: Requires “enhanced
Addresses PoW’s studies show over 70% fault tolerance” mechanisms to
throughput limitations.  reduction in energy use. maintain security.

Hybrid/ Very High: Optimized Variable: Aims to mitigate Assumed Trust: Often used in

Sharded (e.g.,
OmnilLedger)
supply chains.

for high-throughput
environments like global protocols.

the high costs of public  permissioned chains where a

degree of trust is assumed.

including reentrancy attacks and coding flaws. This
high rate reveals a significant deficit in current devel-
opment and quality assurance practices.?10:14.69:83.105
Evidence Critique (Verification Gap): Despite con-
sensus among researchers recommending formal ver-
ification tools and sandbox environments for rigorous
testing, their adoption remains limited or sparse.'483
Contradictory Findings (Governance): The goal of
seamless, automated legal compliance through mod-
els like “Lex Cryptographia” is promising, yet institu-
tional adoption remains slow. This is primarily due to
persistent legal and regulatory ambiguity and the lack
of standardization required for enforcement across ju-
risdictions.®
Contradictory Findings (Decentralization): Public
blockchains embody open-source and full decentral-
ization. However, to overcome their inherent scalabil-
ity and energy inefficiency, many enterprises adopt
private or permissioned implementations utilizing hy-
brid consensus, which assumes a degree of trust, con-
tradicting the core promise of trustfulness. Table 3 lists
implementation challenges while using block chain.
Between 2023 and 2025, blockchain systems have
seen major practical advances in scalability, consen-
sus, interoperability, and correctness assurance: Lay-
er-2 rollups—especially zk-rollups and zkEVMs such as
Polygon zkEVM and zkSync Era—have enabled thou-
sands of transactions per second with lower fees and
faster finality while retaining Ethereum compatibility;
modern BFT-PoS consensus mechanisms like Tender-
mint (Cosmos), HotStuff (enterprise and permissioned
chains), and Algorand’s Pure Proof-of-Stake have deliv-
ered deterministic finality, high throughput, and ener-
gy efficiency in production networks; interoperability
has matured through the Inter-Blockchain Communi-
cation (IBC) protocol, allowing secure, trust-minimized

asset and data transfer across sovereign blockchains,
supported by real-world multichain ecosystems; and
formal verification tools such as Certora Prover, Solidi-
ty’s SMTChecker, and protocol-level verification frame-
works have been widely adopted by high-value DeFi
and blockchain platforms to mathematically prove
safety and correctness properties, demonstrably reduc-
ing critical bugs and smart-contract vulnerabilities—
together showing measurable gains in performance,
security, and reliability across deployed blockchain

systems, 86112

Future research must focus on overcoming the per-
sistent challenges to enable wider, safer adoption. Pri-
ority areas include:

1. Smart Contract Reliability: Research must focus on
developing adequate protocols and enhancing the
reliability of smart contract verification to mitigate
the risk posed by exploitable coding flaws.'"*"""’

2. Technological Efficiency: Focus on energy-efficient
consensus mechanisms and cross-chain interoper-
ability. This includes developing lightweight proto-
cols for resource-constrained IoT devices.

3. Governance and Legal Clarity: Efforts must be made
to increase the accessibility of regulatory frame-
works and foster supportive legal and governance
frameworks to resolve ambiguity.

4. Integration and System Design: Research should
explore the integration of IoT and Al (Al-driven
analytics, federated learning for data sharing) and
address specific needs like secure patient data shar-
ing in healthcare, provenance tracking in supply
chains, and exploring blockchain-based voting
systems.''#1?!

Challenges

The existing consensus mechanisms are very expen-
sive that a common application cannot work with.
Exchange of data from one platform to another is a
hindrance. Wang et al.'* and Howell et al.®®> proposed
multi-identifier resolution systems and governance
models to improve cross-chain integration, but tech-
nical complexity and lack of standardization remain
barriers.'?* %

Security vulnerabilities, particularly in smart con-
tracts, represent an ongoing concern. Khan et al.’*
found that a significant number of smart contracts
on Ethereum suffer from flaws like reentrancy bugs
and logic errors. Wang et al.'* recommended more
comprehensive verification tools, but adoption re-
mains limited."”

Table 3 | Practical implementation challenges of block chain?10:14.69.83.105

Area of Contradiction

Security and Immutability

Blockchain Promise/Theoretical Benefit

Blockchain’s immutability ensures tamper-
proof transaction histories and data

integrity.

Practical Reality/Contradictory Finding

The immutability of faulty smart contracts poses serious risks, with high rates of exploitable
coding flaws (up to 40% vulnerability).

Governance and Trust

Blockchain fosters trust and enables
autonomous, intermediary-free agreements.

Institutional adoption of robust governance models like “Lex Cryptographia” remains slow due to
persistent regulatory ambiguity and lack of standardization.

Decentralization vs.
Efficiency

Public blockchains embody open-source
and full decentralization.

Public blockchains face notable challenges regarding scalability and energy inefficiency. To
mitigate these issues, many implementations rely on private or permissioned chains using hybrid

consensus, which assumes a degree of trust and sacrifices pure decentralization.
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To address the multifaceted challenges of block-
chain technology, researchers have identified spe-
cific technological, developmental, and regulatory
pathways focused on enhancing system optimization
and security.”>13°-1%> Technological scalability and
energy efficiency can be significantly improved by
migrating from PoW to PoS, which experimental stud-
ies indicate can reduce energy consumption by over
70%, or by implementing sharded architectures like
OmniLedger and Estuary to mitigate throughput bot-
tlenecks. Furthermore, the high prevalence of smart
contract vulnerabilities—affecting up to 40% of pub-
lic contracts—requires the rigorous adoption of formal
verification tools, sandbox testing environments, and
secure coding practices to resolve the “rigidity para-
dox,” where the immutability of flawed code creates
permanent security risks.'°*!'! In data-intensive sec-
tors such as healthcare and education, pathways for
resolution include the use of hybrid storage models
that store essential cryptographic hashes on-chain
while managing larger datasets off-chain, combined
with the development of lightweight protocols specif-
ically for resource-constrained IoT devices. Finally,
overcoming regulatory ambiguity and fragmentation
involves the implementation of “Lex Cryptographia”—
embedding legal compliance directly into smart con-
tract logic—and utilizing multi-identifier resolution
protocols to facilitate seamless cross-chain interopera-
bility and secure identity management,®6%136-140

Conclusion

This comprehensive review provides a structured un-
derstanding of blockchain technology and smart con-
tracts, encompassing foundational concepts, diverse
applications, challenges, and future directions, based
on peer-reviewed literature published from 2016-
2025.""'*? As a DLT, blockchain ensures secure, trans-
parent transactions and is fundamental to emerging
areas like the Metaverse and various sectors including
finance, healthcare, and education. Smart contracts,
while crucial for automation and efficiency, present a
significant risk, as case-based testing shows up to 40%
on public blockchains have exploitable vulnerabilities
due to the limited or sparse adoption of formal verifi-
cation tools.'”*** Adoption is further hindered by scal-
ability bottlenecks, the high energy inefficiency of PoW
protocols—though PoS can reduce energy use by over
70%—and persistent regulatory ambiguity, despite the
proposal of governance models like “Lex Cryptographia”.
Future blockchain research should focus on core techno-
logical advancements like energy-efficient consensus,
cross-chain interoperability, and privacy-preserving
mechanisms, while addressing sector-specific needs
such as secure patient data sharing in healthcare, prov-
enance tracking in supply chains, decentralized creden-
tial verification in education, and lightweight protocols
for resource-constrained IoT devices.'*** Additionally,
research must develop more reliable smart contract ver-
ification, foster supportive legal and governance frame-
works, and explore blockchain-based voting systems to
ensure transparent and secure public services.
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Abbreviations

AML: Anti-Money Laundering

DAO: Decentralized Autonomous Organization
IoT: Internet of Things

NFT: Non-Fungible Token

PoW: Proof of Work

PoS: Proof of Stake

DLT: Distributed Ledger Technology
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